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Abstract

As a part of the Erasmus+funded project Super Cyber Kids, we have devised a skills
framework to enhance the protection of children aged between 8 and 13 years in their
Internet and online activities. The framework was developed through a systematic litera-
ture review, followed by a two-round Delphi study for validation. During this process, we
identified N=40 relevant studies and obtained validation from up to N= 18 professionals in
cybersecurity, education, and cybersecurity education during the Delphi study. The result-
ing framework is presented as a matrix and offers a comprehensive set of skills aligned
with the NIST (National Initiative for Cybersecurity Education) cybersecurity framework,
specifically tailored to promote cybersecurity awareness among children in this age group.
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Introduction

Every 11 s, an organization falls victim to a ransomware attack, and tragically, many of
these cyberattacks prove to be successful. As of 2021, the global damage from cyberat-
tacks is estimated to reach a staggering 5.5 trillion Euros (Baldini et al., 2020), which con-
tinues to rise steadily. Concurrently, cybersecurity-related issues, such as cyberbullying,
are increasing (Santre, 2023). In light of these trends, it is essential to define cybersecu-
rity clearly. Cybersecurity encompasses all measures required to safeguard cyberspace, its
users, and affected individuals from cyber threats (ENISA, 2017). A particularly vulner-
able user group comprises children and adolescents who remain inadequately protected
from these threats (Quayyum et al., 2021; Rahman et al., 2020). For this reason, educating
children about potential cybersecurity risks is essential while providing them with counter-
measures and prevention techniques (Quayyum et al., 2021). Current research focuses on
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areas in which children and young people should be protected, such as cyberbullying, cryp-
tography, or handling social media (Baciu-Ureche et al., 2019; Vanderhoven et al., 2016;
Weeden et al., 2013; Zhu et al., 2021), yet specific actions are rarely discussed. Available
holistic work also tends to identify scopes of action and related curricular content for this
age group (Saglam et al., 2023). However, there is currently no comprehensive and age-
appropriate overview of relevant cybersecurity skills. Such an overview is essential to pro-
vide practitioners, parents, and curriculum designers with a foundation that can achieve
comprehensive protection for children. In response, we conducted a systematic literature
search and subsequently sought validation from professionals in cybersecurity, education,
and cybersecurity education to identify these essential skills. For that reason, the Super
Cyber Kids initiative is strategically aligned with the European Commission’s Digital Edu-
cation Action Plan 2021-2027 and is specifically designed to address the gap in cyberse-
curity education for children in the late primary education (8—10 years old) through to the
early middle school years (10-13 years old).

Literature review

In the digital age, children are exposed to various online threats (Quayyum et al., 2021).
The threats and cyber risks that children face cover a wide range and encompass multiple
dangers such as grooming (Ringenberg et al., 2022), cyberbullying (Zhu et al., 2021), pri-
vacy threats (Buchanan et al., 2021), and exposure to inappropriate online content like con-
tact with strangers, sexual messaging, content with violence or racism as well as pornog-
raphy (Kenny et al., 2022; Livingstone & Smith, 2014; Livingstone et al., 2014), among
many others. The initial problem with these threats is that the definition of risk often var-
ies, and it is increasingly difficult to classify them accurately (Ibrahim et al., 2024; Ringen-
berg et al., 2022; Finkelhor et al., 2021; Cranmer et al., 2009; Stoilova et al., 2021; Toku-
naga, 2010). In general, grooming can be understood as a process by which a potential
adult abuser befriends a child to gain the child’s trust and get them into abusive activities
(Gillespie, 2002). Another type of threat emerging from online interaction with other peo-
ple is cyberbullying. According to Tokunaga (2010), cyberbullying can be defined as any
behavior by individuals or groups using electronic or digital media that repeatedly com-
municate hostile or aggressive messages intended to cause harm or discomfort to others.
Additionally, privacy threats are defined as potential dangers that can affect the right of
individuals, groups, or institutions to decide for themselves to what extent they share infor-
mation about themselves with others (Westin, 1967). To ensure protection against these
online threats, several frameworks address prevention and protection measures. However,
most of these frameworks are designed for adults and companies.

These threat categories and measures, designed for organizations, may not sufficiently
address children’s particular vulnerabilities and needs.

The National Institute of Standards and Technology (NIST) framework (2024) is a
multifaceted and adaptable framework designed to enhance organizations’ cybersecurity
posture. At its core, the framework is structured around five key functions: Identify, Pro-
tect, Detect, Respond, and Recover. These functional dimensions are crucial in safeguard-
ing organizations against online risks and threats. Unfortunately, a large part of the NIST
framework cannot be applied directly to children as it is too technical and complex for
this age group. For instance, databases, networks, and software need to be identified and
protected in an organizational context. This includes threat and vulnerability analysis and
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risk assessment of these resources—requirements that are specific to organizations (NIST,
2024). Children, on the other hand, face other, simpler but no less dangerous threats for
their age group.

While existing frameworks provide valuable foundations, they present significant limi-
tations for children aged 8-13. For instance, the NICE Framework focuses primarily on
workforce development with technical competencies for organizational cybersecurity roles
UpGuardProcomservices might be inappropriate for young learners. Cyber.org’s K-12
framework, while comprehensive in scope, lacks specific validation and detailed skill
breakdowns for the critical 813 age group. The European Cybersecurity Skills Framework
(ECSF) defines 12 professional role profiles that emphasize professional competencies
rather than age-appropriate foundational skills. Most critically, existing frameworks either
focus on technical workforce preparation or remain too broad across all school ages with-
out addressing the unique developmental needs, limited abstract reasoning capabilities, and
specific online threats that characterize the 8—13 age group. Therefore, a specialized frame-
work validated specifically for this vulnerable population is essential. For this reason it is
important to create a holistic overview that specifically addresses the threats children face
online while considering the various reasons for attacks or cyber risks, including financial
gain, entertainment (Chang et al., 2023), narcissism (Tanrikulu & Erdur-Baker, 2021) and
in general that children considered as a particularly vulnerable group (Chang et al., 2023).
Given these unique vulnerabilities and the distinct nature of online threats targeting chil-
dren, our study aims to explore the necessary skills that are required to be fully covered in
the area of cybersecurity for children aged eight until 13. Specifically, we aim to address
the following research questions:

RQ1: What are the specific cyber security skills for children in the age range between 8
and 13 that are identified in the scientific literature and professionals’ opinions?

RQ2: Which cybersecurity skills are targeted by the learning opportunities provided
through games and platforms mentioned in studies on cybersecurity education for children?

RQ3a: How can the identified skills be categorized in a structured manner?

RQ3b: How can a structured framework be developed by integrating the dimensions
of the NIST Framework with the potential identified cybersecurity categories for children
aged 8-137?

The individual research questions act as necessary intermediaries that help answer the
broad research question RQ3b by integrating the dimensions of the NIST framework with
the identified cybersecurity categories for children ages 8 to 13.

Method

We deployed a two-phase approach consisting of a systematic literature review and valida-
tion through a two-round Delphi study to answer the research questions and create a holis-
tic and comprehensive skill framework.

Systematic literature review

The systematic literature review followed largely the PRISMA statement (Preferred
Reporting Items for Systematic Reviews and Meta-analysis; Page et al., 2021) and targeted
the age group of 8—13-year-old children, focusing on relevant cybersecurity skills. Leading
databases in the fields of IT, education, and psychology were used for the literature search.
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The following databases were consulted: ACM Digital Library, ACM Guide to Computing
Literature, ERIC, IEEE Xplore, Web of Science, and PsycINFO.

Search criteria

Three subject areas have been connected using an AND parameter for the search. One is
the subject area (cybersecurity), the target group (8—13-year-olds), and the output (skill).
Therefore, the following search strategy was implemented to search:

1. Cybersecurity and synonyms

“cybersecurity” OR “Cyber-security” OR “cyber security” OR “cybersecure*” OR
“cyber-secure” OR “cyber safety” OR “cyber-safety” OR “cyber awareness” OR “Cyber-
awareness” OR “IT-Security” OR “IT Security” OR “IT-Secure*” OR “IT Secure*”
OR “Information security” OR “information technology security” OR “digital security”
OR “digital-security” OR “digital-safety” OR “digital safety” OR “Online security” OR
“online-security” OR “online safety” OR “E-Safety” OR “Online Security” OR “Computer
security” OR “Computer-security”.

2. Target group

“Primary School*” OR “Elementary School*” OR “grade school*” OR “lower school*”
OR “grammar school*” OR “Secondary Schools” OR “middle school” OR “prep school”
OR “Preparatory School” OR “Secondary aged” OR “primary aged*” OR “intermediate
school*” OR “child*” OR “young people” OR pupil* OR kids.

Later added: K12.

3. Output

Framework OR “Frame of reference” OR “Set of skill” OR Skillset OR Competenc* OR
Instruction®* OR Skill*.

Inclusion and exclusion criteria

The search covered scientific literature published until February 2025. The inclusion crite-
ria consisted of the following: (a) a focus on cybersecurity or measures to decrease cyber-
security-related risks, (b) mention of methods or skills, whether implicit or explicit, that
enhance the understanding, knowledge, or awareness of the target group, and (c) inclusion
of at least a specific age group to some extent. The exclusion criteria consisted of the fol-
lowing: (a) Pure implications for parents, (b) books, (c) articles that are not written in the
English language, and (d) thesis. Furthermore, it also leads to exclusion (e) if the skills
mentioned are inappropriate for the age group. If there was an overlap of age groups, for
example, 418 years, these were initially included, and later, only the relevant skills for the
target group were included. Specifically, (f) studies were excluded if they did not contain
any skills for the target group. With the abovementioned criteria, we identified a total of
N=398 studies from the database search. After cleaning the duplicates, N=315 remained,
and after the title and abstract search, N=160 were left. In addition, N=5 studies were
added to the reference list. After performing the full-text search, N=39 suitable studies
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remained. In addition, N=5 games and N=3 platforms were identified as the basis for skill
extraction. Figure 1 shows a detailed overview of the search process. From the remaining
N=39 papers, we extracted (a) potential risks, challenges, and threat areas; (b) skills and
games as well as platforms with specific content; and (c) interaction parties.

During the revision process, we transformed all extracted items into actionable skills.
The original literature used varying formulations to describe children’s cybersecurity com-
petencies (e.g., “should know that”, “are aware that”, “can do”, “should not”). To ensure
consistency and systematic comparison, all statements were standardized in the for-

mat “Children can...”, while preserving the original intent and meaning of each study’s

Records identified
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seachring (n=398)

v

Records identified
through reference
checking (n=5)
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Fig. 1 Flow diagram of the systematic review process
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findings. Items that originally described knowledge or awareness were reformulated
as demonstrable capabilities (e.g., “Children can recognize that malware exists”), while
action-oriented statements were maintained as “Children can [perform action]”. This
ensures the framework focuses on practical abilities rather than theoretical knowledge.
This ensures the framework focuses on practical abilities rather than theoretical knowledge.
After completing the skill extraction and the transformation process, we categorized the
skills into Identify, Protect, Detect, Respond, and Recover based on the NIST framework.
We selected the NIST framework dimensions based on their structural and taxonomic
sequence that remains logical and comprehensible for children. The five-stage progression
from Identify through Protect, Detect, Respond, to Recover provides an intuitive learning
pathway that can be translated into age-appropriate learning objectives while maintaining
compatibility with the established NIST standard.

This adaptation required recontextualizing each dimension from organizational to child-
oriented applications, following a pedagogically informed sequence: Identify builds fun-
damental awareness that online threats exist in general; Protect provides general protective
measures and theoretical knowledge for threat recognition; Detect develops concrete skills
to recognize when personally affected by a threat; Respond offers specific actions children
should take when threats are identified; and Recover guides methods to restore safety after
being affected by an incident. For example, while organizational ‘“Protect” encompasses
technical safeguards and policies, the children’s “Protect” dimension focuses on preventive
behaviors, password hygiene, and privacy settings management. Our adapted NIST dimen-
sions were treated as approximate taxonomies. The ‘Identify’ category encompassed fun-
damental knowledge and action-oriented skills. The ‘Protect’ dimension comprises general
and specific measures to ensure preventive cybersecurity protection. The ‘Detect’ category
included specific measures to identify the need for cybersecurity actions. ‘Respond’ refers
to the skills necessary to respond to recognized threats, and the final dimension encom-
passes skills that contribute to restoring the original state. Afterward, the extracted skills
were divided into six portions and proper categories: Malicious code, frauds, preventive
technologies, abusive content, safety, and data privacy and awareness. The final result is a
matrix-shaped framework with 30 fields comprising the NIST dimensions (X-axis) and the
categories extracted from the literature (Y-axis).

Characteristics of included studies

For the systematic literature review, various study types were examined and included in the
analysis. A total of five intervention studies were identified, while the majority consisted of
survey studies (n=9) and evaluation studies (n=4). Additionally, the review incorporated
two mixed-methods studies, two qualitative studies, two (systematic) literature reviews,
and eleven conceptual studies. Further included were one comment, one quasi-experi-
mental study, one comparative study, and one validation study. The analyzed studies were
predominantly published in journals, with 26 journal articles, alongside eleven conference
papers and two strategy papers. The publication years range from 2006 to 2025, with nota-
ble contributions in 2016 (n=5), 2021 (n=7), and 2024 (n=5). Geographically, the stud-
ies span multiple countries, with the majority originating from the USA (n=12), followed
by the UK (n=4). Japan, Canada, Croatia, South Africa, Australia, and Malaysia each con-
tributed two studies, while single studies came from France, the Netherlands, India, the
Czech Republic, Poland, Greece, Portugal, Cyprus, Spain, Taiwan, and Turkey.
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Delphi-study

To validate the skills described in the literature and to extend the skills framework, we con-
ducted a two-round Delphi study (Scheibe et al., 1975). While the typical Delphi process
often involves three rounds, it can also be undertaken successfully with only two rounds
(Roberson et al., 2005; Scheibe et al., 1975; Skulmoski et al., 2007). The typical character-
istics of a Delphi study, such as conducting several rounds, anonymity of the participants,
feedback loops, and striving for consensus, were considered in our study (Scheibe et al.,
1975; Skulmoski et al., 2007). In the first round, we anonymously asked a group of profes-
sionals to identify the essential skills for the 8—13 age group in the area of cybersecurity
from scratch. Subsequently, the identified skills were clustered, merged with the results
from the literature, and presented to the participants as feedback in the second round to
check the completeness and appropriateness of the skills for the target group. The study,
conducted using Microsoft Forms, involved 18 professionals from the fields of cybersecu-
rity (n=6), cybersecurity education (n=>5), and general education (n=6), with one addi-
tional participant from another area. The participants, hailing from countries including
Estonia, Germany, Italy, the USA, France, and Hungary, had varying levels of professional
experience. In cybersecurity education, the 5 participants had an average of 15.2 years
of experience, ranging from 4 to 19 years. The six participants in cybersecurity averaged
14.5 years, ranging from 5 to 21 years. Those in general education also totaled six, with an
average experience of 14.83 years, ranging from 5 to 35 years. Regarding educational qual-
ifications, six participants held a PhD, eleven had a university degree, and one person had
a high school diploma. The median age of the participants fell within the 40-49 age group.

Round 1: generating skills through the subject matter professionals

In the first round, the N= 18 professionals were asked to provide demographic information
and identify skills children between the ages of 8 and 13 should have in cybersecurity. The
professionals’ answers were expected to be formulated starting with “Kids can do” and
describe the skills that, in their opinion, are of great significance. The professionals identi-
fied over 100 skills that might be required. These results were mapped and incorporated
into the framework for the second round.

Round 2: validation of the existing framework

In the second round, participants were provided with each of the thirty matrix fields con-
sisting of the NIST dimensions (Identify, Protect, Detect, Response, and Recovery) as well
as the action fields we identified (Malicious Code, Fraud & Preventive Technologies, Abu-
sive Content, Safety, Data Privacy & Awareness) and asked to evaluate whether the skills
were appropriately related to content and age, as well as comprehensive. This part also
included annotating incorrect or inapplicable skills and adding missing skills via a free text
field. For this purpose, the participants were provided with four links to evaluate the indi-
vidual fields of the matrix: Link 1: Malicious code (N=17); Link 2: Frauds & Preventive
Technologies (N=14); Link 3: Abusive Content & Safety (N=13); Link 4: Data Privacy
& Awareness (N = 14). To distribute the workload for the participants, we gave them differ-
ent links in a randomized order. Only Malicious Code was the link to the evaluation of this

AECT @ Springer



N. B. Plintz, D. Ifenthaler

category for all participants. Therefore, the number of professionals per category varied.
Based on the results from the second round of the Delphi study, the research team incorpo-
rated final adjustments to the framework.

Results

RQ1: What are the specific cyber security skills for children in the age range
between 8 and 13 that are identified in the scientific literature and professionals’
opinions?

From the systematic literature review, we initially extracted over 500 skills from different
scientific papers, games as well as the platforms mentioned in those. After excluding those
that were not age-appropriate and removing duplicates, N=257 relevant skills remained. In
addition to the skills from the scientific literature, the professionals identified N=101 skills
in the first round of the Delphi study. The skills identified by the SLR and the profession-
als in the first round of the Delphi study range from rather general and superficial skills to
specific skills. The results are shown in Tables 1 and 2.

RQ2: Which cybersecurity skills are targeted by the learning opportunities provided
through games and platforms mentioned in studies on cybersecurity education
for children?

Different games and platforms are mentioned in the literature. Some of them still exist
today, while others no longer do. Berson et al. (2008) identified and compared various plat-
forms and games. Over a decade later, Shen et al. (2021) adopted a similar approach. They
compared the games based on gamification elements, topics, and components to create a
more comprehensive game called Cyber Security Awareness Games (CSAG). In general,
the games differ in terms of quality, purpose, and content. While some games only deal
with a specific area of cybersecurity for children, such as Anti Phishing Phil, which spe-
cializes in phishing, or CyberCiege, which is dedicated to computer and network security,
other games try to cover several categories and areas, like CyberAware (Giannakas et al.,
2015; Khan et al., 2022). The areas of the games and platforms are listed in Table 3. It is
noticeable that cyberbullying, privacy and personal information, as well as netiquette and
social media, occur more frequently.

RQ3a: How can the identified skills be categorized in a structured manner?

Once all the skills had been classified along the adapted NIST dimension, the next
step was to create various categories. To do this, frameworks and skills classifications
mentioned in the literature were first considered to make a potentially existing classi-
fication. The criteria for the categories were based on a possible adaptation to the age
group 8-13 years, so frameworks, categories, and subject areas from adult education
or the private sector were also considered. One possible classification was according to
knowledge, attitude, and behavior, focusing on password management, email use, inter-
net use, social media use, mobile devices, information handling, and incident reporting
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Table 1 Excerpt from the systematic literature search

Author(s)

Examples

Amo et al. (2019)

Anastasiades and Vitalaki (2011)

Antunes et al. (2021)
Baciu-Ureche et al. (2019)
Becta (2006)

Buchanan et al. (2021)

Cranmer et al. (2009)
Donmez et al. (2017)
Fujikawa et al. (2019)
Hammond et al. (2022)
Hudson et al. (2016)
Hudson et al. (2015)
Kenny et al. (2022)
Kralj (2014)

Kritzinger (2015)
Kritzinger and Padayachee (2013)

Beranek (2009)
Nicolaidou and Venizelou (2020)

Shen et al. (2021)
Skinner (2016)
Toledo et al. (2022)
Wishart et al. (2007)

Witsenboer et al. (2022)
Weeden et al. (2013)

Blinder et al. (2024)

Graafland (2018)

Children can decide whether a website is safe or suspicious

Children can recognize that phishing, networking, and cryptography
concepts exist

Children can recognize that internet risks, such as misleading or inap-
propriate information on the web, can appear

Children can recognize the importance of online privacy settings

Children can identify if a network connection is secure (HTTPS)

Children can recognize that they may be exposed online to illegal
material, such as images of child abuse

Children can create a safe password
Children know that they should change their passwords after phishing
attacks arises

Children can recognize that they can have guidance from teachers to
decide if a website is age appropriate

Children can use the internet in an appropriate way for searching
educational content and information regarding education

Children can recognize and respect their own rights and those of oth-
ers regarding private information

Children can accept negative online experiences
Children can report users

Children can recognize that privacy settings (e.g., on social media)
and other privacy skills are helpful in preventing harm

Children can recognize how to limit the visibility of posts and com-
ments on SNS

Children can recognize that once they post something on the internet,
they cannot delete it forever with a click

Children can recognize that they should not share harmful photos of
others

Kids should manage their online profiles by privacy settings

Children can recognize the dangers they are subjecting themselves to
by using services on the internet (e.g., posting personal information
on social media, sharing pictures, texting strangers on the internet,
free apps, etc.)

Children can recognize that malware (e.g., viruses, worms, Trojan
Horses) exists

Children can use a pseudonym in online discussion forums to protect
their personal data

Children can recognize that phishing exists as an online threat

Children can use different and strong passwords

Children can recognize different types of cyber-attacks

Children can recognize that they shouldn’t give out personal data
online

Children share their experience with a trusted adult if something
strange happened online

Children can recognize the importance of creating privacy settings,
assessing other online risks, and preventing cyberbullying

Children can deal with online information appropriately. information
(derived from Would you rather give a stranger your house key OR
let a stranger read your diary?)

Children can distinguish fiction from fact
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Table 1 (continued)

Author(s) Examples

Kralj (2016) Children can respond appropriately if someone treats them in a hurtful
and nasty way over the Internet or mobile phone

Martin et al. (2024) Children can make smart choices about what to share with others

Martinez-de-Morentin et al. (2021) Children can be careful about risk actions linked to what they publish
online

Paudel & Al-Ameen (2025) Children can recognize the importance of secure habits like creating
strong passwords or recognizing suspicious activities online

Pooja & Shashidhar (2022) Children can recognize password security

Tomczyk (2024) Children can install software on mobile devices

Children can configure internet access regarding confidential informa-

tion

Tseng et al. (2022) Children can regularly back up their mobile phone

Table 2 Excerpt of the first round of the Delphi study

o Children can differentiate between artificial and human-generated media

e Teenagers, mainly, can deactivate parental control for their tablets

o Children can understand many things and services online despite the fact that sometimes they are in
other languages (e.g., even though they do not know English very well, while surfing they have the abil-
ity to do many things online)

o Children can identify cyber grooming attempts

o Children know that the “hacker” is not a hero

o Children can identify fake or doctored images

o Children can set their mobile devices to factory settings

o Children can distinguish Wi-Fi networks

Table 3 Platforms and games mentioned in the cybersecurity context

Name Type

Hector’s World (Cyberbullying, Online security, Privacy and personal information) Platform

Safe Online Surfing (Online-Behavior, Nettiquette, Smart Sharing, Protection against ~Game
predators, Secure Systems, surf securely)

CyberAware (protection of Internet-connected devices; safeguarding passwords; Game

privacy issues; identity protection; safeguarding personal information online)
Anti Phishing Phil (Phishing) Game
NetSmartzKids (Cyberbullying, Live Streaming, Sexting, Smartphones, Gaming, Platform

Online Enticement, Sextortion, social media)
BrainPop Game and Platform
Disney Surf Swell Island (privacy, viruses, or netiquette (guidelines for behavior on Game

the Internet)

beSeen (social network, secure personal and private info, protecting their online repu- Game and Platform
tation, and defending peers)

CyberCiege (computer and network security) Game
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(Parsons et al., 2014). Another framework is the eCSIRT.net Framework (Antunes et al.,
2021), which was adjusted by ENISA (ENISA, 2018) to train people in the field of
cybersecurity.

The categories abusive content, malicious code, information gathering, intrusion
attempts, intrusions, availability, information content security, frauds, vulnerability, and
other tests appear in this classification. Another grouping strategy could be to proceed
according to existing curricula. The K-12 Cybersecurity Learning Standards (Anderson
et al., 2021) could be considered. This curriculum contains three different pillars: computer
systems, digital citizenship, and security. Computing Systems tend to refer to technical
components such as computing and networking, as well as hardware and software.

Digital Citizenship, on the other hand, covers more general rules of behavior and deal-
ing with cyberbullying in the category of ‘online safety’ (Anderson et al., 2021; Toledo
et al., 2022). In addition to frameworks, games, and curricula, various topics are covered in
the different papers. Some papers focus exclusively on the area of e-safety (Cranmer et al.,
2009; Kenny et al., 2022; Kritzinger & Padayachee, 2013), Cyberbullying (Tanrikulu &
Erdur-Baker, 2021; Santre, 2023) or social networks (Fujikawa et al., 2019, 2020). This
diversity of topics, as well as the different clustering and inconsistent definitions, make
it quite difficult to categorize them into existing classifications. Especially the definitions
of terms are challenging. For instance, the term e-safety is used in similar contexts but is
often very nebulous (Cranmer et al., 2009). The same picture seems to be repeated across
most areas. For example, Finkelhor et al. (2021) note that there is also no uniform defini-
tion of privacy. They use components that they integrate into the area, such as identity
theft, cyber-harassment, sexual predators, and damage to reputation.

There is also a lack of clarity in the definition of the term cyber-hygiene in academic
research (Vishwanath et al., 2020). This seems to be a recurring theme. For this reason,
the extracted skills were analyzed with a focus on their practical applicability for teachers,
as well as on the coverage of the core topics from the areas of technical, legal, and social
risks, with a view to the potential creation of curriculum units. After considering the indi-
vidual papers, frameworks, and curricula, it was initially possible to divide them into more
technical challenges and more non-technical measures. For example, these can be divided
into computer networks (Amo et al., 2019), malicious code (Antunes et al., 2021), cryp-
tography (Konak, 2014), abusive content (Kenny et al., 2022; Livingstone et al., 2014) and
frauds (Antunes et al., 2021; ENISA, 2018), e-safety (Cranmer et al., 2009; Kenny et al.,
2022; Kritzinger & Padayachee, 2013) or general behavior on the internet (Anastasiades
& Vitalaki, 2011). In addition, some sources seem to focus more on the threats and how
to deal with them (e.g., Kenny et al., 2022; Ringenberg et al., 2022; Santre, 2023), while
others are more concerned with protection (e.g., Hudson et al., 2015; Konak, 2014). After
a thorough analysis of all available information, consisting of various frameworks, existing
scientific literature, and curricula, it became clear that it is essential to consider not only
technical risks but also behavior-oriented risks and consider them when forming catego-
ries. For these reasons, the following categories were selected:

e Malicious code: In the area of malicious code, a basic understanding of malware,
existing technical threats, and how to deal with them should be taught.

o Frauds: In the area of frauds, the basic awareness of fraud and how to deal with it
should be created.

e Abusive Content: In the area of abusive content, a basic understanding of the types
and handling of harmful or (age-)inappropriate content that may occur in cyberspace
should be provided.
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e Preventing Technologies: In the area of Preventing Technologies, a basic awareness of
technologies that can protect them should be created.

e Data Privacy and Awareness: In the area of data privacy and awareness, an awareness
of the handling and protection of personal data and privacy should be created, as well
as an awareness of how to handle data.

e Safety: In the area of safety, a basic awareness of general safety practices, dealing with
cyberbullying, and using the internet and digital devices should be taught.

Figure 2 shows the dimensions and categories that were processed into a matrix.
After this matrix was created, the skills were subdivided and ranked by two independent
researchers.

RQ3b: How can the identified cybersecurity skills for children aged 8-13 be
integrated into a matrix-based skill framework using the dimensions of the NIST
framework and our identified dimensions?

To answer this research question, two independent raters classified the skills, which we
extracted from the scientific literature, the first round of the Delphi study, and the games
and platforms into the matrix-based framework. We subsequently gave the professionals
each of the 30 fields for evaluation, asking them to assess them for completeness, age
appropriateness, and correct categorization. The final result of this process can be seen
in Fig. 3.

Fig.2 Design of the skills frame-

work for cybersecurity ‘ d en tI. fj/

o Preventing
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o technologies )
S ff Fraud >
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gode Safety
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Conclusion and scientific significance

In this study, we developed a skill framework tailored to children aged 8—13, encompass-
ing a comprehensive selection of skills extracted from scientific literature, cybersecurity
games, and an online platform. To ensure the framework’s validity, we conducted a two-
round Delphi study, following the robust approach outlined by Scheibe et al. (1975) for
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determining crucial forecasts or policy positions. During the validation process, we consid-
ered the feedback from up to 18 professionals in cybersecurity, education or cybersecurity
education. Most of the skills identified by the participants were adopted. In the second
round, which we used as a validation process, we received valuable feedback from the par-
ticipants, including comments on individual skills that were missing from the framework
or considered too complex for the target age group. For example, in the category of mali-
cious code and recovery, four participants (02AG, 25TI, 24MG, 18BH) expressed that the
skill “Children can restore files after a cyber-attack by means of a backup” was not suitable
for the 8—13 age group. A proportionately more common participant comment was that
certain skills were considered too advanced for 8—10-year-olds (18BH) or that certain com-
ponents of skills would be more appropriate for 12—13-year-olds (21TE).

In addition, a subdivision within skills by further age categories was suggested (18TE).
We decided against this suggestion because we chose to maintain a holistic view to ensure
a comprehensive approach. This decision allowed flexibility in implementing the frame-
work and enabled personalized didactic adjustments based on the individual needs of train-
ers and teachers during practical use.

Furthermore, the resulting matrix-shaped framework effectively classifies differ-
ent skills based on the NIST framework (X-axis) and cybersecurity problems relevant to
8—13-year-olds (Y-axis). The choice of the NIST framework dimensions was deliberate,
as it offers a holistic and well-defined approach, covering essential stages of cybersecu-
rity problems and facilitating a taxonomic understanding suitable for our target group.
Furthermore, the framework’s classification facilitates deriving direct action recommen-
dations after identifying specific skills. Additionally, by incorporating existing literature,
cybersecurity games, and various frameworks, we ensured the robustness of the Y-axis
categories. While we considered an alternative classification based on cyber-awareness,
cyber-hygiene, and cyberbullying, we recognized the lack of clear definitions in academic
research, for example, for cyber-hygiene (Vishwanath et al., 2020) and the potential over-
lap with the NIST framework categories. We chose not to adopt this approach to avoid
ambiguity and maintain clarity. Another important aspect is the differentiation and specific
impact of the required skills and threats. Many of the skills mentioned in the literature are
rather general (e.g., Hammond et al., 2022; Skinner, 2016; Wishart et al., 2007), which
has the advantage that they can be interpreted differently in various countries. However,
this also has a disadvantage: this generalization and the resulting superficiality of the skills
make it more difficult to effectively address specific problems, such as fake news, which is
increasing in Europe and the United States (Vlachos, 2022). A more detailed differentia-
tion between misinformation, disinformation, and malinformation would be useful in this
context (Armitage & Vaccari, 2021; Carmi et al., 2020). This would enable a more targeted
approach to challenges such as radicalization, misogyny, and other negatively connoted
social phenomena that can influence children (HOUSE, O. C., 2019). In addition to this
rather superficial definition, there seems to be a general lack of standardized definitions
and clear delineation of problem areas and their subtopics (Cranmer et al., 2009; Finkel-
hor et al., 2021; Vishwanath et al., 2020), which means that individual abilities can be
interpreted differently. In future research, the individual terms could be extracted from the
skills and then defined in a dedicated manner. This contrasts with the constantly chang-
ing landscape of threats. Risks and challenges change regularly (Patterson et al., 2023; Al-
Rimy et al., 2018), which argues against narrowing definitions. In addition, future research
and practice could focus on the segmentation of skills and how these can be effectively
delivered to the appropriate target group. In this context, the developed framework and
the extracted competencies served as the project’s foundation. From the framework, an
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ontology was created to identify the knowledge elements and competencies required for the
proposed demographic. These competencies are then used to evaluate different games and
to create a learning outcome evaluation that will be made available to the public. Addition-
ally, the framework requires empirical validation through pilot implementations in educa-
tional settings to assess real-world effectiveness and identify implementation challenges
such as teacher training requirements.

Furthermore, while our international literature base provides broad applicability,
regional variations in cybersecurity threats (e.g., different fake news patterns across Europe
vs. Asia) may require local adaptations of the framework’s generalized skills. Future
research should examine regional customization needs while maintaining the framework’s
core structure.

To sum up, this study contributes a specialized skill framework that addresses the
cybersecurity needs of children aged 8—13, providing guidance and resources to foster safe
online practices. By utilizing the NIST framework and incorporating cybersecurity profes-
sionals’ insights, we have enhanced the framework’s validity, making it a valuable tool for
promoting online safety among this vulnerable age group. However, it is important to note
that this framework should be empirically tested in future studies to further validate and
optimize its effectiveness in practice. In extension, a compacted and easy-to-use version
should be created for practice and teaching.
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