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ABSTRACT

Cryptocurrency exchanges have become a multi-billion dollar industry. Although these platforms are not only relevant for eco-
nomic reasons but also from a privacy and legal perspective, empirical studies investigating the operations of cryptocurrency
exchanges and the behavior of their users are surprisingly rare. A notable exception is a study analyzing the cryptocurrency ex-
change ShapeShift. While this study described new heuristics to retrieve a significant fraction of trades made on the plaform, its
approach relied on identifying cryptocurrency transactions based on previously scraped trade data. This limited the analysis to
the timeframe for which data had been acquired and likely led to false negatives in the transaction identification process. In this
paper, we replicate and extend previous work by conducting an in-depth investigation of the cryptocurrency exchange Evonax.
Our analysis is based on actual trading data acquired by using a novel methodology allowing to extract detailed information from
the public blockchain and the interface of the exchange platform. We are able to identify 30,402 transactions between the launch
of Evonax in February 2018 and December 31, 2022, which should be close to a complete set of all transactions. This allows us
not only to analyze the business practices of a cryptocurrency exchange but also to identify a number of interesting use cases that
are likely to be associated with illegal activity. This paper is an extended version of a research article previously accepted at the
CryptoEx Workshop at IEEE ICBC 2024.

1 | Introduction cryptocurrency exchanges available that relies on direct empir-
ical evidence.

Cryptocurrency exchanges nowadays constitute a multi-billion

dollar industry with hundreds of competing platforms: As of
August 2024, CoinMarketCap lists around 250 spot exchanges
and approximately 500 decentralized exchanges.! These services
are relevant not only for economic reasons but also from a pri-
vacy and legal perspective, as cryptocurrency payments are often
perceived to be more private due to their pseudonymous nature.

This inevitably raises the question of how cryptocurrency ex-
changes operate, what they are being used for and how private
they truly are. Unfortunately, there is only little research on

One of the few examples is the study of Yousaf et al. which
demonstrates that the interfaces of exchange platforms might
inadvertently facilitate the cross-chain traceability of transac-
tions. In their analysis, which is built on information acquired
from the API of ShapeShift, they were able to identify the corre-
sponding cryptocurrency transactions for 70%-90% of observed
exchanges made on the platform [1]. However, their analysis
was limited to the 13-month period during which they scraped
the ShapeShift API and analysis of their data suggested that not
all trades were correctly captured.
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In summary, the sheer size of the cryptocurrency exchange in-
dustry, combined with its potential relevance to criminal activ-
ity, makes exchange platforms highly interesting and relevant,
yet understudied subjects of scientific research.

In this study, we add fresh insights to the line of research started
by Yousaf et al.: We conduct an in-depth investigation of the
exchange Evonax,? analyzing the platform's internal workings,
operations and business practices. Our case study is based on
empirical data acquired from a newly developed method for
identifying cryptocurrency transactions related to Evonax. Our
key contributions are as follows:

« We reverse-engineer the way Evonax handles payments on
the blockchain and thereby obtain information that can be
used to acquire trade data from an interface provided by
the platform. We turn this into a novel, fully automated and
error-resistant method for extracting cryptocurrency trade
data from Evonax.

« Employing this methodology, we compile a dataset contain-
ing detailed information on 30,402 exchange trades span-
ning from the platform's launch on February 16, 2018 to
December 31, 2022. This dataset is expected to encompass
nearly all trades executed on the platform, as discussed in
Section 8.

+ We gain an understanding of the internal workings of
Evonax. This includes information on the overall state of
the platform like trading activity over time and also the
sources of liquidity, the extent of liquidity reserves held by
Evonax, and estimates of profit generated.

+ We conduct case studies investigating particularly in-
teresting findings in greater detail. More precisely, we
identify a novel trading pattern in which funds are “ex-
changed” within the same currency. As these coin swaps
always incur cost to the user, there is no obvious legit-
imate use for such trades and they might be indicative
of money laundering or wash trading. Indeed, we find
evidence that Evonax is being used to launder funds ob-
tained from criminal activity, such as darknet markets,
rug pulls, and hacking.

This paper is structured as follows. Section 2 gives an over-
view of related work. In Section 3, we discuss ethical aspects
of our research. Technical background is provided in Section 4.
In Section 5, we explain how Evonax trades have been ac-
quired, using the blockchain and the Evonax track exchange
form. Section 6 describes the analysis of the business practices
of Evonax. In addition, several interesting use cases including
the use of Evonax to launder money are discussed in Section 7.
A critical discussion of our findings is conducted in Section 8,
while Section 9 concludes the paper.

2 | Related Work

Most studies dealing with cryptocurrency exchanges, particu-
larly those from noncomputer science fields, tend to concentrate
on regulation [2] and criminal activities like wash trading [3-5]
and money laundering [6, 7].

To our knowledge, 2019 paper of Yousaf et al. is the sole work in-
vestigating trading behavior on cryptocurrency exchanges using
actual trading data from blockchain analysis and exchange APIs
[1]: Yousaf et al. leverage ShapeShift's API to derive trading in-
formation, identifying corresponding cryptocurrency transac-
tions with success rates ranging from 70% to 90% of exchanges
on the platform. They define three cross-currency transaction
patterns and conduct case studies to uncover potential criminal
activities.

Our study nicely complements the work of Yousaf et al. by per-
forming a similar analysis for a different exchange platform. We
reverse-engineer the internal payment processing mechanisms
of the exchange platform Evonax, allowing us to extract a com-
prehensive dataset of nearly the entire trade history. Using this
dataset, we investigate possible use cases, notably identifying
a novel trading pattern termed “coin swaps” and linking some
trades to criminal activities. We also gain insights into opera-
tional details such as sources and extent of liquidity reserves and
user statistics. Additionally, our study addresses the key limita-
tions Yousaf et al. identified with their approach (See Section 5.1
of their paper):

« False positives, that is, addresses being identified as be-
longing to a ShapeShift trade when they are actually un-
related, may occur when users reuse deposit addresses
shortly after completing trades. This can happen because
the ShapeShift API only returns data on the most recent
trading activity associated with an address. In such a
scenario, transactions might be matched to the wrong
trade. Our approach addresses this limitation by using
the Evonax interface, which not only provides all trades
associated with each deposit address but also uniquely
matches these trades to specific cryptocurrency transac-
tions. This effectively eliminates the possibility of false
positives resulting from address reuse.

« False negatives, that is, transactions that belong to a trade
but are not captured by their heuristics, may arise from the
need to match transactions using nonunique criteria such
as value and timestamps, which requires searching the
blockchain for potential matches. Our approach avoids this
problem by deriving candidate addresses directly from the
information provided by the Evonax interface as well as the
deterministic structure of Evonax-related cryptocurrency
transactions.

« Yousaf et al. search for matching cryptocurrency trans-
actions based on the trade information returned by the
ShapeShift API. Trades not included in the API response
cannot be identified by their methodology, as their char-
acteristics are not known. This can be problematic, be-
cause API only returns the 50 most recent trades made
on the platform and does not allow retroactive queries.
Consequently, the analysis of Yousaf et al. was limited to
the timeframe in which they consistently queried the API
(November 2017 to December 2018). Evidence suggests
that even during this time, not all ShapeShift trades were
actually captured, presumably due to situations in which
more than 50 trades occurred between two consecutive
API calls. Our approach, however, is not bound by these
limitations, as we can retroactively generate candidate
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addresses through the Evonax interface and blockchain
data, ensuring comprehensive trade activity coverage and
avoiding dataset gaps.

Our study also takes a security and privacy perspective, as it
highlights potential privacy issues that can arise from grant-
ing access to exchange trade data too freely. Here, our work is
embedded in a corpus of existing literature that exploits meta-
information to identify blockchain transactions. Such infor-
mation is recurring transaction patterns from cryptocurrency
services such as darknet markets [8, 9] and exchanges [10].

Disclosure and Ethical Considerations

Our study involves the analysis of financial and usage data of ex-
change customers without their explicit consent, raising ethical and
legal questions. The research design received approval from our insti-
tution's internal review board and adheres to the ethical framework
provided by the Menlo Report [11], a widely used framework in IT
security research.

Respect for Persons: While obtaining informed consent
from all affected individuals was desirable, it was not feasible
due to the specifics of our research. Contacting users would
only have been possible through email addresses, known for
only ~ 66% of users, and finding these addresses was a byprod-
uct of the analysis itself. Consequently, seeking consent before
analysis was not possible. Research without consent can be
justified if the risk is minimal and lacking consent does not
adversely affect subjects’ rights and welfare. Therefore, we
report findings in a manner preventing the identification of
individual users.

Beneficence: Our research aims to raise awareness of pri-
vacy implications of cryptocurrency-based services. Its publica-
tion is intended to help platform operators avoid similar errors,
contributing to improved user security. To balance scientific
interests and user privacy, associated data and code will not be
publicly released, with conditional or limited access provided to
other researchers.

Justice: Our research is focused on the small population of
Evonax users, which are also the primary beneficiary. We be-
lieve that the risks and benefits to the target population are well
balanced.

Respect for Law and Public Interest: Our research adheres to
applicable laws, as confirmed through consultation with our in-
stitution's internal review board.

Responsible Disclosure We have disclosed our research, in-
cluding the methodology, to Evonax via their customer support
e-mail address on February 14, 2023. We have not received any
response.

4 | Background
4.1 | Cryptocurrencies

Following the creation of Bitcoin, numerous different crypto-
currencies have emerged. While they all rely on publicly distrib-
uted ledgers to store the transaction history and thus, implicitly,
the state of the system, there are differences in the way the infor-
mation is stored and processed. We assume that readers are fa-
miliar with cryptocurrencies in general and only shortly outline
the most relevant concepts.

4.1.1 | Transactions

In cryptocurrencies, the transfer of value is facilitated by trans-
actions. Formally, a transaction ¢ in currency C involves a set of
input addresses Ai" and output addresses A?. A value v, exists
for each a € A}, denoting the amount spent in the transaction,
and similarly for each a € A indicating the received amount.
This paper primarily focuses on addresses, defining a transac-
tion ¢ by the parameters:

t=(C,A", A™). (1)

Transactions on the blockchain are uniquely identified by their
transaction ID (TXID). For simplicity, we use ¢ to refer to both a
transaction and its TXID.

4.1.2 | Account-Based Currencies and ERC-20 Tokens

In account-based cryptocurrencies like Ethereum, addresses
are associated with accounts and account balances are explic-
itly stored as part of the global state. User addresses typically
encode a public key and only transactions signed with the cor-
responding private key are authorized to withdraw currency
from the account. Once a transaction is confirmed, the bal-
ances of the sending and receiving accounts are updated ac-
cordingly [12].

ERC-20 is a standard introduced in 2015 that defines common
design criteria for fungible tokens on the Ethereum block-
chain [13]. ERC-20 tokens, such as Maker, Dai Stablecoin or
Uniswap, are implemented in smart contracts deployed on the
Ethereum blockchain. They can be seen as a kind of meta-
currency built on top of an existing blockchain ecosystem.
Transaction fees resulting from the transfer of these tokens
must still be paid in the underlying blockchain's native cur-
rency, which in the case of ERC-20 tokens is Ether. While
different tokens may provide additional program logic, the
basic functionality for token transfer is identical and defined
in the standard. Software developed against the ERC-20 stan-
dard should be universally compatible with all ERC-20 tokens.
Therefore, we will not distinguish between different ERC-20
tokens in this paper unless we are talking about observations
specific to an individual token.

4.1.3 | UTXO-Based Currencies

In cryptocurrencies such as Bitcoin, Litecoin or Monero, value
is stored in unspent transaction outputs (UTXOs). These out-
puts are generated by transactions and are associated with an
amount of currency and a set of locking conditions. Addresses
are a standardized and human-friendly way of encoding cer-
tain standard locking conditions. Subsequent transactions can
consume a UTXO by referencing it in the transaction input and
providing data that satisfies the locking conditions of the UTXO
(typically a digital signature that matches a public key defined
in the UTXO). Once the spending transaction is confirmed,
the UTXO is spent and can no longer be used as a transaction
input [14]. Unlike in account-based currencies, addresses do not
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exist as entities on the blockchain and have no explicit balance
associated with them. However, the balance equivalent can be
calculated by summing the value of all UTXOs that are tied to
the locking conditions specified by a given address. To keep the
terminology simple, we will refer to this value as the address
balance.

Importantly, UTXOs can only be spent as a whole. If the value of
the spent UTXO does not match the desired value of the output,
a second output storing the leftover funds is created. This so-
called change output or change address can be used as an input
to a subsequent transaction, which might itself produce change.
A repeated occurrence of this pattern is commonly known as a
peeling chain [15], since every transaction effectively “peels off”
the initial, high-value UTXO.

4.2 | Cryptocurrency Exchanges

A cryptocurrency exchange facilitates the sale of a specified
amount v;, of currency C;, in exchange for an amount v, of cur-
rency C,,,, where at least one currency involved is a cryptocur-
rency. The received v, is determined by the exchange rate of the
currency pair and an optional fee.

We generically term this process an exchange trade e, even if
C;, = C,y- To avoid confusion with the terms transaction and
(exchange) trade, we clarify their usage: Transaction t refers to
the concept of transactions in the context of cryptocurrencies
(cf. Section 4.1.1), while trade e describes the act of exchang-
ing one cryptocurrency for another using a cryptocurrency ex-
change platform.

4.2.1 | Structure of a Trade

Regardless of their specific implementation, exchange platforms
typically handle the trading process of cryptocurrencies in a
similar way. This involves three transactions:

Pay-in transaction ¢;,;: Users initiate a transaction ¢,
transferring v;, within currency C;, from user address a, to an
exchange-owned deposit address ag,,. Deposit addresses are
used to link payments to customers, especially for cryptocur-
rencies lacking reference fields in their transaction data.
Deposit transaction {;,,: As user deposits are usually resold
in other trades, accumulated funds in a4, are eventually with-
drawn in an exchange-issued transaction t;,,.

Pay-out transaction,,: Upon confirming the user's trans-
fer of v;, to a4, the exchange initiates a pay-out transaction ¢,
transferring v,,, from an exchange-owned wallet to the user’s
payout address a,,;.

Figure 1 provides an overview of these transactions, empha-
sizing the connection between them. In this study, we focus on
transactions issued by the exchange service: ty,, and . &, is
user-initiated and not part of the trade. Thus, a trade e is associ-
ated with the following parameters:

e= ( Cin’ adep’ Vins [dep; Cout’ Qouts Vout> [out)'
—_— (2)

deposit transaction pay-out transaction

s Al

Vout
Qout

tout

tdep

FIGURE 1 | Currency flow on a cryptocurrency exchange, trade
highlighted.

The deposit transaction f;,, and pay-out transaction ¢,, are
transactions in C;, and C,,,, respectively. Notably, only “half” of
each transaction is involved in a given trade, signifying that for

. l'n .
L4ep @0 input address ag,, € Aldep is known, and for f,,,, an output

address a,,, € A? is known. This is visualized in Figure 1 by

out

the use of halved rhombs.

o indicating that a user
might receive their bought coins before their sold ones are swept
Off @ g,

Additionally, t,,, may occur after ¢

4.2.2 | Hot and Cold Wallets

While Figure 1 is an accurate description of a trade from a user's
perspective, it does not make any statements about how the ex-
change internally processes the payments: The role of the ad-
dresses on the second half of the rhombs, that is, the addresses
in A;’d”; and A;” ; might vary between exchanges or even among

currencies on the same exchange, depending on their implemen-
tation of hot and cold wallets [10].

The hot wallet is a collection of cryptocurrency addresses ac-
tively used by the exchange for handling daily operations and
short-term liquidity. Specifically, a pay-out transaction uses
the hot wallet as an input [10]. User deposits are typically
forwarded from deposit addresses to dedicated hot wallet ad-
dresses, although using deposit addresses as a hot wallet is
also feasible.

On the contrary, cold wallets are reserved for long-term storage
of an exchange's funds. Usually air-gapped from the internet,
cold wallets offer a more secure storage solution compared to
hot wallets connected to platform systems [10]. For security rea-
sons, excess liquidity is regularly transferred to the cold wallet.
Transactions spending from cold wallets are infrequent but may
occur, such as when exchanges need to replenish liquidity in a
hot wallet.

4.3 | Evonax

Evonax is a cryptocurrency exchange supporting crypto-to-
crypto exchange of 10s native cryptocurrency coins and nine
ERC-20 tokens. The platform claims no registration, or know-
your-customer (KYC) checks are required for its use. Initially
offering exchanges to and from fiat currencies, Evonax al-
lowed deposits via bank transfer and payouts through PayPal.
After PayPal terminated its business relationship with Evonax,
the service shifted to AdvCash as a payment provider [16].
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Crypto-to-fiat trades using AdvCash were also discontinued
in February 2022. Table 1 provides an overview of currencies
and payment methods once supported by Evonax, indicating
whether they could be used for deposits (sell), payouts (buy), and
their current status as of August 2024.

Trades on Evonax are initiated via a simple form on the website,
with no need for user account creation. Users interested in the
service first select C;,, and C,,,. Evonax then sets an exchange rate
and prompts the user to specify either the amount to sell (v;,) or
the amount to buy (v,,,). Once one amount is entered, the other
is automatically calculated based on the exchange rate. After
providing a valid pay-out address a,,, in C,,;, the exchange can
be started. Users may opt to supply an email address for status

updates.

Interestingly, users can choose the same currency for C;, and
C,. From a trading standpoint, this may seem futile, as the user
incurs network and exchange fees but ends up with the same
currency. Possible use cases are explored in Section 7.3.

Evonax lacks an order book, advanced trading interface, or trad-
ing API. The website interface serves as the sole means to initi-
ate a trade.

5 | Data Acquisition

Let £ denote the complete set of all trades executed by Evonax.
Our objective is to capture as many trades in £ as possible,
achieved through Extract procedures that extract additional
trades from a given set of trades using the blockchain and the
Evonax interface. More detailed descriptions of these procedures
are provided below. The initial step is to identify a “starting”
set of trades, obtained from our own test trades and by extract-
ing cryptocurrency addresses from user reviews on Trustpilot.?
Subsequently, the Extract procedures are repeatedly applied to
the known set until no new trades are found.

These procedures leverage two sources of information: the pub-
lic blockchain and a web interface provided by Evonax.

TABLE1 | Payment methods supported by Evonax.

Name Ticker Type Sell Buy Active
0x ZRX ERC-20 v v v
Bitcoin BTC UTXO v v v
Bitcoin Cash BCC UTXO v v v
Bitcoin SV BSV UTXO v v X
Bitcoin Gold BTG UTXO v v v
Chainlink LINK ERC-20 v v v
Compound COMP ERC-20 v v v
Dai DAI ERC-20 v v v
Dash DASH UTXO v v v
Dogecoin DOGE UTXO v v v
Ether ETH Account v v v
Litecoin LTC UTXO v v v
Maker MKR ERC-20 v v v
Monero XMR UTXO v v v
Shiba Inu SHIB ERC-20 v v v
Tether USDT ERC-20 v v v
Uniswap UNI ERC-20 v v v
Wrapped Bitc. WBTC ERC-20 v v v
Zcash ZEC UTXO v v v
Bank Transfer — — v X X
PayPal — — X v X
Advcash — — X v X
(Continues)
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The blockchains of Bitcoin Cash, Bitcoin Gold, Bitcoin SV,
Monero, and Zcash are excluded from the acquisition pro-
cess due to low trading volume and/or privacy-centric design.
However, information on trades involving these coins is still
acquired as a byproduct, for instance, if the other involved cur-
rency is part of the analysis or the trade has a known email ad-
dress associated with it.

Blockchain: As the blockchain contains all transactions, it is
possible to directly derive the input and output addresses of a
given transaction ¢t (cf. Equation (1)):

Blockchai .
oc'_c) am(Ain,A?m). 3)

Additionally, the blockchain can be searched for transactions
where only partial information is known. More precisely, given
an address a, one can extract all transactions t where a is either
an input or output address:

Blockchain .

a +— {tlaeA"}, )
Blockchain

a +— {tlaeA™}. 5)

Evonax web interface: Evonax facilitates the querying of
exchange transaction status through a track exchange form.*
This page is publicly accessible, and requests are not authen-
ticated. Trades are identified by the deposit address a,,,, the
pay-out address a,,, or an (optionally provided) e-mail ad-
dress @mail.

out’

Entering any of these three identifiers will prompt the website to
display status information for all exchanges involving the speci-
fied search key. The status data include the TXIDs of the pay-in
transaction t;, and the pay-out transaction ¢, the deposit ad-
dress ag,,, the pay-out address a,,,, a timestamp, the exchanged
currencies C;, and C,,, with the corresponding amounts and ex-
change rate, and optionally, an e-mail address @mail. Figure 2
illustrates the information available for a test transaction issued

by us.

In essence, the Evonax interface allows the use of partial trade
information as input and provides nearly the full data about a
trade (cf. Equation (2)) in return. Only 4, is not directly pro-
vided. However, as the deposit address ag,, is trade-specific and
under the control of Evonax, t4,, can be reliably identified with
the help of the public blockchain and Procedure (4).

To summarize, the Evonax track exchange form offers two pro-
cedures for deriving trade information:

Evonax
@mail* {(e, @mail)| @mail* = @mail | (6)
E
a s {(e, @mail)|a = ay,, vVa=a,,} @)

Procedures (6) and (7) directly produce (potentially) new trades
if @mail, ag,, or oy is provided. This allows us to derive all
trades associated with a given e-mail, deposit or pay-out address.

Status: Done

0V o

Deposit address:
LbwqaKZKRKZ4Hnzo4f5rQp9YVeiiF6UgU5

Incoming TX ID:
2e8e581ac09646c5b2f533b546520f9dbfbfcee93417959%fe8c9ad269a9f04e

Your address:
0x9D369CbEAbe7B077eD9a04b592595f5B06BC90cO

Exchange amount:
0.33000000 (LTC)

Receive amount:
59.49972329 (ZRX)

Outgoing TXID:
0x72fd1156833bf4ef3bcb578d5a44208ebealaSfc2fa3e7e2f9c90408fc0f 775f

Exchange rate:
180.30219178

Email:

FIGURE2 | Trade information shown in “Track Exchange”

This approach is part of the Extract procedures for both account-
based and UTXO-based currencies.

As shown in Figure 3, it is possible to alternate between the
blockchain- and interface-based procedures to iteratively dis-
cover additional trades made on the Evonax platform. Each pro-
cedure, applied to a trade as displayed in Equation (2), identifies
(potentially) new trades: Given a deposit address, blockchain
analysis reveals the output address of another trade, which can
be used as a search key for the Evonax track exchange form. In
turn, the trade information returned by the web interface in-
cludes a deposit address, which can again serve as the starting
point for another blockchain analysis.

Note that each procedure can be applied to either ¢, or ,,,, but
not both. Thus, cases in which C;, is an account-based currency
and C,,, is a UTXO-based currency, and vice versa, can be han-
dled by combining the appropriate procedures.

The subsequent part of this section describes exact implementa-
tion of the Extract procedures for the case of account-based cryp-
tocurrencies (Section 5.1) and UTXO-based cryptocurrencies
(Section 5.2).

5.1 | Account-Based Cryptocurrencies

In account-based currencies, Evonax uses a dedicated hot wal-
let consisting of a single address®a,,, to handle payments. All
trades in which at least one of C;, and C,,, is an account-based
currency or ERC-20 token will cause transactions involving the
hot wallet.
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Users wishing to exchange Ether on Evonax have to send
funds to an exchange-owned deposit address a,,,- Upon execu-
tion of the trade, Evonax issues a transaction t4,,, forwarding
the funds to a;,,;. Correspondingly, whenever a user exchanges
other currencies for Ether or an ERC-20 token, a transac-
tion t,,, transferring funds from a,, to the user-specified

pay-out address a,,, occurs. This process can also be seen in
Figure 4, which visualizes the cryptocurrency transactions

C1
tdep
Ci 5
a’dep
Blockchain Analysis
Ci
tout ¢
—_—) 1
a’out
Track Exchange
Ca
tdep
‘Cz > {
a’dep
Blockchain Analysis
Cy
tout

FIGURE 3 | Iterative data acquisition using blockchain and ex-
change interface (Color indicates currency).

corresponding to a trade between two account-based curren-
cies. In this figure, colors are used to highlight the two cur-
rencies involved.

In principle, the same transaction pattern also applies if an
ERC-20 token is deposited. However, as the gas fees for ;,
have to be paid in Ether, two more transactions are neces-
sary: After the user has deposited the ERC-20 tokens, a small
amount of Ether gets transferred from ay,, to a4, to cover gas
fees. Afterwards, ty,, forwards the ERC-20 tokens to a;,,;, using
the previously transferred Ether for the gas fee. Finally, the
remaining Ether are transferred back to ay,,. t4,, can still be
identified, as it is the only transaction transferring tokens
off a g,

Using this knowledge, the Extract procedures for trades involv-
ing Ether or an ERC-20 token are defined as follows:

Approach 1: Using ¢, Recall that the pay-out transaction
Lour (the yellow transaction to the right of Figure 4) transfers
funds from a,,,, to a,,,. Hence, Procedure (3) can be employed to

obtain A" = {ay,,}, which consists of a single address, namely,
out

the hot wallet. From here on, we can proceed with approach 3,
explained below.

Approach 2: Using a4, The deposit transaction 4, (the
green transaction to the left of Figure 4) will forward the depos-
ited funds from ay,,t0a,,. If a4, is known, we can thus use
Procedure (4) to retrieve f4,,. Procedure (3) will then yield
A?;:: = {a,,, }. Extraction then proceeds with approach 3.

Approach 3: Using the hot wallet. ~ Given the address a;,,, of a
hot wallet, new trades can be obtained in a two-step-procedure.
First, the blockchain is queried according to Procedure (5),
which outputs all transactions that transferred funds to the hot
wallet:

Blockchain

Apor = {t | Apo € A(t)ut} =:T. (8)

For each of those transactionst € T, we apply Procedure (3) to
get Ai", the potential deposit addresses. To decide for an ad-
dress a eAi" if it is a deposit addresses, Evonax's track ex-
change page can be used: a is a deposit address if and only if
Procedure (7) returns a trade when queried for the address.
Otherwise, the address might serve a different purpose and is
stored for further inspection.In the second step, the transac-
tions transferring funds from the hot wallet are retrieved via
Procedure (4):

(b e rF—
i iC. e {2 e
dep dep, W out out
. ~ Ll “\ -~ .
SN L . RN
B Fem---- > Kol A ——————— » i

Trade

Cz

P—®

C3—>C4

FIGURE4 | Transaction structure of Evonax trades involving account-based currencies (color indicates currency).
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Similar to the previous step, we get a potential pay-out address
for each transaction t € T by applying Procedure (3). Again, true
pay-out addresses in A% are identified through Evonax's track
exchange page and non-pay-out addresses are collected for fur-
ther analysis.

5.2 | UTXO-Based Cryptocurrencies

For account-based currencies, our data acquisition methodology
exploited the fact that Evonax uses a single hot wallet that is
connected to all deposit- and pay-out-addresses. In UTXO-based
currencies however, Evonax does not maintain such a dedicated
hot wallet. Instead, all deposit addresses collectively serve as a
kind of hot wallet, meaning that they are used as inputs to a pay-
out transaction. Note that this design implies that each transac-
tion simultaneously serves as a deposit transaction for one trade
and a pay-out transaction for another trade. Given an Evonax
trade, this allows us to derive additional trades using the pay-out
transaction ¢, or the deposit address ag,,. Figure 5 is a graphi-
cal representation of the transactions relating to trade between a
pair of UTXO-based currencies, where the different colors once
again represent the two currencies involved.

Approach 1: Using ,,,;. The first approach makes use of the
fact that a trade specifies a pay-out transaction ¢,,,. Proce-

out*
dure (3) allows to determine the set of all input addresses Ai"

sending funds to and output addresses A% receiving funds from
out

the transaction. From these sets, further trades can be de-
rived.Here, we take advantage of the fact that the same
transactions can be involved in multiple trades. More precisely,
a transaction ¢, can be the pay-out transaction for several
trades at the same time, that is, there can be two different trades
e # ¢’ such that

e =(...; Couts Qouts Vours tout)’

trades from the set Af‘” with Procedure (3). This requires
out
distinguishing pay-out addresses from other elements of A2,
out

such as change addresses. To this end, one can use the Evonax
interface again: a* € A% is a pay-out address if and only if the
out

Evonax interface returns a trade (cf. Procedure (7)) when
queried for a*If a* € A% is not a pay-out address, Procedure (4)

is used to find a transaction t* that has a* as an input address,
thatis, a* € Aii‘. a*is a change address if and only if there exists
at least one a € A% for which Procedure (7) returns a trade. In
case a* is a change address, it can be treated as a deposit address
in approach 2. If a* is neither a change address, nor a pay-out
address, it probably forms part of the liquidity management pro-
cess and is further investigated in Section 6.4.

Approach 2: Using a,, The second approach uses the de-
posit address ag,, specified in a trade. As ay,, is trade-specific,
one can extract the corresponding deposit transaction £, from
the blockchain. Similar to the fact that Af“f may refer to the pay-

out addresses of several users, it holds that A;: may refer to the
ep

deposit addresses of several trades. This is indicated by the
dashed lines to the left of the transactions in Figure 5. Formally,
there can be two different trades e # ¢’ such that

e = (Cin’ adep’ Vins tdep; e )’

r ’ ’
e —(Cm,adep Vin's Eeps -+ )-

In fact, we observed that three different types of addresses can
be found in A;:‘ : deposit addresses, change addresses, and other.
ep

To distinguish between these types, one can use the Evonax
interface again in a way analogous to the procedure described in
approach 1.

Approach 3: Using transactions shared across trades.  So far,
we exploited that an input transaction ,, may combine multiple
deposit addresses as inputs and likewise an output transaction
t,, may combine several user addresses as outputs. In the case

of Evonax, however, a transaction ¢,,, can be the pay-out trans-
action of some trade e and, at the same time, the deposit transac-

¢ = (i Cops oty Vo Eot)- tion of another trade ¢/, that is,
e = ( e ; COM[’ aout? vout ’ tout)
This is indicated by the dashed lines to the right of the transac- , , .,
tions in Figure 5. We may derive pay-out addresses of additional e =(Cin'saep s Vin'» Lous 3 )-
@ Trade
o C
a;t > a?
dep ” out
Cl — CQ
8 1
= N R
h \ b \
' F \ LN
@ @ C (
dép/"" @ td'ip/‘”‘ @
1’_-\ ,”’ \‘\\ 1’_-\ ,'—h\\ ’,”’ \\~\ ,'—h\\
. 28 A ! : ¥ A ;
. ’ . 4 N L oL

FIGURE 5 | Transaction structure of Evonax trades involving UTXO-based currencies (Color indicates currency).
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That is, the inputs AZ‘M of a pay-out transaction ¢, typically re-

veal further deposit addresses (and hence trades).Likewise, a
transaction t4,, can simultaneously be the deposit transaction of
some trade e and the pay-out transaction of one another trade ¢/,
that is,

e =( Cins Qgeps Vins taep 5 )
4 =( ; Coutl’aout,’vout,’ tdep)'

In Figure 5, this is represented by the white deposit- and pay-
out-addresses that are connected to the transactions, but not
part of the specified trade. This property allows us to combine
the first two approaches:By applying approach 2 to the so-far
unused input addresses of the pay-out transaction obtained in
approach 1, Ai" , we may find further trades. Correspondingly,

we may apply approach 1 to Afd”t of the deposit transaction tg,,
lep

that is already processed in approach 2.

6 | Exchange Operations

While all exchange platforms offer similar services, they can be
operated in various ways. This section reconstructs the business
decisions made by the Evonax operators and the behavior of its
user base.

We use a dataset containing 30,402 trades from February 16,
2018 (the first observed trade) to December 31, 2022 to analyze
and measure the operations of Evonax. Among the captured
trades, 23,600 were carried out successfully, while Evonax re-
ported a failure or an unclear status for the remaining ones.
Conversions between cryptocurrencies and US-Dollar are cal-
culated based on data from CoinGecko,® using the historical ex-
change rate at the time of each trade or transaction.

6.1 | Trading Volume

Trading volume, the total value of executed trades within a
given time period, is a crucial indicator of an exchange's pop-
ularity. Many exchanges report their trading volume to data
aggregators like CoinMarketCap. While there is no public
information available on Evonax's trading volume, it can
be calculated based on our data. The total trading volume
during the investigated timeframe amounts to approximately
$19,450,000. A yearly breakdown of successful trades, includ-
ing the average volume per trade and the number of trades, is
presented in Table 2.

As shown in Figure 6, the number of trades reached its peak in
January 2021 and maintained a relatively high level through-
out the first half of the year. However, there was a temporary
drop in trading count in March. Regarding trading volume, a
distinct peak is evident in August 2021, where the total traded
value was approximately $6,770, 000, constituting around ~ 35%
of the entire trading volume on the platform. This outlier results
from a low number of very high-value trades, contributing to the
unusual difference between median and average trading val-
ues in 2021. This anomaly raises suspicions of an individual or

TABLE 2 | Total and average yearly trading volume.

Year Trades Totalvolume  Average Median
2018 1815 $ 485,375.99 $267.42 $11.30
2019 2307 $ 386,830.42 $167.68 $8.23
2020 6601 $2,507,694.79 $379.90 $35.22
2021 11,030 $14,666,685.61  $1329.71 $61.32
2022 1847 $1,402,123.84 $759.14 $71.30
Total 23,600 $19,448,71 $824.10 $44.20

group utilizing Evonax for coin laundering, aiming to obscure
the on-chain traceability of their payments. Further details are
discussed in Section 7.2.

6.2 | User Statistics

To analyze user behavior, we cluster trades in the dataset into
entities based on common pay-out addresses a,,, or shared e-
mail addresses @mail. This clustering process is repeated until
no new trades are assigned to a cluster. It is crucial to note that
entities may not correspond to individual users, as a user with
two trades using different pay-out addresses without supplying
an e-mail address would be assigned to two entities.

A total of 10,484 entities were identified, with an average of 2.25
trades per entity (median 1) and an average exchanged value of
$1855.09 (median $68.35). The data suggest that a small group of
entities dominates Evonax's trading activity, both in terms of exe-
cuted trades and exchanged value. Figure 7 displays the cumula-
tive share of overall trading volume and activity, ranking entities
by the number of trades and the sum of exchanged value. Notably,
39 entities (or 0.37%) accounted for over half of the overall trading
volume, while 1135 entities (or 10.83%) executed half of the trades.

A similar disparity exists in the popularity of trading pairs
among the 171 observed pairs. The top 10 pairs, ranked by ex-
changed value, collectively represent ~ 77.5% of the overall trad-
ing volume (refer to Table 3). Notably, exchanges from Ether to
Monero stand out as an outlier within the pairs, constituting
over a quarter of the value exchanged on Evonax. This aligns
with the trading peak observed in January 2021, where a signif-
icant portion of these trades occurred.

6.3 | Revenue Through Fees

Evonax promotes its service as “fee-free” [17], instead incor-
porating a markup into the exchange rate. A comparison with
Google Finance data reveals that Evonax rates are consistently
~ 5% below the reference rate. Similar services, which also in-
clude fees in exchange rates and offer instant exchanges with
fixed rates, such as Changelly and Simpleswap, offer rates be-
tween 1.3% and 1.9% below the reference rate. Even when com-
pared with these competitors, Evonax stands out as relatively
expensive.
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FIGURE 6 | Monthly trading volume and trading activity.
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FIGURE 7 | Cumulative share of trading activity and volume.

For intracurrency exchanges, Evonax charges an effective fee at
~ 1% of the trading volume. Transactions from cryptocurrencies
to fiat (via PayPal or AdvCash) incur a 10% fee.

Considering this information alongside trading volume data,
we estimate Evonax's overall revenue from trades. The ef-
fective fee for each trade in the database is calculated and
converted to US dollars based on the market exchange rate
at the time of the trade. The estimated lifetime revenue to-
tals ~ $1,000, 000, with a breakdown by year and transaction
type shown in Table 4. Swap trades, where C;, = C,,,, are fur-
ther explained in Section 7.3. It is important to note that this
represents the income generated from the markup on the ex-
change rates only.

6.4 | Liquidity

In our context, liquidity refers to the exchange's “cash reserve”,
specifically the amount of cryptocurrency stored on addresses
under Evonax's immediate control. Sufficient liquidity is vital
for seamless exchange operations. However, maintaining sub-
stantial cryptocurrency holdings inherently introduces vola-
tility risks. To mitigate this, exchanges may aim to minimize
reserves by converting excess cryptocurrency into more stable
assets like fiat currencies, with the option of relying on other
platforms as liquidity providers when needed. While this ap-
proach partially addresses volatility risks, it comes with added
operational costs and dependence on competitors. This section
explores how Evonax deals with this trade-off.
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TABLE 3 | Most popular trading pairs.

Pair Total volume Median Count
ETH - XMR $ 5,019,394.95 $213.48 313
DOGE - BTC $1,694,832.02 $157.03 755
BCC - BTC $1,563,163.82  $46,656.89 48
BTC - XMR $1,497,182.09 $144.21 2,947
LTC - XMR $1,428,920.31 $125.59 391
ETH - BTC $1,092,772.68 $478.71 288
BTC — PAYPAL $798,980.40 $56.18 4,498
XMR - ETH $ 748,816.41 $150.27 261
BTC - DOGE $ 640,636.03 $21.57 4131
XMR — BTC $592,118.26 $ 788.68 159

TABLE 4 | Generated revenue grouped by trade type.

Year Swap Other
2018 $8.42 $7269.08
2019 $11.68 $16,723.39
2020 $34.98 $152,165.90
2021 $ 757.75 $ 749,496.18
2022 $91.19 $69,650.22
Sum $904.02 $1,012,167.03
Total $1,013,071.05

Ethereum Liquidity for Ether and ERC-20 Tokens is equiv-
alent to the balances stored in the hot wallet. Figure 8 shows
the development of the hot wallet's Ether balance over time.
To test the hypothesis of Evonax utilizing other exchanges
for liquidity management, we examined addresses sending
funds to Evonax's hot wallet via Etherscan.” This analysis
revealed 14 addresses associated with Binance, Kraken, and
Kucoin, suggesting these exchanges contribute to Evonax's
liquidity. To gather additional evidence, a test trade exchang-
ing Litecoin for 0x (an ERC-20 token) was conducted. As the
trade exceeded Evonax's 0x balence, the platform had to ob-
tain additional funds to fulfill the trade. Indeed, the deposit
transaction got confirmed,® but the trade was halted with a
notice that technical support must transfer funds from a “cold
wallet”. A transaction® sending 0x tokens from a Binance ad-
dress' to the Evonax hot wallet could be observed a few hours
later. We see this as proof that Evonax obtains liquidity from
competing exchanges.

In a subsequent step, addresses receiving payments from the
Evonax hot wallet, excluding customer payout or deposit ad-
dresses, were analyzed. This uncovered deposit addresses for
Binance, Kraken, Kucoin, Bittrex, and Coinbase. Over 130
transactions, featuring sizable amounts like 50 ETH or 100 ETH,

indicated Evonax's potential sale of Ether to these exchanges. No
fixed threshold triggering fund sale was identified, hinting at a
potentially manual liquidity management process.

UTXO-based currencies: Liquidity analysis for UTXO-based
currencies faces challenges due to Evonax's wallet structure,
where liquidity is the aggregate balance of deposit and change
addresses. Approximately 99.43% of Evonax addresses engaged
in precisely two transactions, allowing the calculation of ad-
dress balances at various timestamps. The exchange's overall
liquidity is the sum of these balances, calculated daily at 00:00
UTC (cf. Figure 9).

To further analyze liquidity management, addresses not desig-
nated as deposit, change, or payout addresses are investigated.
This examination uncovered addresses linked directly to major
exchanges like Binance!! and Kraken.!? Using these addresses
as inputs in a deposit transaction f,,, funds were injected into
Evonax's payment system, hinting towards their role for liquid-
ity management. Similar connections to Binance'® and Kraken'#
were identified on the output side of Evonax transactions, where
these addresses received larger, smooth amounts of currency.

When multiple potential liquidity management addresses were
found for a currency, their usage time frames aligned: one ad-
dress's funds depleted through current operations while newly
obtained liquidity was sent to another. After an overlap of about
1 month, the old address was entirely replaced by the new one.

6.5 | Payment Processing

Requiring a certain number of confirmations, defined as blocks
mined on top of the one containing a transaction, is a standard
practice to enhance security against double-spending attacks
and address nonmalicious chain splits [18]. Evonax displays the
confirmation threshold to users post-trade, detailed in Table 5
by currency.

Notably, the universal confirmation settings are one block
for UTXO-based currencies and six blocks for Ethereum and
ERC-20 tokens, considerably fewer than competitor exchanges
[19, 20].

There exists a minimum value threshold for trades, deter-
mined by C,,,. Generally, currencies with lower network fees
(e.g., Litecoin) have lower thresholds than ERC-20 tokens and
especially Bitcoin. However, some thresholds are not plau-
sible. As of January 26, 2023, swapping 1.768 USDT for 1.50
USDT could potentially incur Ethereum transaction gas fees
surpassing the trade's profit: In the month prior to our anal-
ysis, USDT-Transactions transferring funds from deposit ad-
dresses to Evonax's hot wallet and from the hot wallet to the
pay-out addresses were found to cost between $0.82 and $1.44
in gas fees.

7 | Case Studies

This section investigates cases that were either outliers in the
data or could be evidence of criminal activity.
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FIGURE 8 | Balance of Evonax's ETH hot wallet over time (in 1000 US dollar).
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FIGUREY9 | Evonax's balance in select UTXO-based currencies over time (in 1000 US Dollar).

7.1 | Upbit-Hack

Addresses interacting with Evonax were cross-referenced with
databases of known criminal and malicious activity, including
the Bitcoin Abuse Database!® and Etherscan's'® set of labeled
addresses.

This revealed a potential link between deposits on Evonax and
an address associated with the hack of Upbit. On November 27,
2019, 342,000 ETH (~ $45,000, 000) were stolen from the south
korean exchange platform [21]. Blockchain research by Cylynx
traced the movement of the stolen funds across various wallets,
with attempts being made to launder the money through ex-
changes [22]. At least 255,000 of the stolen Ether were sent to
various exchanges. On December 21, 2019, two Evonax trades
were observed, exchanging 50 ETH (~ $6,360) for Bitcoin. The
address!” depositing the Ether in two trades to Evonax was
flagged as being connected to the Upbit hack. Both trades use
unique deposit addresses!® but used the same Bitcoin payout ad-
dress.!® Further analysis of the receiving Bitcoin address, which

was not present in relevant databases, indicated payments to
Binance deposit addresses, suggesting yet another exchange
of funds.

7.2 | Trading Peak in August 2021

In late August 2021, Evonax witnessed a substantial surge
in trading volume, with total trades reaching ~ $6,800, 000,
sharply dropping to ~ $130,000 in September 2021. Our inves-
tigation traced this spike to 68 high-value trades between
August 20 and September 01, 2021, involving Ether and
Litecoin exchanged for Monero, ZCash, Dash, Dogecoin,
and Bitcoin Cash. A total of 54 Ether trades sold 1,604.05
ETH (~ $5,160,000), and 16 Litecoin trades sold 10,47.269
LTC (~ $1,760, 000).

All these trades seemed closely linked, with Ether depos-
its originating from 13 addresses, ultimately connected to
a single Ethereum address,?® accumulating » 5,360.6 ETH
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TABLE 5 | Block confirmations until deposit is confirmed and
minimum exchange value (as of February 6, 2023).

Min
Currency Blocktime Confirmations value
Bitcoin 10:00 1 $84.10
Dash 02:30 1 $0.47
Dogecoin 01:00 1 $0.68
Litecoin 02:30 1 $1.43
Bitcoin Cash 10:00 1 $0.50
Ethereum 00:14 6 $4.80
ERC-20 token 00:14 6 —
Zcash 01:15 1 $0.17
Monero 02:00 1 $3.65

(=~ $16,970, 000). The funds were then split into batches, each up
to 122 ETH, and deposited on various exchanges.

Litecoin deposits stemmed from addresses in two peeling
chains, both originating from addresses accumulating 18,201
LTC (= $2,720,000).2! Common email addresses and a shared
Monero payout address further suggested a connection between
the Ether and Litecoin trades.

Attempts to trace the origin of funds and the whereabouts of ex-
changed funds were inconclusive.

Between October 6 and October 9, 2021, trading activity re-
sumed with 5 trades exchanging 39 ETH (~ $140,000) for
Monero, Bitcoin, and Dogecoin. Subsequent transactions using
the Dogecoin and Bitcoin payouts showed no interactions with
known addresses.

7.3 | Coin Swaps

Certain exchanges, such as ChangeNOW and Evonax, offer
“coin swaps”, allowing users to exchange funds within the same
currency, i.e. C;, = C,,.. Despite the initial counterintuitiveness
of trading money for a smaller amount of the same currency,
Evonax's handling of the swaps hints towards possible use cases.
Instead of merely forwarding deposited funds from the user's
deposit address ay, to the pay-out address a,,,, coin swaps draw
funds from other users’ deposit addresses or, for account-based
currencies, Evonax's hot wallet. This process conceals the true
sender's address from the recipient, as a,, A;” ; Consequently,

coin swaps can serve as a means to obscure currency flows,
making it challenging for external observers to trace fund
movements.

To ascertain evidence of coin swaps being employed for cur-
rency flow obfuscation, we analyze relevant trades on Evonax,
observing 933 coin swaps across 8 different currencies. Table 6
reveals Litecoin as the primary currency for coin swaps, with
Ether standing out due to infrequent but high-value swaps.

TABLE 6 | Coin swaps by currency.

Total

Currency Count amount Total value
Ether 13 13.15206 $ 53,588.45
Litecoin 745 149.6992 $24,318.17
Bitcoin 36 0.827579 $9523.45
Dogecoin 75 134,865.5 $ 2840.00
Bitcoin Cash 2 0.1659801 $155.73
Tether 1 90.04 $89.99
Dash 5 0.26288 $69.30
Monero 2 0.1871228 $36.23
Total 933 $90,621.37

Subsequently, we focus on inspecting coin swaps in Litecoin,
Ether, and Bitcoin, as they represent the currencies with the
largest swapped values.

Ethereum Ethereum addresses engaged in swaps were man-
ually inspected via Etherscan and its database of known ad-
dresses. The analysis identified a single source responsible for
the majority of swapped Ether: On October 21, 2021, a total of
around 12.93ETH (~ $53,280) were swapped in three trades.
Strong evidence links these swaps to a rug pull, a fraudulent
scheme involving the creation and listing of a worthless ERC-
20 token on a (decentralized) exchange, followed by the re-
moval of liquidity, deceiving victims into buying worthless
tokens [23].

« First swap: On October 21, 2021, an ERC-20 token named
“DIO INU” was created, and one trillion DIO tokens and 2
ETH were supplied to a Uniswap v2 liquidity pool. Shortly
afterward, the majority of the liquidity pool was drained,
transferring around 327 billion DIO tokens and approx-
imately 6.15 ETH back to the creator's address. Around
3.35ETH were sent to Evonax, swapped, and paid to a de-
posit address?? of the now-defunct exchange FTX.

« Second swap: Approximately 6 h later, 4 ETH from the
FTX hot wallet were observed being sent to an Evonax de-
posit address,?® swapped, and paid to another Ethereum
address.?*

o Third swap: Using the same address, an ERC-20 token
named “MADARA INU” was created, mirroring the first
rug pull's procedure. Around 50 min after the second swap,
5.58 ETH were transferred to Evonax, swapped, and paid
to the same FTX deposit address as the funds from the first
rug pull. This suggests that Evonax was used to conceal the
FTX user from rug pull victims and the rug pulls from FTX.

For the six other Ethereum swaps interacting with known ad-
dresses, no criminal activity was observed: Two swaps were part
of a round-trip trade, exchanging currency for Ether, swapping
Ether, and ultimately exchanging back to the original currency
(BTC and USDT). In another two swaps, the swapped funds
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were forwarded to the same address initiating the swap. Two
swaps involved other exchanges, with funds obtained from
HitBTC and Kraken being swapped and, in one case, immedi-
ately deposited to Coinbase.

Litecoin Out of 745 Litecoin swaps occurring from May 27,
2021, to January 30, 2022, 699 were initiated by the same entity,
swapping a total of $23,275 to four different pay-out addresses.
The individual trades ranged between $1.46 and $167.14. Three
of these pay-out addresses exhibited transactional patterns
suggestive of institutional ownership, with funds sent to these
addresses being combined with hundreds of other inputs in
transactions transferring large quantities of Litecoin to one
or two recipients. Due to the scarcity of publicly identified
Litecoin addresses, confirming whether these addresses be-
longed to exchanges or other services proved challenging. The
associated e-mail address could be linked to a real-world iden-
tity, including name and place of residence. The remaining
Litecoin swaps were not investigated due to their low volume.

Bitcoin While examining Bitcoin swaps, transactions sending
to the deposit address and spending from the pay-out address
were manually checked for known addresses using KYCP.org/
oxt.me. Peeling chains were considered to determine the actual
origin of deposits and additional recipients of swapped funds.
This identified 20 swaps with at least one side having a clear
connection to known addresses. Seven trades had deposited
coins originating from other exchanges: Paxful (five), Bitstamp,
and Coinbase (one each). In nine cases, swapped funds were
(partially) sent to Cryptonator (three), Binance (two), Bitstamp
(two), Bitfinex, and Coinbase (one each). One trade was found
that swapped coins bought on Paxful and deposited the received
funds to Bitstamp. Additionally, three swaps had a connection
to Hydra Market, a now-defunct darknet market (two on input,
one on output).

8 | Discussion

Despite the powerful insights gained from our data analysis,
generalizing our findings is challenging due to Evonax's small
scale compared to industry leaders. Binance, for instance,
had an hourly trading volume approximately 50 times greater
than Evonax's total trading volume during the study period.
Replicating our study is hindered by the absence of similar
cryptocurrency exchanges offering data comparable to Evonax's
track exchange page. Nevertheless, we believe our work con-
tributes significantly to the limited research on cryptocurrency
exchanges, especially concerning criminal use. The suspicious
trading behavior observed on a lesser-known, high-fee ex-
change like Evonax may signal an industry-wide phenomenon.

A fundamental challenge is the lack of a ground truth to assess
dataset completeness. Trades exchanging funds between two
currencies that were ignored in the blockchain analysis and that
were not otherwise connected to known trades may not have
been captured during data collection. Hypothetically, there could
exist a set of trades entirely disconnected from all known trades,
thus escaping our methodology. We rely entirely on Evonax's
track exchange functionality, and any inaccuracies in its data,
intentional or due to software bugs, would impact our dataset.

However, there is no evidence of widespread issues. The initial
trade in our dataset, by Evonax's owner on February 16, 2018,
predates the service's first Internet Archive capture (May 23,
2018). Evonax's predecessor, ExchangeMyCoins.com, reported
an average of 372 trades per month when sold in 2017, aligning
with the 400 trades per month we observed [24]. This suggests
our approach retrieved most trades until the service's inception.

Ultimately, the success of our analysis is constrained by avail-
able data, especially when exploring fund origin and destination,
given the scarcity of reliable sources for identified cryptocur-
rency addresses. Researchers with access to more comprehen-
sive data could potentially yield further insights.

8.1 | Generalizability

In theory, the data acquisition methodology presented in this
paper could be applied to other cryptocurrency-based services
or exchanges as well. This would require that the service in
question fulfills three main criteria:

Deterministic transactions patterns: Certain actions on the
platform, for example, executing a trade, must trigger cryptocur-
rency transactions that are observable on the blockchain. These
transactions must be deterministic, meaning that the same type
of action will always cause a transaction with the same general
structure. This enables the reverse-engineering of the payment
processing.

Linkability: Once the payment process is known, trans-
actions triggered by actions on the platform must be linkable.
Such a link can either manifest in the blockchain, for example, if
a service routes all payments through a singular hot wallet or in
off-chain data provided by the service. An example of the latter
would be the link between the deposit transaction and the pay-
out transaction of a trade provided by the Evonax interface that
could not be derived from blockchain data alone. This is crucial
for iteratively retrieving additional addresses potentially belong-
ing to the service.

API availability: The platform must provide an API that al-
lows to decide whether a given address or transaction is related
to the service. Without such an API, address identification is
prone to false positives. Ideally, the API should also return addi-
tional information on the action that triggered the transaction,
as this allows for a more detailed investigation of the service.

Currently, we are not aware of any active services or platforms
that fulfill all three criteria. However, adapted versions of our
approach might be applicable even if not all conditions are met,
likely at the cost of increased uncertainty.

9 | Conclusion

In this paper, we acquired a near-complete dataset of the trades
carried out on the cryptocurrency exchange Evonax. Based on
this data, platform operations and user behavior were analyzed.
We were able to show that Evonax uses competing exchange
services for liquidity management. The distribution of trading
activity turned out to be rather skewed: A small share of users
is responsible for the majority of activity on the platform, both
in terms of volume and transaction count. A closer analysis of
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individual phenomena produced evidence of the involvement of
Evonax users in criminal activities: Not only did Evonax exchange
funds supposedly originating from a hack, it was also used to hide
currency flows related to rug pull scams. Very high volume trades
exchanging Ether and Litecoin for Monero could also be an at-
tempt to break the traceability of currency flows, although no
definitive proof was found. Overall, our research supports claims
that cryptocurrencies and cryptocurrency exchanges have ties to
criminal activities. While this undoubtedly also holds for fiat cur-
rencies and traditional banks, future research could use our data
and methodology to estimate the extent of the problem.
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