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Abstract

In an era of rapid technological advancements, the ability to efficiently un-
derstand and extract knowledge from dynamic and ever-evolving data envi-
ronments is crucial. This thesis presents machine learning methods to deal
with such intricacies by leveraging the foundations of decision trees and
random forests. Specifically, the proposed approaches address the issues of
monotonically increasing feature spaces and varying feature spaces in online
learning environments. Beyond that, we argue that our proposed methods
naturally convey a higher level of interpretability over their machine learning

competitors tailored for the same evolving environments.

The proposed methods are built on the foundation of decision tree-based
models, which are inherently known for their interpretability. On the other
hand, decision tree-based ensemble models are also particularly known for
their performance. Hence, we envisioned adjusting and developing models
in this group to provide performant and interpretable models that are capa-
ble of taking on the challenges that come with dynamic and ever-evolving

environments.

The first method, Dynamic Fast Decision Tree, is targeted at monotoni-
cally increasing feature spaces, i.e., feature spaces where new features emerge
over time. The proposed approach extends the established Hoeffding tree
method, with additional restructuring and pruning capabilities. The second
approach, Dynamic Forest, is targeted at varying feature spaces, i.e., feature
spaces where new features may emerge, while others may vanish. It builds
on the well-established principles of random forest and enhances them by
dynamically managing the ensemble to deal with the implications of varying
feature spaces. The final method presented in this thesis is called ORF3V,
which also focuses on varying feature spaces. The method dynamically man-

ages so-called feature forests and forms a random forest-like ensemble, based
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on efficient approximation of feature statistics.

Empirical evaluations were conducted for all three methods, demonstrat-
ing that the proposed methods achieve competitive results while having the
advantage of being interpretable. Finally, we provide a roadmap for future

directions and open challenges, which were identified in our previous work.
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Zusammenfassung

In Zeiten rasanter technologischer Fortschritte ist die Fahigkeit, effizient
Wissen aus dynamischen und sich stetig wandelnden Datenumgebungen zu
verstehen und zu extrahieren von zentraler Bedeutung. In dieser Arbeit wer-
den drei Maschinelle Lernansétze vorgestellt, die genau das ermdéglichen. Sie
bauen auf den Grundlagen von Entscheidungsbdumen und Random Forests
auf. Im Einzelnen gehen die Ansétze auf die Herausforderungen von mono-
ton wachsenden Merkmalsraumen und variierenden Merkmalsrdumen in on-
line Lernumgebungen ein. Dabei wird gezeigt, dass die prisentierten Ansétze,
im Gegensatz zu anderen Maschinellen Lernmethoden, die fiir denselben
Zweck entwickelt wurden, einen hoheren Grad an Interpretierbarkeit zu-
lassen. Das ist moglich, da die vorgestellten Ansétze auf auf Entschei-
dungsbdumen basierende Modelle beruhen, die bekannt fiir ihre inhérente
Interpretierbarkeit sind. Des Weiteren zeichnen sich auf Entscheidungsbaum-
en basierende Ensemble Modelle durch ihre hohe Leistung aus. Folglich
wurde sich dafiir entschieden, Modelle aus dieser Gruppe anzupassen und
weiterzuentwickeln, um leistungsstarke und interpretierbare Modelle bere-
itfstellen zu konnen, die dazu fahig sind, mit den Herausforderungen von
dynamischen und sich stetig wandelnden Datenumgebungen umgehen zu

koénnen.

Die erste Methode, Dynamic Fast Decision Tree, befasst sich mit mono-
ton wachsenden Merkmalsrdumen, d. h. mit Merkmalsrdumen, in denen mit
der Zeit neue Merkmale erscheinen. Die methodische Umsetzung erweitert
die etablierte Hoeffding-Tree-Methode um zusétzliche Umstrukturierungs-
und Pruningverfahren. Der zweite Ansatz, Dynamic Forest, behandelt vari-
ierende Merkmalsrdume, bei denen neue Merkmale erscheinen kénnen, wahr-
end andere verschwinden. Der vorgestellte Ansatz basiert auf den bewéahrten

Prinzipien des Random Forest-Verfahrens und verbessert diesen durch ein



dynamisches Management des Ensembles, um so den Auswirkungen vari-
ierender Merkmalsriume entgegenzuwirken. Die letzte Methode, ORF3V,
fokussiert ebenfalls variierende Merkmalsrdume. Sie verwaltet dynamisch
sogenannte Feature-Forests und bildet ein Random Forest-dhnliches Ensem-
ble, das auf einer effizienten Approximation von Merkmalsstatistiken basiert.

Alle drei Methoden wurden empirisch evaluiert. Dabei wurde gezeigt,
dass die vorgeschlagenen Ansitze wettbewerbsfihige Ergebnisse erzielen und
dabei den zusétzlichen Vorteil der Interpretierbarkeit bieten. Abschliefend
wird ein Plan fiir zukiinftige Weiterentwicklungen sowie offene Herausforder-

ungen vorgestellt, die in vorausgehenden Arbeiten identifiziert wurden.

vi



Acknowledgements

I would like to specifically acknowledge three individuals who have had a
significant impact on me, my academic journey, and especially this disser-
tation: Heiner Stuckenschmidt, Christian Bartelt, and Yi He.

Heiner, I am incredibly grateful for the environment you have provided
during the (too long) journey of this dissertation. Your approach to men-
toring left room for me to develop my own ideas and grow independently,
yet you always provided the necessary support and guidance when needed
and found the right words in times of setbacks.

Special thanks also go to Christian. Your support in the initial stages
of this journey has taught me a lot, extending beyond academia. The team
you assembled was a significant factor in why I always enjoyed coming to
the office.

Yi, getting to know you had a very significant impact on this disserta-
tion. Your academic support and input have been unmatched. I am deeply
thankful to have collaborated with your brilliance on several projects for
this dissertation.

Special mentions go out to Christian Meilicke, who sparked the idea of
pursuing a PhD, and to Tim Glockner, whom I had the pleasure of super-
vising for his Bachelor’s thesis.

I would also like to thank all my colleagues who have been part of this
endeavor and made it enjoyable: Fabian Burzlaff, Jakob Kappenberger, Lea
Cohausz, Nils Wieber, Nils Wilken, Sascha Marton, Christian Schindler,
Kristian Kolthoff, Michael Oesterle, Lars Hoffmann, and many others.

My final words of gratitude go out to my family and closest friends.
I want to thank my partner Anna, my parents Ursula and Manfred, my
brother Tobias, and my friends Lukas and Philipp for their unconditional

emotional support.

vii



viii



CONTENTS

Contents

(Abstract i
|[Zusammenfassung] v
|Acknowledgements| vii
|[List of Figures| xii
[List of Tables| XV
[List of Tables| xvi
(Nomenclaturel xviii
I_Introduction| 1
1__Motivationl 3
[.L1 _Problem Statementl . . . . . . .. ... ... ... ... ... 5
[1.2 Requirements| . . . . . . . ... ... L b)
[1.2.1 Requirement 1: Online processing. | . . . . . ... .. 6

[1.2.2  Requirement 2: Finite memory.|. . . . . . . . ... .. 6

[1.2.3  Requirement 3: Finite processing time.. . . . . . . .. 7

[1.2.4  Requirement 4: Feature Space Adaptation.| . . . . .. 7

[1.2.5 Requirement 5: Anytime Predictions.| . . . . ... .. 8

[1.2.6  Requirement 6: Interpretability). . . . . . .. ... .. 8

[1.2.7  Data Stream Classification Cycle Extension| . . . . . . 8

(1.5 Contribution & Published Workl. . . . .. ... ... ... .. 9
LA Outlingd . .. .. .. o 9

ix



CONTENTS

2 Background| 13
[2.1  Machine Learning|. . . . . . .. ... ... ... ... ..., 13
[2.1.1  Online Learning| . . . . ... ... ... ........ 16
[2.1.2  Open Feature Spaces|. . . . . . .. ... .. ... ... 17

2.2 Decision Trees. . . . . . . .. .. oo 20
2.2.1 TInduction of Decision Treesl . . . . ... ... ... .. 21
[2.2.2 Prediction with Decision Treesf . . . . ... ... ... 27
[2.2.3 Hoefiding Trees| . . . . . . .. ... ... ... ..... 28
[2.2.4  Decision Tree Interpretability] . . . . . . . . ... ... 31

2.3 Random Forests . . ... ... ... ... ... ... ... 33
[2.3.1  Fundamental Principle . . . . . .. ... ... .00 . 33
2.3.2  Pseudo Algorithm| . . .. ... ... ... ....... 36
2.5.3 Random Forest Fxtensionsl . . .. ... ... ... .. 36
[2.3.4  Random Forest Interpretability] . . . . . . . ... ... 38

2.4 FEvaluation|. . . . . . .. . ... oL 38
[2.4.1  Experimental Design| . . . . . ... ... ... .. ... 39
2.4.2 Fvaluation Metricsf . . . . . . . .. ... . 44
II__Contributions| 47
|3 Learning from Monotonically Increasing Feature Spaces| 49
3.1  Dynamic Fast Decision Treel . . . . . . . ... ... ... ... 49
[3.1.1  Notation Dynamic Fast Decision Tree| . . . . . . . .. 50
[3.1.2  Learning with DFDT| . . ... ... ... ... .... 50
[3.1.3  Predicting with DFDT|. . . . .. ... ... ... ... 61

8.2 Related Workl . . . . .. ... ... 0oL 61
13.2.1 Learning with Monotonically Increasing Feature Spaces| 62
13.2.2  Hoeftding Tree Pruningl . . . . ... ... ... .... 63

8.3 FEwvaluation|. . . . . . .. ... .. oL 63
[3.3.1  General Setting . . . .. ... ... 0. 64
[3.3.2  Eftects of parameters|. . . . . . .. ... ... ... .. 65
[B.3.3  Performance evaluationl . . ... ... ... ... ... 67
334 UCI Benchmarkl . ... ... ... ... ........ 69

B4 Discussionl . . . . . . . . ... 70
13.4.1  Requirement 1: Online Processingl . . . ... ... .. 71
13.4.2  Requirement 2: Finite Memory| . . . . . .. . ... .. 71




CONTENTS

[3.4.3  Requirement 3: Finite Processing Time| . . . . . . .. 71
[3.4.4  Requirement 4: Feature Space Adaptations| . . . . . . 72
[3.4.5  Requirement 5: Anytime Predictions| . . . . . . . . .. 72
[3.4.6  Requirement 6: Interpretability|. . . . . ... ... .. 72

|4  Learning from Varying Feature Spaces| 73
4.1 Crowdsense Dataset] . .. ... ... ... ... ........ 74
4.2 Dynamic Forest|. . . . . . ... ... o000 76
[4.2.1 Notation Dynamic Forest| . . . . ... ... ... ... 76
[4.2.2  Learning with Dynamic Forest| . . . .. ... ... .. 76
[4.2.3  Predicting with Dynamic Forest| . . . . ... ... .. 87

4.3 Online Random Feature Forestsl . . . . . .. ... .. ... .. 88
4.3.1 Notation ORF3V| . . . ... .. ... ... ... .... 88
4.3.2 Learning with ORF°V| . . . . . .. ... ... ..... 89
4.3.3 Predicting with ORF3V| . . . . . . ... ... ..... 98

44 Related Workl . . . . ... ..o 99
[4.4.1  Online Learning in Varying Feature Spaces| . . . . . . 100
[4.4.2  Online Learning with Trees and Tree-Ensembles . . . 101

4.5 FEvaluation|. . . . . . .. ..o oo 102
451 Benchmarkl . ... ... ... ... ... ... ... 103
[4.5.2  Experiments on the crowdsense dataset| . . . . . . .. 107
[4.5.3  Interpretability experiment| . . . . . .. ... ... .. 108

46 Discussionl . . . . . . oo 110
[4.6.1 Requirement 1: Online Processing] . . . ... ... .. 110
[4.6.2 Requirement 2: Finite Memory| . . . . . . .. ... .. 111
[4.6.3  Requirement 3: Finite Processing Time| . . . . . . .. 111
[4.6.4  Requirement 4: Feature Space Adaptations| . . . . . . 111
[4.6.5 Requirement 5: Anytime Predictions| . . . . . . . . .. 112
[4.6.6 Requirement 6: Interpretability|. . . . . ... ... .. 112
IIT_Outlookl 113
[> " Open Challenges and Future Directions| 115
[5.1  Robustness in the Face ot Label Imbalance, Scarcity, and Noise[l 15
5.2 Adapting to Concept Drift in Open Feature Spaces| . . . . . . 116
9.3 Open World Crisis| . . . . ... ... ... ... .. ..., 117

Xi



CONTENTS

5.4 Security & Privacy| . . . . . . ... ...
[5.5  Algorithmic Fairness and Mitigating Bias| . . ... ... ...

6 Conclusionl
6.1  Summary of Contributions|. . . . . . . ... ... ... ....
6.2  Final Thoughts| . . . . . . . . ... ... ... ... ... ..

[A Additional Insights|

IA.3.1 Space Complexity] . . . ... ... ... .. .. ....
[A.3.2 Time Complexity|. . . . . . .. .. .. .. ... ....

Xii

121
121
122

Al
Al
A6
A6
AT
A8
A8
A8
A9
A9



LIST OF FIGURES

List of Figures

[1.1 'The data stream classification cycle, initially introduced by |
| Kirkby[ [2007], now represents a new diagram when adapted [
| to our setting of online learning in open feature spaces with |
| interpretable methods. | . . . . . ... 0o 0000 6

2.1 Examples of feature space characteristics|. . . . . . . . .. .. 19

2.2 Decision tree induction for weather classification) . . . . . . . 22

2.3 Example of an interpretable decision tree for the weather sen- |
| sornetwork. . . . . ... 32

2.4 Random forest for weather sensor networkJ . . . . ... ... 34

[2.5  Experiment simulation for monotonically increasing feature |
| spaces, where new chunks of the feature space become avail- |
| able as time progresses.| . . . . . ... ... .. ... ... .. 40

[2.6  Simulated evaluation of Varying Feature Spaces, gray boxes |
[ indicate that a feature is available at time £J. . . . . . . . .. 43

[3.1  Tree Restructuring - All leaves with same split decisions S = |
| {SEL.Sm | - v o o 54

3.2  'Tree Restructuring - Subtrees are treated as leaves it split |
| decision sets are not equal| . . . . .. ... L. 55

3.3 'Iree Restructuring - For each leaf where F3 is in the path |
[ from the root, Sg, is pushed up toroot. |. . . . . ... .. .. 95

|3.4  Decision tree with the corresponding decision matrix| . . . . . 57

[3.0  Tree Restructuring - By pushing Sr, up to the root, the |
| lett subtree does not yield additional information and can |
| be pruned.. . . . ... Lo 59

xiii



LIST OF FIGURES

13.6  Effects ot varying parameter m,,;, on ParamkEval_1 as pre- |

| sented in |Schreckenberger et al.| [2020[.| . . . . . . .. ... .. 65
13.8  Pertormance ot DED'T and VED'T on PertEval_1 as presented |
| in [Schreckenberger et al.[[2020].| . . . . . . ... ... ... .. 67
3.9 Pertormance of DFDT and VF'D'T" on PertEval_2 as presented |
| in [Schreckenberger et al.[[2020].| . . . . . . ... ... ... .. 68
[3.10 Pertormance of DFDT and VF'D'T on Pertkval_3 as presented |
| in Schreckenberger et al.[[2020]. . . . . . .. ... ... L. 69

|4.1  Visualization ot how the feature space of the crowdsense dataset |

| varies over 790 days, where each black horizontal line indi- |

| cates the availability of a feature, as presented in |Schrecken- |
| berger et al. [2023] . . . . ... ... oL 74
4.2 Example of weight updates and accepted feature space, based |

| on a new data instanceat t =n-4+1.] . . . . .. ... ... .. 86

[4.3 Interpretability experiment for DynFo and ORF®V indicating |

| feature importance.f. . . . . . . ..o oL 108

|A.6  Influence of the value of 5 on the total errors and the number |

| of relearns on the german dataset with a removal ratio of 0.25]A.7

Xiv



LIST OF TABLES

List of Tables

[3.1 Parameters used in the DYNAMICKFASTDECISIONTREE Algo-

rithm (cf. Algorithm [3.1).| . . . . .. ... ... ... .. ... 50

[3.2  Counts for labels (¢ = 1, ¢ = 2) with dependent features| . . . 53
8.3 Datasets used for evaluation| . . . . . . . .. ... ... .... 65
|3.4  Values to select irom randomly for each parameter| . . . . . . 68
3.5 The datasets used in the benchmark cases of the evaluationl. 69
3.6  CER made by OLSF and DFDT" on simulated data streams |

| with monotonically increasing teature spaces.| . . . . . . . .. 70
4.1 Overview of input parameters for Algorithm 4.1{| . . . . . . . 78
4.2 Overview of input parameters for Algorithm 4.7} . . . . . .. 89
4.3 CER made by OLVF, DynFo, and ORF>V on simulated data |

| streams with varying feature spaces with removing ratios (Rem.) |
[ of 0.25, 0.5, and 0.75.]. . . . . . . .. ... .. ... ... 105
4.4 CER made by OLSF, OLVF, DynFo, and ORF°V on simu- |

| lated monotonically increasing feature spaces.| . . . . . . . .. 106
4.5 CER made by OLVF, OVFM, DynFo, and ORF®V on the |

[ crowd sense dataset) . . . ... ... 109
IA.1 Datasets used for evaluation of parameters|. . . . . . . . . .. Al
[A.2 Cumulative error by OLVF, DynFo, and ORF°V on simulated |

| data streams with varying teature spaces with removing ratios |
| (Rem.) of 0.25, 0.5, and 0.75.| . . . . . . ... ... ... ... A.10
[A.3  Average number of errors made by OLSF, OLVF, and ORF>V |

| in the simulated trapezoidal data streams, and on the real- |
[ world IMDB datasetl . . . ... ... ... ... .. ...... A1l
IB.1 Summary of contributions to publications.|. . . . . . . .. .. B.2

XV



LIST OF TABLES

xvi



LIST OF ALGORITHMS

List of Algorithms

[2.1  Binary Decision Tree Induction| . . . . . . ... .. ... ... 26
2.2 Hoefiding Tree Algorithm| . . . . . . ... ... ... .. ... 30
2.3 Random Forest Algorithm|. . . . .. ... ... ... ..... 36
[3.1 Learning with DYNAMICKFASTDECISIONTREE| . . . . .. . .. 51
3.2 Local Information Gainl . . . .. .. ... ... ... ..... 54
8.3 Fxtraction of decision matrix| . . . . . . . ... ... ... .. 56
3.4  Rebuilding of tree from decision matrix| . . .. ... ... .. 58
3.5 Tree pruning| . . . . . .. . . . .. ... 60
3.6 Leaft merging] . .. ... ... ... ... ... ... 61
4.1 Learning with DYNAMIC FOREST|. . . . . ... ... ... .. 77
4.2 Update Accepted Feature Space|. . . . . . . . ... ... ... 80
4.3 Updating of Weights| . . . . . . ... ... ... ... ..... 82
4.4 Increasing Ensemble Sizef. . . . . . .. ..o 84
4.5 Pruning Ensemble Size| . . . . . . ... 00000 85
[4.6  Predicting with DYNAMIC FOREST| . . . . . .. ... ... .. 87
[4.7 Learning with ORF°V |. . . . . . ... ... .. ... ..... 91
4.8 Update Feature Statistics| . . . . . . ... ... ... ... .. 92
4.9 Generation of Feature Forestl . . . . ... ... ... ... .. 93
|4.10 Updating ot Feature Forests| . . . . . . . . ... ... ... .. 96
[4.11 Updating of Weights| . . . . . ... ... ... ... ... ... 97
[4.12 Predicting with ORF>V| . . . . . . .. ... .. ... ..... 99

xXvii



LIST OF ALGORITHMS

xviii



NOMENCLATURE

Nomenclature

The following list describes the general and algorithm specific notation.

General Notation

HHDHCRY < xS S s

8

=
\&%/ SN—

<

An instance of dataset X

The class label of instance z

The class value

The number of classes

All observations of x

All observations of y

The tuple (X,Y)

The domain of X

The domain of Y

The d-th feature

The dimensionality of the feature space at time ¢
The universal feature space

The available features of observation x

The goal function we want to approximate

The learned function/model approximated from the data
The predicted class given f (z)

Identity function, one if §j; = y;, zero otherwise

DynamicFastDecisionTree

T
S
Sr
S

A decision tree or subtree T
A split node S
A split node that splits on feature F’

An array of split nodes
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NOMENCLATURE

L A leaf node of decision tree

L An array of leaf nodes

Nk The matrix to store sufficient statistics in Hoeffding trees

L, The n;j;, matrix of a leaf node L

M Decision matrix extracted from tree 7

Tieft The left sided subtree of T

Tright The right sided subtree of T

DynamicForest

L Ensemble of all decision stumps

Ly The b-th decision stump in the ensemble

w All weights of the ensemble

Wy Weight associated with the b-th decision stump

Efd The b-th decision stump that splits on feature Fy

F The accepted feature space of the b-th weak learner

W The sliding window at time ¢

ORF3V

L Ensemble of all feature forests

Ly Feature forests corresponding to the d-th feature in the en-
semble

w All weights of the ensemble

wy Weight associated with the d-th feature forest

D, The feature statistics associated with the d-th feature forest
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CHAPTER 1. MOTIVATION

Chapter 1

Motivation

Computing technologies, in terms of hardware and software, constantly
evolve. Devices get smaller and cheaper, computer programs get more ca-
pable and efficient. This not only leads to more productivity but also to an
ever-increasing ubiquitous ability to capture data in its various forms |[Friede-
wald and Raabe, 2011]. We are able to capture the world in data with a
resolution that becomes finer and finer, converging toward reality. Machine
learning is the field of research with the goal of extracting patterns from data
to turn them into actionable insights and knowledge [Zhou et al.| [2017]. The
more generalizable this knowledge is, the more valuable it can be, as it allows
us to apply it to unseen cases with higher confidence [James et al., 2023].
As of now, given the characteristics of the data (e.g., sequential, structured,
high-dimensional) and the constraints of the task at hand (e.g., low-memory,
real-time), various learning strategies have been proposed [Hoi et al., [2021Db|
James et al., 2023].

Traditionally, machine learning focuses on offiine learning. Hereby, a
batch of data is fed to the learning algorithm, which can make multiple
passes over the data to derive a model. All data is available to the learning
algorithm when building the model. However, this was only feasible as
data was not as abundantly available as it is today. As data became more
available, problems started to arise because the computing power in terms of
main memory is now a limiting factor, and not all data can be inspected at
once. Another factor is that as more data emerges, models must be retrained
entirely from scratch, which is expensive and results in poor scalability for

real-world applications |[Hoi et al.| 2021b].
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Not only the ever-growing size of data but also the velocity at which
data is produced, thanks to advances in and the ubiquity of sensing tech-
niques [Gama and Gaber, 2007}, Nittel, 2015, Shi and Abdel-Aty}, 2015, Pardo
et al., 2015|, has led to what is called online learning. Hereby, the model
is built incrementally in consecutive rounds. At each round, more data
becomes available to the learning algorithm. This led to many powerful
algorithms for streaming data analytics [Aggarwal, 2007, [Shalev-Shwartz
et al., 2011, [Yu et al., 2017, Leite et al., |2013], which can be employed in
a diverse set of use cases, such as stock price prediction |Tantisripreecha
and Soonthomphisajl, 2018], dynamic pricing |Levina et al., 2009], or fraud
detection|Paladini et al., [2023].

However, despite this advancement and the general applicability of online
learning algorithms to a variety of use cases, there is one shortcoming: online
learning algorithms assume that the feature space remains static. However,
this assumption does not hold in many applications, some of which are

presented as follows:

¢ In sensor networks, sensors can be added over time, hence the feature
space can grow. On the other side, sensors will eventually fail. This
can lead to two scenarios: the sensor is replaced, resulting in a short-
term gap in the data, meaning we have to deal with missing data, or
the sensor is not replaced, causing a vanished feature; thus, the feature

space can shrink.

¢ Considering natural language processing tasks, such as sentiment clas-
sification, there will be new words or hashtags that emerge, which
leads to a growing feature space in a bag-of-words representation. On
the other hand, language is constantly evolving, and the use of words

vanishes, leading to a decrease in feature space size.

e In a recommender system built from an e-commerce application, new
products will be added over time, while others will be discontinued,
leading to new features as users add these new products to their bas-
kets, while other features vanish as users can’t add the discontinued

products to their baskets anymore.

Considering these applications, the need for online learning algorithms that

can deal with open feature spaces, as opposed to closed feature spaces, can be

4
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justified. Initial research on an incrementally growing feature space |[Zhang
et al., 2015, 2016] showed the feasibility of such online learning algorithms
and sparked several research endeavors in the open feature space direction
[Hou et al., 2017, Beyazit et al., 2019, He et al [2021a]. The common
denominator of these approaches is the use of linear and non-interpretable

models.

1.1 Problem Statement

As outlined, in many real-world scenarios, the characteristics of incoming
data can evolve over time. This situation arises when data streams vanish or
emerge. Consequently, a model trained on a set of features may encounter
future instances containing an altered feature space. On top of this, many
real-world problems demand solutions that are interpretable [Kiml 2020] so
that when certain features emerge or vanish, we can understand how and
why the model’s behavior shifts. Interpretable machine learning models of-
fer the advantage of providing insights into their decision-making, thereby
fostering trust in users |Ribeiro et al. 2016]. A highly dynamic environ-
ment adds additional complexity for a user. Alleviating this complexity by
providing insights as to what or why something is important can increase
such trust [Virgolin et al., [2022]. Considering the sensor network example,
knowing which sensors are essential for accurate predictions and the ability
to identify them can provide hints on when sensors should be replaced or

where it could be beneficial to deploy more.

1.2 Requirements

Given the motivation, the outlined problem in Section and the data
stream classification cycle in Figure [1.1] we can postulate six requirements
that need to be satisfied. Requirement 1, Requirement 2, Requirement 3,
and Requirement 5 have been proposed by Kirkby| [2007] in their work con-
cerned with online learning. As they still hold, we follow their description
closely. However, to learn from open feature spaces, two additional require-
ments are needed. We need to adapt to changes in the feature space (Re-
quirement 4) and provide interpretability (Requirement 6) to foster trust in

the model in a dynamic environment.
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Training Example

Input
Req.1
Test Example Ad?egzl ﬂg
Model Learning
Req.5& 6 Req.2&3

Prediction

Figure 1.1: The data stream classification cycle, initially introduced by
Kirkby| [2007], now represents a new diagram when adapted to our setting
of online learning in open feature spaces with interpretable methods.

1.2.1 Requirement 1: Online processing.

A defining feature of learning from data streams lies in the instantaneous
processing of new examples. Each instance is available upon arrival, without
the option to retrieve previous examples at a later time. Hence, there is no
option for random access to the data.

This paradigm dictates the input of the algorithm; however, there is
no prohibition to store examples internally temporarily. For example, the
algorithm might gather a subset of examples in a sliding window to apply
offline machine learning algorithms. Eventually, it is required to purge all
examples.

The inspect-once policy can be softened to allow resending entire data
streams, which is equivalent to scanning the database multiple times. Hereby,
the algorithm is allowed to refine the learned model in a successive iteration.
Nonetheless, any online learning algorithm requiring more than a single pass

is limited in its general applicability to data streams.

1.2.2 Requirement 2: Finite memory.

The primary reason for using the stream model is its ability to process data
that is significantly larger than the available memory. Due to the nature

of data streams, there is a risk of running out of memory if no limits are
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set. Hence, the algorithms should minimize their memory footprint where
possible.

Generally, the memory used within an algorithm can be categorized into
two types: memory for storing ongoing statistics, i.e., aggregated descrip-
tions of the data, and memory for storing the current model. In the most
memory-efficient scenarios, these categories merge, meaning the ongoing
statistics serve as the model utilized for prediction.

The limitation on memory can be alleviated by utilizing external storage,
such as temporary files. However, any such workaround must be approached
with careful consideration of Requirement 3, i.e., runtime constraints. Note

that the algorithms in this thesis do not require such workarounds.

1.2.3 Requirement 3: Finite processing time.

To accommodate any volume of examples, the runtime complexity of the
algorithm should scale linearly with the number of examples. This scalability
is attainable within the data stream framework by imposing a constant,
preferably minimal, upper limit on the processing load per example.

Due to the nature of data streams and the rapid arrival of new obser-
vations, the learning algorithm must process the examples as quickly as
possible. Processing the observations slower than new observations arriving
could lead to data loss, as the examples can not be persisted.

While absolute timing may not be paramount in less demanding scenar-
ios, such as when the algorithm is applied to classify a large but persistent
data source, slower performance diminishes its utility for users, who expect

fast results within a shorter timeframe.

1.2.4 Requirement 4: Feature Space Adaptation.

The ideal algorithm can adapt to changes in the feature space. Regardless
of the number of features it has observed, it can adjust to a new feature
space and prioritize features with a higher importance. In reality, there
may be phases where the feature space remains static and no adaptation is
necessary, but it is of utmost importance that the algorithm possesses this
capability.

Adhering to Requirement 2, the algorithm should possess the ability to

keep the model small. This means pruning parts of it where the data streams
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ceased to exist. Generally, smaller models also provide better interpretabil-

ity, hence benefiting Requirement 6.

1.2.5 Requirement 5: Anytime Predictions.

An ideal algorithm can learn an optimal model based on the data it has
observed up to this point in time. However, in practice, there may be
intervals during which the model remains static, such as when a batch-based
algorithm accumulates the next batch of data.

Learning the model is required to be as efficient as possible. It should
be avoided to relearn the model. Instead, updates to the model should be
done by manipulating the model itself.

Additionally, the algorithm should be able to predict instances that only
carry a subset of the previously observed features, meaning it is capable of

handling missing inputs for certain features.

1.2.6 Requirement 6: Interpretability.

The learned model from the algorithm should not only make correct predic-
tions but also be interpretable. This requirement is essential for fostering
trust in the model among users and for ultimately gaining an understanding
of the captured world in a highly dynamic environment.

Furthermore, with respect to Requirements 1 and 2, it is especially chal-
lenging to inspect the data produced, thereby voiding any opportunity to
analyze the data retrospectively and gain insights. Hence, interpretable

models should be preferred to provide insights into the data.

1.2.7 Data Stream Classification Cycle Extension

The data stream classification cycle with adaptations for learning from open
feature spaces is illustrated in Figure Following the depiction of [Kirkby
[2007] closely, the extended cycle contains one additional step, where the
learning and the model may invoke an adaptation process when it is re-
quired. The three steps of receiving a new instance that needs to be pro-
cessed instantaneously (Req. 1), the learning with space and time bound
restrictions (Req. 2 and Req. 3), and finally having a model that is ready to

predict at any time (Req. 5), essentially remain the same. The adaptation
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step is required whenever the feature space changes, requiring adaptation
of the learning process as well as the model to the new feature space (Req.
4). This dynamic then, in turn, requires the model to have an additional

requirement, namely that it is interpretable (Req. 6).

1.3 Contribution & Published Work

By providing solutions to the outlined problem statement and the require-
ments of the previous sections, we contribute in many ways to the state
of learning from data streams with open feature spaces. The research con-
ducted for this thesis has led to three conference publications and one work-

shop publication:

e Schreckenberger, C., Glockner, T., Stuckenschmidt, H., & Bartelt, C.
(2020, November). Restructuring of Hoeffding trees for trapezoidal
data streams. In 2020 International Conference on Data Mining Work-
shops (ICDMW) (pp. 416-423). IEEE.

o Schreckenberger, C., Bartelt, C., & Stuckenschmidt, H. (2022, Septem-
ber). Dynamic forest for learning from data streams with varying fea-
ture spaces. In International Conference on Cooperative Information

Systems (pp. 95-111). Cham: Springer International Publishing.

o Schreckenberger, C., He, Y., Liidtke, S., Bartelt, C., & Stuckenschmidt,
H. (2023, June). Online random feature forests for learning in varying
feature spaces. In Proceedings of the AAAI Conference on Artificial
Intelligence (Vol. 37, No. 4, pp. 4587-4595).

e He, Y., Schreckenberger, C., Stuckenschmidt, H., & Wu, X. (2023,
August). Towards utilitarian online learning—a review of online algo-
rithms in open feature space. In Proceedings of the Thirty-Second

International Joint Conference on Artificial Intelligence (pp. 6647-
6655).

1.4 Outline

In the remainder of Part [ we elaborate on the background of the presented
work in Chapter[2] Hereby, we lay the foundation by reviewing key concepts
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in machine learning, with emphasis on online learning and open feature
spaces (Section . Based on this brief introduction, we then proceed to
introduce the key methods on which our presented approaches are grounded.
Hereby, we first introduce decision trees (Section , which includes an
introduction to their induction, prediction mechanisms, and interpretability.
Then, we proceed similarly with random forests in Section Finally, we
present how open feature spaces are evaluated in Section This includes
a short introduction to the experimental design as well as the evaluation

metrics commonly used.

In Part [[]] are our core contributions of this thesis. We begin by exam-
ining the problem of learning from monotonically increasing feature spaces
in Chapter [3] Here, we introduce the Dynamic Fast Decision Tree approach
(Section , which adapts decision trees to dynamically adjust to new
features by restructuring and pruning the given model. This is followed
by situating the approach in the context of related work in Section
which is then complemented by a parameter and performance evaluation in
Section The chapter is concluded with a discussion on how the pro-
posed approach fulfills the presented requirements Section [3.4] Following
this, Chapter [4 addresses the complexities of learning from varying feature
spaces. First, we introduce the problem of varying feature spaces and jus-
tify its significance with the crowdsense dataset (Section , which was
collected within the scope of this thesis. We then proceed to introduce
our two random forest-based approaches Dynamic Forest (Section and
ORF3V (Sectio. Both methods are designed to handle varying feature
spaces by dynamically managing ensemble membership. The introduction
of the methods is followed by relating them to the overall field of online
learning in varying feature spaces, as well as online learning with trees and
tree-ensemble methods in Section[d.4] After providing a thorough evaluation
of the established benchmark evaluation case, we also provide insights into
their interpretability (Section . As with the previous chapter, we con-
clude this chapter with a discussion by situating the proposed approaches
with regard to the requirements (Section [4.6)).

Looking forward, Part [[I] is comprised of two chapters. In Chapter
open challenges and future directions that can emerge from our research are
described. Here, we discuss issues where we see research potential, such as

robustness against label imbalance and noise, adaptation to concept drift,
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the open-world crisis, as well as security, privacy, and algorithmic fairness.
Finally, in Chapter [6 we wrap up the thesis by summarizing the contribu-

tions and providing final thoughts.
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Chapter 2

Background

This chapter provides the framework in which our research resides and gives
context for the challenges inherent in open feature spaces. We begin by
outlining the evolution of machine learning from offline to online learning,
highlighting the shift from static to dynamic feature spaces. We then explore
the fundamental models for our research, i.e., decision trees and random
forests. Ultimately, we offer an introduction to the evaluation procedures in

open feature spaces.

2.1 Machine Learning

At the highest level, machine learning can be divided into two sub-areas:
unsupervised learning and supervised learning [Bishop and Nasrabadi, [2006].
In the unsupervised learning subarea, data is given with the goal of detecting
patterns, e.g., clusters or outliers, from it. In contrast, supervised learning
additionally has a target value y; € Y associated with every data example
x; € X, where D = (X,Y) refers to the dataset, i.e., all observations, and
N is the total number of observations. Depending on the target value, we
can further distinguish between two types of problems, i.e., regression and
classification [Bishop and Nasrabadi, 2006]. In a regression problem, the
target value is a real-valued number, whereas in a classification task, there
is a finite number of classes. This thesis focuses on classification tasks. The
domain of X and Y is referred to as X and ), respectively. A single feature

(or data stream), which characterizes an observation z;, is referred to as Fy,
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where d is the d-th feature of that example. The union of all features is

known as the feature space F.

Definition 1 In a supervised classification task, real valued feature
vectors X € RNXP with D € Nt are associated with a class vector Y €
{1,...,C}N, where C € N,C > 2. The goal is to learn a function f with

f:X =Y. The function f takes an observation x as input and predicts the

class f(x) = 9.

The special case C = 2 is referred to as binary classification, whereas for
any C' > 2, the task is called multi-class classification [Murphy, 2012]. Note
that in this thesis, we only focus on single membership classes, whereas in a
multi-class multi-label classification task, it is also possible for examples to
be associated with multiple classes |[Chakraborty and Deyl [2024].

To determine f, a certain amount N € N of observations {(z, )},
are required. In offline learning, i.e., classical machine learning, this amount
is finite and known a priori [James et al.; 2023]|. Furthermore, it is assumed
that all observations are independent and identically distributed (i.i.d.), mean-
ing that all examples are statistically independent of each other and drawn
from the same probability distribution [Raschka, 2018]. The examples used
to determine f are referred to as training examples. Usually, an exact deter-
mination of f is not possible. Therefore, we try to find an optimal estimation
of f, which we call f , with f : X = ). Formally, f is a mapping that de-
pends on the given training examples f = f(xl,yl, o TN, YN). It provides
us instructions on how to obtain a mapping X — ) for each observation
(zi,y;) for i = 1,.., N. The function f is also referred to as a classifier. The
predicted value § of the classifier f cam ne obtained with f (x) = g |James
et al., 2023].

Definition 2 Given that E(Z) is the expected value of a random variable
Z. A loss function is a measurable mapping L : Y x Y — R>q. Applying
f to an observation x, with f(x) =9, leads to the loss L(§,y). The risk of
fis R(f) :== E(L(y, f(x))) [Vapnik, 1991].

The loss function only serves as a means to determine the distance be-
tween the actual value of y and the predicted value of . In contrast, the

risk R( f ) expresses the average expected error when applying f . Therefore,
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given all possible configurations of a classifier, we try to deduce a classifier
that minimizes the risk. This principle is known as empirical risk minimiza-
tion [Vapnik, [1991], which we follow in all the proposed approaches.
Generally, the correctness of a prediction made by a classifier is easily
quantifiable. However, a classifier can also be evaluated from a qualitative
perspective. Hence, the quality of a classifier f can be evaluated with respect

to two main criteria |Bishop and Nasrabadi, |2006]:

« Predictive power (quantitative evaluation): Does f(z) predict the right
y for a new observation x? The quality of the mapping f : X — Y
can be measured with a loss function L, which determines the distance

between f(x) and y.

o Interpretability (qualitative evaluation): Can the classifier f be used
to gain an understanding of how the features influence a decision and

which features matter the most?

The ultimate goal of machine learning is to generalize beyond the exam-
ples seen in the training set [Domingos| 2012]. To gauge the generalization
of a classifier, it is necessary to evaluate the predictive power of this classi-
fier. The predictive power is usually assessed on the test examples. This set
of examples contains, for the classifier f , unseen observations to estimate
the performance. Standard evaluation techniques, such as hold-out or cross-
validation, divide the entire dataset into a training and test set |Raschkaj,
2018], i.e., just presenting the training examples to the learning algorithm
and using the test examples for the evaluation.

With the surge of black box models, such as artificial neural networks,
in recent times, the need for approaches to interpret these models has also
risen [Zhang et al., [2021]. While these methods require distinct approaches
to make them interpretable, other methods, such as decision trees and ran-
dom forests, are inherently interpretable [Louppe, |2014]. In decision trees,
for example, feature importance can be calculated directly from the given
tree, or we can interpret the structure in a way that more important features
are positioned closer to the root of the tree.

In this dissertation, we use a running example based on a sensor network
deployed for weather monitoring. Each sensor station records temperature,
humidity, wind speed, and precipitation at regular intervals. Machine learn-

ing methods can be applied to these data streams to classify weather condi-
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tions (e.g., hot, mild). The weather sensor network can be expressed more
formally using the standard terminology of supervised learning, as outlined

below:

1. An example (or data instance) represents a single observation, e.g.,

the weather on the 3rd of April at 1 pm.

2. A feature (or attribute or data stream) characterizes the example,

e.g., the measured temperature from a single weather station.

3. The feature space is made up of the union of all features, e.g, all

sensors for this scenario.

4. The class indicates the membership of an example x; to an exclusive
group, e.g., when all weather stations indicate temperatures above

30°C, the observation can be associated with the class hot.

5. A classifier (or model) is a learned function f that maps an example

x onto the class y, e.g., a decision tree model.

2.1.1 Online Learning

The assumption of offline learning, where the data is static, i.e., all the ob-
servations are known beforehand, does not hold in online learning [Domingos
and Hulten, |2000]. Due to the volume of data generated, which is enabled
by technological advances, algorithms can no longer assume that they have
all observations available at training time [Domingos and Hulten, 2000].
Notably, the "three Vs” (volume, velocity, variety) of big data |[Favaretto
et al.l [2020] underscore the need for machine learning algorithms that are
tailored to this paradigm. Opposed to the static data given in traditional
offline machine learning, we have streaming data in online learning, which
is continuously generated and can be considered a subset of big data with

the following characteristics [Eva Bartz, 2024]:

¢ Volume: Streaming data is generated in large quantities.
e Velocity: Streaming data is generated at a high rate.
e Variety: Streaming data is available in different formats.
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e Variability: Streaming data can be structureless and vary over time,

e.g., concept drifts.

e Volatility: Streaming data is available once.

Definition 3 In an online supervised classification task, we have a
continuously growing number of observations xy,t = 1,..,T, where T denotes
the end of the classification task. FEach observation x; € RP adhered to the
pre-defined feature space of size D € NV and is associated with a class
y €{1,...,C}, where C € N,C > 2. Fach observation is available only once
at round t and cannot be retrieved arbitrarily again at o later point in time.

The goal is to incrementally learn a function f with f: X — ).

In online supervised classification tasks, T is usually considered to be in-
finite, hence classical offline learning is not feasible on this amount of data as
the memory requirements and, in some cases, the computing requirements
would explode (cf. Req. 2 and Req. 3) [Shalev-Shwartz and Ben-David,
2014]. Generally, models learned in a streaming setting are learned itera-
tively [Hazan, [2023]. This means that at the start of the learning process,
we may not have the optimal model, but we will converge over time to
the optimal model based on the adjustments made by the learning algo-
rithm |Cesa-Bianchi and Lugosi, |2006]. However, opposed to the number
of observed instances, the feature space from which the model is learned
remains fixed. Meaning that there are no changes in the feature space over

time; hence, it is known a priori.

Running Example. In the weather sensor network, data arrive contin-
uously in 5-minute intervals. An online learning algorithm can update its
model incrementally with each new reading, rather than retraining from
scratch. For instance, after processing the 12:00 measurements, the model

is immediately refined using the 12:05 data, enabling timely adaptation.

2.1.2 Open Feature Spaces

The online learning setting can be extended to a variation with no restric-

tions on the stability of the feature space |Beyazit et al., 2019]. Instead of
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having a fixed feature space, the feature space can then evolve by changing
its dimensionality. The feature space observed until the point in time ¢, for
t=1,...,T, is called the observed feature space F;. It is the union of all
observed features from all observed instances x; until the point in time ¢,
with 7 = F(x1)U...UF(x¢). The function F(x;) returns the feature space

of an observation ;.

Definition 4 The online supervised classification task can be extended to a
setting with an open feature space. Hereby for each observation xy,t =
1,..,T the feature space of an observation x; € Xy C RPt is dynamic and

the dimension Dy € NT and can change arbitrarily in every round t.

Generally, there are three cases for D, in each round, i.e., it remains the
same (Dy11 = Dy), it increases (D1 > Dy), or it decreases (Dyt1 > Dy).
However, in all three cases, this does not imply that we have the same
features available in t+ 1 as we had in ¢t. For example, despite an increase in
the total feature space, another feature may have vanished or is temporarily
missing. Given the literature [He et al., [2023], there are a few sub-cases
with additional assumptions for the evolution of Dy, e.g., feature evolvable
streams |[Hou et all 2017].

In this thesis, the primary focus is on the case with no constraints on
the feature evolution, i.e., varying feature spaces. In this case, as described
above, the features can vary arbitrarily between every observed instance.
Furthermore, we also consider the case of monotonically increasing feature
spaces, also commonly referred to as trapezoidal data streams [Zhang et al.,
2015, [2016], where D;y1 > Dy, as this case highlights the component of an
increasing feature space with no regard to features vanishing or missing for

a certain amount of time.

Running Example. In the weather sensor network, the feature space is

not fixed, but changes as the system evolves. Two patterns can be observed:

e Varying Feature Spaces. A sensor may fail temporarily or transmit
irregularly, causing features to appear and disappear unpredictably.
For instance, a wind-speed sensor might provide readings at 12:00, go

offline at 12:05, and return again at 12:15. In some cases, a sensor
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Figure 2.1: All three figures show the availability of features over time (fea-
ture is available, where arrow is present) in a setting where data is streamed:
(a) shows the assumption of the feature space in a traditional online learning
setting, i.e. all features are always available, (b) shows the assumption of
a monotonically increasing feature space, i.e. features are added over time,
and (c) shows the characteristics of a varying feature space, i.e. no assump-
tion on how the feature space behaves.

may break completely and be decommissioned, requiring the learning
algorithm to permanently remove this feature from the model while

still ensuring reliable predictions from the remaining sensors.

e« Monotonically Increasing Feature Spaces. When new sensors
are deployed, the feature space expands permanently. For example,
at 12:10, a new barometric pressure sensor is added, and from that
point onward, its values appear every 5 minutes. Algorithms must
integrate this new dimension while still leveraging previously learned

information from the original sensors.

2.1.2.1 Challenges

As published in our work [He et al.l 2023|, an open feature space leads to

two distinct challenges. i.e., how to solve the addition of emerged features
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and how to deal with vanished or missing features. The descriptions, based

on our previous work, are given below.

Emerging features: When introducing a new feature, it is important to
ensure that current decisions remain unbiased by avoiding the risk of either
overvaluing or undervaluing the feature. A common strategy for assigning
weight to a feature is proportional apportionment [Penrose, |1946|, which
can be mapped to a learning problem by gauging the amount of information
conveyed by the feature for prediction using mutual information between the
feature and the label [Kraskov et al., [2004]. However, in an online process,
a new feature may only be described by a few instances, making a precise

information measurement next to impossible.

Vanishing features: When a majority of features are absent from the
decision-making process, the voting opinions of those remain unobserved.
This can lead to less informed decisions, particularly in extreme cases where
the vast majority of features are missing. In such situations, decision-making
may be dominated by a few remaining features that are less informative,
leading to educated guesses. Furthermore, if a feature vanished for an ex-
tended period or indefinitely, it is unclear how to redistribute their voting
weights in the model so that the subsequent decisions made by the remaining

features still guarantee maximization of utility gain.

2.2 Decision Trees

A decision tree is a predictive model that represents decisions and their
possible consequences in a tree-like structure [Quinlan) [1986]. As explained
by Han et al. [2011], nodes in a decision tree represent the decisions based
on a feature and a value or threshold. Branches then indicate the outcome
of the decision and connect to the subsequent node or leaf. In the leaves of a
decision tree, the final class or the class distributions are stored. A decision
tree is induced based on the given training examples. To make a prediction
with a decision tree, we have to follow the decision tree structure, starting
from the root node and applying the decision at the split nodes, until we

reach a leaf node that indicates the outcome for the example at hand.
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Generally, decision trees are known to have several advantages [James

et al., 2023], two of which are especially relevant with regard to this thesis:

e Decision trees are straightforward to explain due to their intuitive

sequential decision structure.

e Decision trees can be displayed graphically, which enables the inter-

pretability of the models even by non-experts.

On the other hand, decision trees are said to have less predictive power
than other machine learning models. However, this can be alleviated by
aggregating many decision trees [James et al. 2023] into so-called random
forests, which we will focus on in the subsequent Section In this section,
we generally follow the explanations and definitions of [Han et al.| [2011] to

introduce offline learning decision trees.

2.2.1 Induction of Decision Trees

The process of inducing a decision tree involves constructing a tree from a
given set of training data, i.e., decision trees are applied in offline learning.
This methodical construction has proven to create models that can gener-
alize well to unseen data [Hastie et al., 2009]. In the induction process, the
training data is recursively partitioned into subsets, resulting in a tree struc-
ture that represents the relationships within the data [Han et al.,[2011]. This
section will dive into the formalization of decision tree induction, detailing
the foundations and algorithmic procedures involved.

According to [Murphy| [2012], the process can be formalized to the fol-
lowing, where we adjusted for our notation: Let D = (X,Y) be the training
dataset consisting of N instances, where each instance x; is described by a
vector of features F = {Fy, Fs, ..., Fp} and a class label y; for classification
problems. The goal is to construct a decision tree 7 : X — ) that maps an
attribute vector to its corresponding output. Given our previous definition
of a learned model f , T is the equivalent, but signifies that it is a learned
model based on a decision tree.

The induction of a decision tree is a recursive process that involves the

following steps at each node:

1. Select the Best Split Attribute: Choose the attribute F'’* € F and
a split value v that best partitions the dataset (X,Y") into subsets. The
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[Temperature > 30°C?]

No Yes
Continue splitting Leaf: Hot
(e.g., Humidity) P(Hot) = 0.95

Figure 2.2: Decision tree induction for weather classification.

choice of F™* is based on a splitting criterion, such as information gain

or Gini impurity.

. Split the Dataset: Partition the dataset D = (X,Y) into subsets

D = (X1,Y1),D2 = (X2,Y2),..., Dy, = (Xi,Y) based on the values

v of the selected feature F™.

. Create Split Nodes and Leaf Nodes: If the partitioned subsets

(X1, Y1), (X2,Y2),..., (Xk, Yr) are homogeneous (i.e., all instances in
(X;,Y;) belong to the same class) or some other stopping criterion is
met, create a leaf node L; representing the class label or the class
label distribution. If the subsets are not homogeneous, or some other
stopping criterion is met, create a split node Sf, for F’* and recursively

apply the partitioning process to each subset (X;,Y;).

Running Example. Suppose we want to classify 5-minute weather ob-

servations from the sensor network into two classes: Hot and Mild. Each

observation consists of four features:

o Temperature (°C)
o Humidity (%)
o Wind speed (km/h)

 Precipitation (mm)

The training dataset contains labeled examples collected over the past week.

22

1. Select the Best Split Attribute: The induction algorithm evalu-

ates candidate features using a splitting criterion such as information
gain. It finds that splitting on temperature with threshold 30 °C
yields the highest information gain. Thus, F* = temperature, with

split value v = 30 °C.
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2. Split the Dataset: The dataset is partitioned into two subsets:

o (Xi,Y1): All observations where temperature < 30 °C

o (X9,Y3): All observations where temperature > 30 °C
Example:

e At 12:00 — Temp = 28 °C, Humidity = 60% — assigned to
(X17Y1)

e At 12:05 — Temp = 33 °C, Humidity = 35% — assigned to
(X2,Y2)

3. Create Split Nodes and Leaf Nodes: If (X;,Y]) is not homoge-
neous, the algorithm continues splitting, perhaps next on humidity. If
(X2, Ys) is nearly homogeneous (e.g., 95% “Hot”), the algorithm cre-
ates a leaf node Lo predicting “Hot” with P(Hot) = 0.95. The root
node becomes a split node Stemperature, branching into two children.

The resulting intermediate tree is shown in Figure [2.2

2.2.1.1 Splitting Criterion

Different algorithms, such as ID3 [Quinlan, 1986], C4.5 |[Quinlan) [1993],
or CART |Breiman| [2017], use different splitting criteria to determine the
best attribute. Two common measures in the domain of classification are
information gain (/G) and Gini impurity (GI). The two criteria are defined
by Han et al.| [2011] as follows.

Information gain can be generally defined as,

Dy
D

IG(D,Fy) =H(D) - >
'l)EV(Fd)

H(D,) (2.2.1)

where H (D) is the entropy of D, and V (Fy) are the observed values in feature
Fy, and D, refers to the subset that carry this value. In cases with continuous
values in a feature, a splitting point v < 6 is used, where values for a selected
feature are below or equal to the splitting point 6§ are considered for the first
subset, and the values greater than the splitting point 6 are considered for

the second subset.
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Gini impurity is defined as,

c

cro.r = 3 1= 300 (222)

UEV(FJ')

c=1

where p,|, is the proportion of instances in D that belong to class ¢ with
value v in the given feature Fy and C' is the number of classes. Gini impurity
ranges from 0 to 0.5, where lower is better. To calculate the optimal split,
we would calculate, similarly to information gain, the reduction of impurity
in the child nodes that results from splitting a feature or a feature-value
combination.

As both splitting criteria, information gain and Gini impurity, operate
similarly in terms of determining the best possible split, we will refer to

them as G(D, Fj), where they can be used interchangeably.

Running Example. Returning to the weather sensor network, assume
we have collected labeled observations in 5-minute intervals, where each
instance is classified into either Hot or Mild. The candidate features are
temperature, humidity, wind speed, and precipitation.

To induce a decision tree, the algorithm evaluates each feature using
a splitting criterion G(D, F}). Suppose the entropy H(D) of the dataset is
high, as both classes are equally represented. When calculating the expected
reduction in entropy for different attributes, the temperature feature yields
the largest gain at the threshold # = 30°C. Concretely:

e Instances with temperature < 30°C are predominantly labeled Mild.
e Instances with temperature > 30°C are predominantly labeled Hot.

As a result, the split
Temperature < 30°C vs. Temperature > 30°C

maximizes G(D, Fj) compared to alternative splits on humidity, wind speed,
or precipitation. Thus, the root node of the induced tree becomes a split
node on temperature.

Subsequent splits can then refine the decision boundaries. For example,

in the subset (X1,Y7) where Temperature < 30°C, humidity may provide
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the next best split, separating mild but humid intervals from cooler, drier
conditions. This illustrates how G(D, F;) guides the recursive induction
process towards a structure that progressively reduces impurity or entropy

across the partitions.

2.2.1.2 Pseudo Algorithm

In this thesis, our focus is on binary decision trees. Binary decision trees are
restricted to two child nodes. Instead of sorting the subsets based on their
values of, e.g., a nominal feature, a splitting point 6 is required.

A description of how to build a binary decision tree recursively is given
in Algorithm [2.1] We closely follow the outlined pseudo code of [Han et al.
[2011]. First, the entire dataset is given to the algorithm, and it is checked
whether the defined stopping criterion is met, e.g., the remaining sample size
is below a specified threshold. If this is the case, a leaf node representing
the class distribution is created and returned. Otherwise, the algorithm
proceeds by selecting the feature that optimizes the splitting criterion, e.g.,
information gain or Gini impurity. Subsequently, a split node is created
for this feature, and for each value in this feature, we recursively call the
DECISIONTREE function with the subset of the data that matches the value
in the selected feature. The child_node created in the call with the subset of
the dataset is attached to the split node. Finally, the split node is returned.

Therefore, a decision tree model 7 is learned by calling the recursive

decision tree function with 7 <— DECISIONTREE(D, F).

2.2.1.3 Pruning

Pruning is a technique in decision tree algorithms designed to reduce the
complexity of the learned tree model and prevent overfitting [Bramer} [2007].
Overfitting occurs when a decision tree is excessively complex. This typi-
cally occurs when the model captures noise from the training data, rather
than learning the underlying patterns |[Esposito et all [1995]. Pruning im-
proves the model’s generalization by simplifying it, thereby enhancing its
performance on unseen data |[Esposito et al) 1995]. In the following, we
describe the two primary categories of pruning, which were first introduced

by (Quinlan| [1993[: pre-pruning (early stopping) and post-pruning.
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Algorithm 2.1 Binary Decision Tree Induction
DECISIONTREE(D, F)

1: if stopping criterion is met for D then

2:  return a leaf node L with the class distribution
3: else

4:  F* 0 + select the attribute and splitting point that optimizes the
splitting criterion

Create split node Sg« ¢ for F* with 0

Dy<p < subset of D where I'* < v

Attach DECISIONTREE(Dy<g, F \ {F*}) to Sp+ g
Dy~g < subset of D where F* > v

Attach DECISIONTREE(D,~g, F \ {F*}) to Sp«g
10:  return the split node S

11: end if

Pre-pruning, also known as early stopping, involves halting the tree con-
struction process before it becomes fully developed. Several criteria have
been introduced to limit the growth of a decision tree, such as maximum
depth, minimum samples required in a node, or a minimum gain based on
the splitting criterion.

Post-pruning, on the other hand, allows the decision tree to grow to its
full depth and complexity initially and then prunes it back by removing
branches that contribute little to the tree’s predictive power.

Both pre-pruning and post-pruning methods are essential tools for man-
aging the trade-off between the decision tree’s accuracy and its ability to
generalize |Zhou, 2021]. So, by effectively pruning a decision tree, it can
be ensured that it generalizes well to new, unseen data [Han et al., 2011].
Furthermore, it can be stated that a smaller decision tree is also more inter-
pretable, as the paths from the root to the leaf nodes become less complex

in terms of the evaluated decisions.

Running Example. In the weather sensor network, pruning helps prevent
overfitting to noise, e.g., from faulty sensor readings. A temporary spike in
humidity, for instance, might otherwise create a meaningless split. With pre-
pruning, the tree stops growing if the gain in G(D, F}) is too small. With
post-pruning, subtrees such as those based on precipitation can be removed
if validation shows they do not improve predictive performance. This yields

a simpler and more robust tree.
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2.2.2 Prediction with Decision Trees

The prediction process using a decision tree is a straightforward traversal
through the tree structure, guided by the values of the input features [Quin-
lan, [1993]. Given a trained decision tree model 7T, the goal is to predict the
output g for a new, unseen instance x by following a path from the root
node to a leaf node, where the prediction is made by § = T ().

Following Han et al. [2011]’s explanation, when predicting with a de-
cision tree, each internal node (including the root node) represents a split
decision based on a specific feature and value from the input instance. The
prediction process starts at the root node of the decision tree. Hereby, the
first decision is evaluated. Depending on the feature-value combination of
the input instance, we traverse the tree to the succeeding child node. If
the next node is a split node, the procedure is repeated until a leaf node is
reached. Once the leaf node of the decision tree is reached, the output is
determined. This leaf either assigns the most frequent class among training
samples or provides a probability distribution over possible classes [Murphy,
2012].

Formally, probabilities from a decision tree T are obtained by considering
the distribution of class labels within the leaf node L; reached by an instance

xT:
_ ‘Li,0|

Pry=claL;) = |Li|
(2

(2.2.3)
where |L; | denotes the number of instances of class ¢ in leaf node L;, and

|L;| denotes the total number of instances in that node.

Running Example. Consider a decision tree trained on the weather sen-
sor network to classify 5-minute intervals as Hot or Mild. A new observation
arrives at 12:20 with the following values: temperature = 32°C, humidity
= 35%, wind speed = 5 km/h.

The prediction process starts at the root node:
e Root split: Temperature > 30°C? — Yes, move to the right child.
e Next node: Humidity < 40%¢ — Yes, move to the left child.

e Reached a leaf node L; containing mostly Hot examples.
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At this leaf, suppose 18 training instances ended up here during induc-
tion, of which 15 are labeled Hot and three are labeled Mild. The prediction

probabilities are therefore
Pr(y=Hot | z,L;) = 12 = 0.83, Pr(y=Mild |z, L;) = £ =0.17.

Thus, the model outputs Hot with high confidence for the 12:20 interval.

2.2.3 Hoeffding Trees

Hoeffding trees represent an extension to the previously introduced decision
tree algorithm designed to handle streaming data. They are particularly
suited for scenarios where data is continuously incoming and decisions must
be made in real time [Domingos and Hulten, |2000]. The core advantage of
Hoeffding trees lies in their ability to construct a model incrementally and
update it as more data becomes available, all while guaranteeing that the
model will be asymptotically nearly as accurate as a conventional decision
tree built with all data available at once [Domingos and Hulten, [2000]. In
the following, we adhere to the introduction and explanation of Hoeffding

trees, as given in |Domingos and Hulten| [2000].

The theoretical foundation of Hoeffding trees is based on the Hoeffding
bound, which quantifies the amount of data needed to make a decision with
a certain level of confidence that the decision is close to the best possible
decision that could be made given infinite data. The Hoeffding inequality
[Hoeffding;, [1994] is given by:

P(|z — p| > €) < 2exp(—2ne?) (2.2.4)

where p is the true mean of a random variable, z is the observed mean, € is
a small threshold, and n is the sample size. In the context of decision trees,
this bound helps determine whether enough data has been seen to make a

reliable split decision at any node in the tree.

In the Hoeffding tree, the Hoeffding bound is used to decide if the differ-
ence in benefit between the best and the second-best feature is significant.
If the difference is greater than a threshold determined by the bound, the
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split is made. The threshold ¢, is computed as

_ [R?In(1/5)
c=\ "5 (2.2.5)

where R is the range of the attribute’s benefit. In the case of information
gain, this is 1 for binary classification and logs(|C|) for multiclass classifica-
tion; when using Gini Impurity, it is 0.5 for binary classification and 1 — ﬁ
for multiclass classification. ¢ is the probability of not choosing the best
attribute, and n is the number of instances seen at the node.

As Hoeffding trees are required to process streaming data, i.e., one in-
stance at a time, the algorithm must store sufficient statistics of the observed
data instances at each leaf node. This is done via the n;;, matrix, where i
corresponds to a specific feature, j corresponds to a specific value of the fea-
ture F;, and k corresponds to the class label. For each entry at ¢, j, k, the n;;
indicates how many instances have been observed with this feature-values-
class combination. This matrix enables the computation of class distribution
for each attribute value, which can then be used to calculate Gini impurity

or information gain.

Running Example. In the weather sensor network, suppose we want to

split a node using the feature humidity, discretized into two values:
e v1: Humidity < 40%
e vy: Humidity > 40%

The prediction task is to classify each 5-minute interval as either Hot (c;)
or Mild (c2).

During incremental training, the Hoeffding Tree maintains sufficient
statistics in the form of the n;j;; matrix, where n;;;, counts the number of
instances with feature F; taking value v; and belonging to class c;. Assume

the following counts have been observed at a specific node:

Humidity (F;) ‘ Class Hot (¢1) ‘ Class Mild (e2)
S 40% (’Ul) ni11 = 20 ni12 = 10
> 40% (7)2)

nj21 =295 ni22 = 15
This means that for humidity < 40%, the node has seen 20 instances
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Algorithm 2.2 Hoeffding Tree Algorithm

1: Setup:
2:  Initialize tree 7 with a single leaf node L.
3:  Initialize n;j;; for all features F;, values v;, and class labels ¢, at the

root node L.

4: Process Instance:
5 fort=1,2,..T do
6: Pass instance x; down the tree T until it reaches a leaf node L.
7 Update n;ji, at leaf node L for the feature values in x; and its class
label y;.
8: F* < feature with the highest splitting criterion.
9: F** + feature with the second-highest splitting criterion.
10: Compute the Hoeffding bound:
_ [R%In(1/9)

€= 2n
11: if G(?’Lijk,F*) —G(ni]‘k,F**) > ¢ then
12: Split the leaf node L into split node S+ using attribute F™*.
13: Create child nodes L1, Lo, ..., L,, based on the values of F™*.
14: Initialize sufficient statistics n;j;, for each child node.
15: end if

16: end for

labeled Hot and 10 labeled Mild, while for humidity > 40%, the counts are
5 Hot and 15 Mild.

The Hoeffding Tree uses these accumulated counts to estimate split-
ting criteria (e.g., Information Gain or Gini Impurity) without storing the
raw data stream. Once the difference between the best and second-best
attributes exceeds the Hoeffding bound, the algorithm commits to a split

using the sufficient statistics in the n;;; matrix.

2.2.3.1 Pseudo Algorithm

We follow the description of the Hoeffding tree algorithm as given by
Domingos and Hulten| [2000], shown in Algorithm The Hoeffding tree
algorithm requires two initial tasks to be executed prior to learning from
streaming data. A tree with a single leaf node L is created, and within
this leaf node, the n;;;, matrix is initialized for all features F;, values vj,
and labels ¢;. From this point on, single data instances = are passed into

the tree and processed. Given that a new data instance arrives, it is passed

30



CHAPTER 2. BACKGROUND

down the tree 7 until it reaches a leaf node L. Given the label and the
values of the data instance, the n;;, matrix is updated for the respective
features. In a subsequent step, a splitting criterion, either Gini impurity or
information gain is used to determine the best and the second best split, with
e.g. G(nyji, F*), where the aggregate statistics in n;;, can be used instead
of X in traditional offline decision trees. Based on the seen instances n in
a leaf node, the Hoeffding bound € is computed. Suppose the benefit of the
best computed splitting criterion minus the second best splitting criterion
is greater than the Hoeffding bound e. In that case, a split is made for the
best feature-value combination. The leaf node at hand is then transformed
to a split node S with the determined feature-value combination, and child

leaf nodes with new n,;;;, matrices are initialized based on the values of F™*.

2.2.3.2 Implementations of Hoeffding Trees

The Very Fast Decision Tree (VFDT) [Domingos and Hulten, 2000] is a spe-
cialized and most prominent version of the generalizable Hoeffding tree algo-
rithm. The VFDT algorithm provides a set of operations that are beneficial
over the standard Hoeffding tree algorithm, e.g., a tie-breaking mechanism,
better memory management, and efficiency. Tie-breaking is, for example,
required when features have a similar benefit. This might encompass two
similar highly informative features, which would lead to indecision and stag-
nation in growth for the Hoeffding tree, as it would not be able to make
a split, or rather, very late. VFDT also employs growth-limiting meth-
ods to minimize memory consumption and pruning of sufficient statistics
for features that are deemed irrelevant. A smaller extension to the VFEDT
algorithm is the VFDTc algorithm [Gama et al., [2003], which enables the
VFDT algorithm to handle continuous features. Another extension CVFDT
to VFDT is aimed at handling concept drift [Hulten et al., [2001].

2.2.4 Decision Tree Interpretability

As previously noted and introduced by Han et al. [2011], decision trees
provide clear and visual paths from the root to the leaf nodes, indicating
how individual features contribute to the decision-making process. Each
internal node represents a decision based on a feature value, while branches

indicate the outcome of the decision, leading to the next step in the path
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[Temperature < 30°C?]

Yes No
(Humidity < 60%? ) (Wind < 25 km/n?]
Yes No Yes No
Leaf: Mild Leaf: Hot Leaf: Hot Leaf: Mild
(0.85/0.15) (0.30/0.70) | | (0.20/0.80) (0.55/0.45)

Figure 2.3: Example of an interpretable decision tree for the weather sensor
network.

until a final decision (leaf node) is reached. This straightforward structure
makes it easy to trace how a model arrived at a particular decision. Key

elements for interpretation include:

¢ Feature Importance: Decision trees allow easy extraction of feature
importance scores, showing which features play a significant role in

predicting the outcome |Lundberg and Lee, |2017].

e Path Analysis: One can follow the path from the root to a leaf node
to understand the combination of feature values that lead to a specific

decision [Breiman, 2017].

¢ Rule Extraction: Each path can be converted into a set of human-
readable rules, facilitating the understanding of the decision-making

process [Rokach and Maimon) 2008].

Running Example. Figure [2.3]shows a small decision tree learned from
5-minute intervals in the weather sensor network. Each internal node stores
the feature and threshold, i.e., Temperature < 30°C?, then Humidity < 60%?
or Wind < 25 km/h?). Each leaf node contains the class distribution ob-
served during training (shown as (Mild/Hot)), from which either a majority
label or a probability can be derived.

Feature importance. Even without formal feature importance metrics,
the root split (Temperature < 30°C?) is clearly the most influential since
it partitions all observations first. Subsequent splits on humidity and wind
refine the classification, but their effects are limited to specific subsets of the
data.
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Path analysis. To explain why a particular 5-minute interval is predicted

as Hot in the tree, one can trace the path:
Temperature > 30°C — Wind < 25 km/h = Hot.

Rule extraction. Transforming the tree into IF-THEN rules provides
interpretable explanations for people with the respective domain knowledge.

The following rules can be extracted from the example decision tree:

R1: Temp < 30°C and Humidity < 60% = Mild (0.85),
R2: Temp < 30°C and Humidity > 60% = Hot (0.70),
R3: Temp > 30°C and Wind < 25 km/h = Hot (0.80),
R4: Temp > 30°C and Wind > 25 km/h = Mild (0.55).

In general, these methods can be applied to gain an understanding of
the decision tree and the underlying data from which it was derived. As
stated in Zhang et al. [2021], the core of interpretability lies in providing

explanations that offer insights into why a decision was made.

2.3 Random Forests

Random forests are an ensemble learning method extensively used for classi-
fication and regression tasks in machine learning. The concept builds upon
the random subspace method for constructing decision forests introduced by
Hol| |[1998], which was further refined by Breiman| [2001]. Random forests
extend the concept of decision trees by constructing multiple trees during
training and aggregating their results. This ensemble approach enhances
predictive accuracy and controls overfitting by reducing variance through
averaging without significantly increasing bias |[Hastie et al., 2009]. We base
our description of the random forest algorithm on |[Hastie et al.| [2009] and
Breiman| [2001].

2.3.1 Fundamental Principle

The core idea behind random forests involves two key concepts: bootstrap

aggregating (bagging) and random feature selection [Breiman, 2001]. Ac-
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Ti T2 Ts

Temp > 30°C? Wind > 15 km/h? Prec. > 0 mm?
[Mild} [ Hot ) [ Hot } [Mild] [Mﬂd} [ Hot )

T

[Majority Vote: Hot]

Figure 2.4: Random forest for weather sensor network.

cording to [Hastie et al.| [2009], bagging is a technique that creates multiple
subsets of data from the original dataset by sampling with replacement.
Each decision tree in the forest is trained on a different bootstrap sample,
ensuring diversity among the trees. This randomness reduces the variance
of the model, as averaging multiple trees tends to smooth out anomalies and
mitigate the effects of overfitting inherent in single decision trees.

Random feature selection at every split node further enhances diversity
by altering the feature space for each tree [Breiman, 2001]. At each node
within a tree, a random subset of features is selected, and the best split
is found only within this subset [Breiman, [2001]. This process decorrelates
the trees, preventing any single strong predictor from dominating the model
across all trees and allowing weaker predictors to contribute, hence capturing
a broader range of patterns |Hastie et al., [2009].

Given a training dataset (X,Y’) the random forest algorithm constructs
B decision trees {77,}{)3:1. Each tree Ty, is trained on a bootstrap sample
(Xp,Yy) drawn from (X,Y) with replacement. The final prediction g for a

new instance x is determined by majority voting:
g = mode {T5(x)}_, (2.3.1)

At each node within a tree, random feature selection involves selecting a
subset of m features from the total D features (m < D). The best split is

then found by considering only these m features.

Running Example. To illustrate the principle of random forests, assume
we want to build an ensemble of three trees (B = 3) for the weather clas-

sification task. Each tree is trained on a different bootstrap sample of the
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data, ensuring that no two trees see the exact same training set. The final
random forest is depicted in Figure [2:4]

Bagging. Suppose we build a random forest with B = 3 trees. From the
original training set of 100 intervals, we create three bootstrap samples by

sampling with replacement:

e 71 is trained on a bootstrap sample where some intervals appear mul-

tiple times and others are omitted.
e 75 is trained on a different bootstrap sample.
e 73 is trained on yet another bootstrap sample.

This ensures that each tree sees slightly different training data, increasing
diversity.
Random Feature Selection. At each node, instead of considering all four

features, a random subset is chosen (e.g., m = 2 features):

e In 73, only {Temperature, Humidity} are considered. The best split

is on Temperature.

o In 75, only {Wind speed, Precipitation} are considered. The best split
is on Wind speed.

e In 73, only {Temperature, Precipitation} are considered. The best

split is on Precipitation.

This randomness prevents the same strong feature (e.g., Temperature) from
dominating every tree, encouraging weaker predictors like Wind speed or
Precipitation to also contribute.

Prediction. Now, consider a new observation at 12:20 with values: Tem-
perature = 32°C, Humidity = 35%, Wind speed = 12 km/h, Precipitation

= 0 mm.
o 71 predicts: Hot
e 75 predicts: Mild
o T3 predicts: Hot

The final random forest prediction is determined by majority vote:

9 = mode{ Hot, Mild, Hot} = Hot.
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Algorithm 2.3 Random Forest Algorithm

1: for b=1to B do
2:  Generate a bootstrap sample (X3, Y;) by sampling n instances from
D with replacement.

3:  Initialize the root node with (X3, Y3).

4:  while stopping criterion not met do

5: for each internal node do

6: Randomly select m features from the total D features without
replacement.

7 Determine the best split among the m features based on the cho-
sen splitting criterion.

8: Split the node into two child nodes based on the best split.

9: end for

10:  end while

11: end for

2.3.2 Pseudo Algorithm

The pseudo-code algorithm presented in Algorithm is based on [Hastie
et al. [2009]. To generate a random forest, we repeat the following procedure
B times, where B is the parameter that determines how many bootstrap
samples (Xp,Y,) and hence trees in the ensemble are created. The size of
the bootstrap sample, which is sampled with replacement from the dataset
D, is determined by the n parameter. Given the drawn bootstrap sample,
the tree is then built similarly to the introduced decision tree (cf. Algorithm
, with the exception that at every split node, only a subset of the features
is regarded. The size of the subset of the features is specified with the m

parameter.

2.3.3 Random Forest Extensions

Random forests have been extensively studied, and several extensions and
adaptations to specific scenarios have been proposed |Cutler et al. 2012,
Kulkarni and Sinhal 2012]. In this section, we introduce two extension

principles that are relevant to our proposed approaches.

2.3.3.1 Random Forest of Stumps

In a random forest, the tree depth of the decision trees used is generally not

restricted. A specialized version of the random forest uses decision stumps,
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i.e., decision trees with a single decision node [Iba and Langleyl, (1992, to
build a forest of stumps [Alharthi et al., 2018]. Learning a random forest
with decision stumps has the benefit that it is less complex and, hence, easier
to compute and more interpretable. On the downside, decision stumps are

less predictive than deeper trees, resulting in lower individual accuracy.

2.3.3.2 Weighted Random Forests

Weighted Random Forests (WRFs) are an extension of the traditional ran-
dom forest algorithm, where each decision tree in the forest is assigned a
specific weight [Winham et al.l |2013]. These weights are used to adjust the
contribution of each tree’s prediction to the model’s final output. WRFs pro-
vide additional flexibility and interpretability compared to standard random
forests, especially in scenarios where the predictive reliability or importance
of individual trees varies across subsets of the data.
When integrated with random forests, WRFs provide a framework for
understanding how each tree contributes to the overall prediction. Generally,
WREFs are very similar to random forests with a weight component w;, for
each tree in the ensemble. In this context, the random forest can be seen as
an ensemble where each decision tree has a weighted contribution that can
be expressed as: .
§=> wpx(To()) (2.3.2)

b=1
Various voting mechanisms exist [Rokach) 2010 that vary depending on if
the given task is a classification or regression task. In this thesis, we use

distribution summation, introduced by (Clark and Boswell| [1991]:

B

g= argmaxz Pr. (y = c|x). (2.3.3)
Cey b=1

Hereby, the idea is to sum over the conditional probability vector, which
can be obtained from each classifier, indicating the probability of each class
given the input vector x. The selected class is then chosen according to the
highest value in the total vector [Rokach| 2010]. This requires the decision
trees used in the ensemble to be able to predict class probabilities, which

can be considered an inherent feature of decision trees.
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2.3.4 Random Forest Interpretability

While random forests are more complex to interpret compared to decision
trees, there is still active research going on exploring opportunities to inter-
pret random forest models [Haddouchi and Berrado, |2024]. Generally, the
methods provided can be distinguished into four categories, as of [Haddouchi
and Berrado [2024]:

e Size reduction: Reduce the number of RF trees to produce a simpler

model, which facilitates interpretation.

¢ Rule extraction: Extract a representative set of rules for approxi-
mating the RF model. Interpretation based on the set of extracted

rules.

¢ Feature oriented: Explain how changes in the values of the descrip-

tive features affect the predictions.

o Sample similarity-based: Investigate the similarity among instances

to explain predictions.

Moreover, feature importance can be easily inferred in random forests, pro-
viding another angle from which to interpret the model and the impact
of the features on the final decision [Breiman, 2001]. Feature importance
can also be easily calculated for WRFs, following the same scheme as for
random forests, but attributing more or less importance according to the
weights [Winham et all [2013]. Using decision stumps as weak learners in
the random forest also allows for more interpretability, as the decisions for
each weak learner are less complex and, hence, easier to comprehend |[Hastie
et al., 2009].

2.4 Evaluation

Evaluating online machine learning models poses distinct challenges com-
pared to traditional batch learning models due to the dynamic nature of
data streams and the need for models to adapt continuously [Gama et al.,
2013]. This chapter introduces strategies and metrics designed to evalu-
ate the performance of online machine learning algorithms with respect to

changes in the feature space. Evaluations must be not only accurate and
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reflective of real-time data conditions, but also robust enough to handle

changes in the feature space.

2.4.1 Experimental Design

In the following, we describe the general experiment setup of online machine
learning evaluation. It provides the framework for evaluating open feature
spaces. Subsequently, we describe how monotonically increasing feature

spaces and varying feature spaces are simulated within this framework.

2.4.1.1 Online Learning Environments

In the work |Gama et al.|[2013], the setup is formalized as follows. Consider
a potentially infinite data stream {(x¢, y:)};2;, where x; € X is the feature
vector observed at time ¢, and y; € Y is the corresponding ground-truth
label. Let X be the input space and ) be the output space.

An online learning algorithm maintains a model ft at each time step t.
The key characteristic of online learning is that the model is updated se-
quentially as new instances arrive, without reprocessing the entire historical
dataset |Cesa-Bianchi and Lugosi, 2006].

In this thesis, we follow the prequential (predict-then-update) error mech-
anism, which continuously assesses performance as new data arrives, without
needing separate training and test sets [Gama et al., [2013]. Generally, the
data used in the evaluation of online learning algorithms are pre-existing
datasets with fixed instances, as it would be essentially impossible to evalu-
ate a truly infinite data stream. Hence, in the evaluation, many times it is
resorted to simulate the online learning environment by giving the machine
learning algorithm one instance at a time, use the result in the evaluation,
and finally update the model, following the aforementioned predict-then-
update mechanism.

At time t, the model ft_l receives an instance (x¢,y;). Before updating,

it produces a prediction:
9t = fr1(xt). (2.4.1)

Once the prediction is made, the ground-truth label y; is revealed, and the

model updates its parameters:

fr = Update(fi_1, (zs, %))- (2.4.2)
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Figure 2.5: Experiment simulation for monotonically increasing feature
spaces, where new chunks of the feature space become available as time
progresses.

Running Example. In the weather sensor network, new measurements
arrive every 5 minutes in the form of temperature, humidity, wind speed,

and precipitation values. The task is to classify each interval as Hot or Mild.

At time step t, the online model ft,l receives a new observation, for

example at 12:20:
x: = (32°C,35%, 12 km/h,0 mm).
Before updating, the model predicts a class:

Ut = ft—l(xt)-

Suppose the model predicts Hot. Afterwards, the ground-truth label y; from
the sensor annotation is revealed, e.g., y, = Hot, and the provided learning
algorithm can now use this information to update its parameters. Over
time, this predict-then-update cycle repeats for each 5-minute interval. The
accumulated sequence of prediction errors provides an online evaluation of

model performance.
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2.4.1.2 Simulation of Monotonically Increasing Feature Spaces

Monotonically increasing feature spaces are characterized by additional fea-
tures that emerge later on in the learning process. Hence, not every feature
is available at the start of the process. As we utilize the online learning eval-
uation framework to evaluate monotonically increasing feature spaces, which
employ fixed feature spaces, we are also required to simulate the emergence
of features. In the literature, it has been established to add chunks of fea-
tures over time [Zhang et al., [2015, 2016]. An example of such a simulation
setup is given in Figure [2.5]

Consider the same setting as in an online learning environment with 7" as
the size of the dataset that is simulated, {(x¢,y:)}i_;, where x; € X; is the
feature vector observed at time ¢, and y; € Y is the corresponding ground-
truth label. Let X; C RP* be the input space at time t with dimensionality
d¢ and )Y be the output space. After a number of observed instances m, the

input space is extended so that
Dy > Dy (2.4.3)

holds.

Running Example. In the weather sensor network, not all features are
necessarily available at the beginning of the stream. For example, at the
start of deployment, only temperature and humidity sensors may be installed
at all stations. Thus, the input space &} at time ¢ initially has dimensionality
dy = 2.

Following the online learning framework, every 5-minute interval pro-

vides a new instance (x¢,y;), such as
ze = (28°C,60%), y = Mild.

The model ft,l makes a prediction before updating, and performance is

evaluated prequentially.

After m time steps, new sensors are added to the network, e.g., wind

speed sensors. The dimensionality of the feature space increases to dy+,, = 3.
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Each subsequent observation now includes the additional feature:
Tppm = (30°C,55%, 14 km/h),  yipm = Mild.

Later in the process, precipitation sensors may be deployed, further increas-
ing the dimensionality to dytm+r = 4.

As not every feature is available from the beginning, this scenario il-
lustrates a monotonically increasing feature space. In practice, the online
evaluation must simulate this setting by revealing new chunks of features at
specific points in time, as shown in Figure [2.5] The learner must then adapt
its model incrementally to exploit the richer input space while still making

prequential predictions at every time step.

2.4.1.3 Simulation of Varying Feature Spaces

Varying feature spaces are characterized by features that emerge later in
the learning process, as well as by features that are vanishing or missing
at random. We again use an online learning environment, where we have a
pre-determined length of input observations. In the literature, it has been
established that a certain fraction of features is removed at every time step
[Beyazit et al. 2019, He et al. 2021b|, thereby simulating the emergence of
previously unseen features and the vanishing of previously observed features.
Commonly, removal ratios of 0.25, 0.5, and 0.75 are used [Beyazit et al.,[2019L

We again consider the same base setting as in an online learning envi-
ronment with 7 as the size of the dataset that is simulated, {(x¢,v:)}E,
where x; € A} is the feature vector observed at time ¢, and y; € ) is the
corresponding ground-truth label. Let X; C RP* be the input space at time
t with dimensionality d; and ) be the output space. At every step t, a
predefined removal chance r checks if a feature is omitted in x;. Given that

| F| is the total amount of features available in the simulated dataset, then
Dy =~ r* | F]| (2.4.4)

at every step of ¢, where the three cases, i.e. Dyy1 = Dy, Diyq > Dy, and
D1 > Dy, for varying feature spaces hold.
The example given in Figure describes the scenario of a simulated

varying feature space with eight features and a predetermined dataset length
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Figure 2.6: Simulated evaluation of Varying Feature Spaces, gray boxes
indicate that a feature is available at time t.

of T. The removal ratio is set to » = 0.5 in this case. It can be observed
that the feature space initially encompasses the first four features and then

evolves, eventually encompassing all features at a later point.

Running Example. In the weather sensor network, not all sensors pro-
vide continuous measurements over time: some sensors may break down
temporarily or permanently, while new ones may be deployed. This situa-
tion characterizes a varying feature space, where features both appear and

vanish as the stream progresses.

Consider a setting with four sensors: temperature, humidity, wind speed,
and precipitation. At the beginning of the stream (¢ = 1), the available

feature vector might be
x1 = (Temp. = 28°C, Humidity = 60%), y1 = Mild,

where only temperature and humidity are observed.

At the next step (t = 2), wind speed measurements become available,

but humidity data are missing due to a temporary sensor failure:

x9 = (Temp. = 30°C, Humidity =7, Wind = 12 km/h), yo = Mild.

Later in the stream (¢ = 3), precipitation sensors are deployed, while
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wind speed readings vanish:
x3 = (Temp. = 32°C, Humidity = 55%, Precipitation = 2 mm), ys = Hot.

This reflects realistic conditions in sensor networks, where hardware fail-
ures, maintenance, or gradual network expansion lead to dynamically chang-
ing input spaces. The evaluation framework, as shown in Figure 2.6 cap-
tures these dynamics by controlling the fraction of available features over

the course of the simulated data stream.

2.4.2 Evaluation Metrics

In the context of evaluating online learning algorithms, the concepts of ac-
curacy, cumulative error, and cumulative error rate provide a framework
for quantifying and interpreting model performance as data arrives incre-
mentally [Cesa-Bianchi and Lugosi, [2006]. These metrics are particularly
relevant to gauge performance when the data-generating process is continu-

ous and evolving.

Accuracy is one of the most straightforward performance metrics. For
a given set of predictions, {gjt}?zl and corresponding ground-truth labels
{y:}L_,, accuracy at a specific time T is defined as the proportion of in-
stances up to time T for which the model’s prediction is equivalent to the
actual label. More formally, we can define an indicator function I(g; = )
that is one if the model’s prediction is correct and zero otherwise. Thus, the

accuracy over the first 7' instances is:

Accuracy(T) = % ZH(@t =yt) (2.4.5)

When accuracy is computed incrementally as instances arrive, it reflects
how consistently the model makes correct predictions over time. A rising
or stable high accuracy as T" — oo suggests the model generalizes well and

adapts effectively to new data |[Hoi et al., [2021a].

Cumulative error is an indicator of the absolute errors made by the model.

For a given set of predictions {@t}?zl and corresponding ground-truth labels
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{y;}L_,, cumulative error at a specific time 7 is defined as the total amount
of instances up to time 7" for which the model’s prediction is not equivalent
to the true label. Hereby, we use the inverse indicator function I(§; # ;)

that is one if §; # y; and zero otherwise.

CE(T) = 1§ # vt) (24.6)

t=1

The cumulative error was used in earlier works on varying feature spaces
[Beyazit et al., 2019]. However, the downside becomes apparent as it is re-
quired to mentally set it in relation to T to gain an understanding of the
model’s performance. Hence, in more recent research, such as |[He et al.

[2021D], the cumulative error rate was used.

Cumulative error rate describes proportional errors made by the model
in relation to the observed instances [Cesa-Bianchi and Lugosi, [2006]. For
a given set of predictions {@t}tT:l and corresponding ground-truth labels
{yt}thl, the cumulative error rate at a specific time T is defined as pro-
portion of instances up to time T for which the model’s prediction is not

equivalent to the actual label.

T

CER(T) = 2 3" 160 # 1) (247

t=1

Essentially, the cumulative error rate can be seen as the inverse of the ac-
curacy. Rather than providing a positive interpretation of the outcome, it

offers insight into the potential risk associated with a particular prediction.

Running Example. In the weather sensor network, suppose the task is
to classify each 5-minute interval as Hot or Mild. Consider the first "= 5

observations in the stream:

Time ¢t | Ground-truth y; | Prediction g; | I(g: = v¢)
1 (12:00) Hot Hot 1
2 (12:05) Mild Hot 0
3 (12:10) Mild Mild 1
4 (12:15) Hot Mild 0
5 (12:20) Hot Hot 1
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From these outcomes:

e Accuracy: Out of five intervals, three predictions are correct, giving

Accuracy(T = 5) =

[SIeY]

= 0.6.

o Cumulative error: Two predictions are wrong (at ¢t = 2 and t = 4),

SO

¢« Cumulative error rate: Proportionally,
CER(T =5) =% =04,

which is simply the inverse of the accuracy.

As more data arrive, these metrics are updated continuously, reflecting how

well the online model adapts to the evolving sensor data.
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CHAPTER 3. LEARNING FROM MONOTONICALLY INCREASING
FEATURE SPACES

Chapter 3

Learning from Monotonically

Increasing Feature Spaces

In this chapter, we present a Hoeffding tree extension called Dynamic Fast
Decision Tree (DFDT). The proposed approach can handle monotonically
increasing feature spaces by continuously restructuring the decision tree,
moving more important nodes to the top. This yields the advantage that
the tree is more reflective of the feature importance of the given task and is
faster to adapt, which leads to better performance.

We proceed by first presenting the approach in Section We conduct
this in a top-down manner, first presenting the overall algorithm for building
the Dynamic Fast Decision Tree and then providing a detailed description of
the required components. Subsequently, we relate this approach to two rele-
vant research areas: Learning from monotonically increasing feature spaces
and Hoeffding tree pruning methods in Section and evaluate it with re-
gard to emerging features in Section This chapter concludes with a
discussion in Section , which puts the requirements (cf. Section into

perspective.

3.1 Dynamic Fast Decision Tree

The Dynamic Fast Decision Tree learning algorithm was published in|Schreck-
enberger et al.| [2020]. This approach utilizes the concept of Hoeffding trees
in the same manner as the established VFDT algorithm (cf. Section ,
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Parameter ‘ Description

) probability of not choosing the right feature to split on
) probability of choosing the wrong test in pruning

T tie-breaking for two similarly beneficial splits

Nomin split evaluation interval

Mmin restructure interval

Table 3.1: Parameters used in the DYNAMICFASTDECISIONTREE Algorithm

(cf. Algorithm .

but provides additional tools to enable it to handle monotonically increasing
feature spaces. This is done by dynamic restructuring and efficient pruning
of the tree. In the following, we will introduce the notation used in the
algorithm and then describe the components and algorithms required for

restructuring and pruning.

3.1.1 Notation Dynamic Fast Decision Tree

In our notation, we denote a tree by 7T, with its left and right subtrees
represented as Tiey and Tright, respectively. A split decision node that splits
on feature Fj; is denoted by SF,, and the collection of all split decision nodes is
written as S. Similarly, a single leaf node is denoted by L, while L represents
the collection of leaf nodes.

As detailed in Section m Hoeffding tree approaches utilize the n;;i,
matrix to track statistics, where the indices i, j, and k correspond to the
i-th feature, the j-th value, and the k-th class, respectively. Although this
notation does not fully align with our earlier definitions of referring to the
d-th feature with d instead of i, it is the established standard in the context
of Hoeffding trees, and we adopt it in this approach for compliance. Addi-
tionally, we denote the n;;;, matrix associated with a specific leaf node L by

L

Nijk*

3.1.2 Learning with DFDT

The list of parameters is given in Table The input parameters d,
Nmin, and 7 are the same as for VFDT. They adjust the probability of not
choosing the right feature to split on after a certain number of observed in-

stances is evaluated for splits, and a tie-breaking mechanism is used for two
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Algorithm 3.1 Learning with DYNAMICFASTDECISIONTREE

1: Initialize root node Lg in T
2: Initialize n;;, in Lo

3: fort=1,2,...,7 do

4:  receive instance (x¢, )

5. pass (z¢,y:) down the tree until a leaf L is reached
6:  update statistics in n;;i
7. if data instances seen since last restructure > m,,;, then
8: restructure and prune tree if required
9: end if
10:  if more than n,,;, instances arrived since last evaluation in L then
11: F* < feature with the highest split criterion IG(Ly,, , Fi).
12: F** + feature with the second-highest IG(Ly,,, Fi)-
13: Compute the Hoeffding bound:
_ [R%2In(1/9)

TNV T
14: if IG(F*) — IG(F**) > € then
15: Replace former leaf L with split node Sg,
16: Create child nodes L y¢, Lyigns, attach to Sg,
17: Initialize sufficient statistics n;;;, for both child nodes
18: end if
19:  end if
20: end for

equally good splits, respectively. In addition, p determines the probability
of choosing the wrong test for pruning, and a restructure interval m,,;, has
to be specified. If the restructure interval m,,;, is set to infinity, both ap-
proaches, VFDT and DFDT, are essentially the same as restructuring never
takes place. If m,,;, is set to a finite number, the tree is first restructured
and then pruned, yielding an optimized tree that can be used for further

training. In the description and the evaluation, we assume Boolean features.

Algorithm provides a high-level overview of the learning algorithm.
After a root node and its respective n;;, matrix are initialized, data instances
are fed to the learner. The data instances are then passed down the tree until
a leaf node is reached, where the counts n;;;, are being updated (cf. Section
for an explanation of n;j;). A trivial but necessary step in extending
the Hoeffding tree algorithm for handling monotonically increasing feature

spaces is to adapt the n;;; matrix to the new features. This can be done
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trivially by adding a new feature column in the i-axis of the matrix to then
account for the emerged feature. Subsequently, it is checked if the tree
needs to be restructured, which is checked periodically after m,,;, observed
instances. Once n,,;, instances are seen at a leaf node, an evaluation based
on the Hoeffding bound is carried out to determine whether it can be split
to grow the tree. This is repeated every time n,,;, data instances are seen

in a leaf node.

Algorithm Roadmap The proposed approach for handling emerging fea-
tures is to restructure the decision tree in such a way that split nodes yield-
ing high information gain are placed close to the root, as described in Sec-
tion [3.1.2:2] Split nodes promising low information gain, on the other hand,
should be close to the leaves. Before the restructuring of a (sub-)tree can
take place, Section [3.1.2.] illustrates why the information gain has to be
calculated locally and how this is done.

After the restructuring process, the tree is pruned, i.e., decision nodes are
revisited, and a leaf node replaces those yielding very little to no information
gain. After pruning, it may be required to merge the leaf nodes. This

component is introduced in Section [3.1.2.3

3.1.2.1 Information Gain

Calculating a feature’s information gain once and storing it globally is in-
sufficient because the same feature can yield different information gains in
different subtrees. This variability often arises from dependencies among
features or from differences in the data aggregated at each leaf.

Consider the motivating example in Table Hereby, a n;;, matrix
is given for a binary classification problem with two Boolean features. We
calculate the different information gains for F; to showcase the need for
determining information gain locally.

If no split has occurred yet and all data instances with label counts

(55,55) are in one leaf node, the information gain is

6 5
IG(nijn, 1) = H(55,55) — - H(30,30) — H(25,25) =0 (3.1.1)

because the entropy of (55,55) does not decrease with splits into (30, 30)
and (25, 25).
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Label Counts (¢ =1,c = 2) ‘ Fy = True F; = False ‘ >

Fy = True (15,15) (25,0) (40, 15)
F, = False (15,15) (0,25) (15, 40)
> | (30,30) (25,25) | (55,55)

Table 3.2: Counts for labels (¢ = 1, ¢ = 2) with dependent features

Taking now into account the dependence between the features, the same

split conditional to F5 = True yields

IG(ny;p. Fo|Fy = True) — H(40, 15) — %H(15, 15) %H(QE), 0) ~ 0.3
(3.1.2)

Therefore, it would be wrong to assume Fj yields an information gain of
zero anywhere in the tree. To avoid working with incorrect information gain,
it is calculated when required using statistics held in the leaf nodes of the
corresponding subtree, as shown in Algorithm

The algorithm requires an array of all leaf nodes L of the (sub-)tree as
input. As a first step, we initialize an array G to collect the information
gains we calculate for each feature that occurs in the given array of leaf nodes
L. For each feature F;, we then initialize a variable n;j;. This variable is
used to aggregate the statistics for this feature F; that is present in the leaf
nodes. After the aggregation, we can then calculate the information gains
for each feature and store them in the G array. After completing these
computations, we finally return the array with the information gains of the

respective features.

3.1.2.2 Restructuring Decision Trees

The goal of the restructuring process is to create a new arrangement of edges
and nodes in the decision tree, with decreasing information gains from the
root node to the leaf nodes, thereby representing feature importance more
accurately. After restructuring, the tree should produce the same predictions
as before. As long as each leaf node preserves the split nodes with their
respective decisions in its path from the root, the model’s outputs remain

unchanged. The restructured tree may then have the advantage of pruning
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Algorithm 3.2

Input: L array of all leaf nodes of a tree or subtree
Output: information gains on all data instances in leafs in L

LOCALINFORMATIONGAIN(L)
1: initialize array G for information gain of each feature
2: for each feature F; represented in L do
3:  initialize n;;; to aggreagte statistics

4:  for each leaf node L € L do
5: Nyjk < Nk + an‘jk

6: end for

7: Gli] IG(ﬁijk,Fi)

8: end for

9: return G

Figure 3.1: Tree Restructuring - All leaves with same split decisions S =
{SF 19 SFz}

nodes that are no longer required (cf. Section [3.1.2.3). In simple cases, this
restructuring is essentially a matter of rearranging nodes. However, more
complex trees can be reorganized to push certain splits as high as possible,

resulting in a generally more efficient structure.

In each of the following cases, split nodes S, split on the same feature
F;. For simplicity, the higher the index of the feature, the closer it should
be to the root; for example, F5 is a more important feature than F;. The
split decision test set S (sometimes referred to simply as the split decisions)
of a leaf node refers to the set of features that are used in the path from
root to the leaf.

The simplest restructuring case occurs when the same split decisions
are present for all leaf nodes (Figure [3.1). This way, any order of features
can be achieved. After rearranging the decision nodes, the leaves can be

reattached in the appropriate place. The approach works on trees of any
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Ay B

Figure 3.2: Tree Restructuring - Subtrees are treated as leaves if split deci-
sion sets are not equal

Figure 3.3: Tree Restructuring - For each leaf where Fj is in the path from
the root, Sg, is pushed up to root.

size, provided that the leaf nodes share the same split decision set. However,
this condition is often not met in practice, so not all split nodes can be freely
repositioned. In cases where a split node cannot be placed as close to the
root as intended, it is pushed as far up the tree as possible. This is done
by subdividing the restructuring task into smaller subproblems, effectively
treating certain subtrees as leaves and then recursively restructuring them.
(Figure [3.2)).

As previously noted, important features eventually emerge in monotoni-
cally increasing feature spaces. Consequently, many leaf nodes are converted
into split nodes, using those features as the basis for the split decisions. Upon
restructuring, such split nodes must be moved to the root of its subtree or,
in extreme cases, to the root of the entire tree. As long as that node is
part of every split decision set, it can be pushed up to the corresponding
(sub-)tree root (Figure [3.3).

To realize the restructuring process, we extract relevant information from
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Algorithm 3.3
Input: T decision tree with k leaves
Output: M decision matrix representing all decision nodes
L array holding all k leaves of T

GETDECISIONMATRIX(T)

: Initialize 2-dimensional decision matrix M
: L <~ GETLEAFNODES(T)
: for each leaf node Lj in L do
S < GETSPLITDECISIONSET(T, L)
for each split decision Sk, in S do
Mk, i] < outcome of Sp,
end for
end for
return M, L

© 2 P g @

the current tree and rebuild it based on that information. Given the tree T
as input, in a first step, we initialize a matrix M, which holds information
on the split decision sets for each leaf. In a second step, we retrieve all the
leaf nodes in the tree and store them in the L array. We then use this array
to iterate over each leaf node Lj. For each leaf node Lj, we get the split
decision set S, which contains the split nodes Sg, from the root to this leaf
node Li. We can then fill the already initialized matrix M. The rows k refer
to the k-th leaf node in the decision matrix. The i-th column corresponds
to feature F; and indicates the outcome of the split node Sg, in the path
to the leaf node L. In the decision matrix, an entry of 1 at the [k,i]-th
position indicates that the leaf node Lj is in the left subtree of the split
node Sf;, and a O that it is in the right subtree. If a split decision on the
feature F; was not installed in the path from root to the leaf, the entry is
—1. The algorithm for obtaining that matrix is given in Algorithm The
decision matrix M has exactly as many rows as the tree has leaf nodes, and
exactly as many columns as the tree has unique split decision nodes installed.
Figure gives an example of a tree with its decision matrix. During the
restructuring process, it must remain unambiguous which matrix row each
leaf corresponds to, ensuring that the correct decision path is consistently
tracked. The decision matrix can then be used to rebuild the tree in a
recursive manner, as shown in Algorithm All columns with no entry

equal to —1 represent possible candidates to be installed at the root of the
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Figure 3.4: Decision tree with the corresponding decision matrix

tree or a subtree because leaves without that split node cannot be included
in the subtree. If there is only one such column, the corresponding split
node can be installed. If that is not the case, one of the columns satisfying
that condition must be chosen. With respect to the objective, that split
nodes yielding high information gains should be installed close to the root,
for all those split nodes, the information gain is calculated as presented in
Section and the best split node is selected. After that, the children
of the split node have to be set up. This can be done similarly, as they are
trees themselves. The decision matrix is divided based on the column of
the split node that was picked. All rows with entry 0 in that column form
submatrix My, and all rows with entry 1 form submatrix M. Together with
the corresponding leaf nodes, which are divided into Lg and Lj respectively,
they can then be passed on to the children to build the subtrees. This
procedure is repeated until only one leaf node is passed down to a child,
which can then be installed directly.

After restructuring, the tree continues to make the same predictions as
before, but with a re-ordered sequence of split nodes. If, at any step, there
is only a single choice of which split node to install next, the tree effectively
remains unchanged, indicating that reordering was not possible. Meaning-
ful split nodes (those with high information gain in many subtrees) tend to
appear more frequently and are thus pushed higher up, while less impor-
tant split nodes end up near the leaves. As a result, pruning can remove
these unimportant decisions, leading to a smaller and more interpretable

tree overall.
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Algorithm 3.4
Input:

M decision matrix

L array of leaf nodes belonging to M
T empty tree T

Output: T decision tree based on L and M

BuiLpTree(M, L, T)

1: if number of nodes in L is equal to 1 then
2:  return the only node in LL
3: end if
4: F* < argmax LOCALINFORMATIONGAIN(L)
F;
5. Attach new split node Sp+ to T
6: Mo, M + rows of M, with column of F* equal to 0 or 1, respectively
7: Lo, Ly < respective nodes to rows in My and M;
8: Attach BUILDTREE(M;1,Lq, INIT(7ieft)) as left child to 7
9: Attach BUILDTREE(Mjy,Lo, INIT(7ight)) as right child to 7
10: return T

3.1.2.3 Pruning

Offline tree induction (cf. Section is generally stopped by a criterion
that leaves room for some overfitting. Once the tree induction is concluded,
pruning takes place to make the tree more generalizable Rokach and Maimon
[2008]. Based on specific rules, subtrees are replaced by leaf nodes, which
yields a smaller and less complex tree. Due to the potentially infinite nature
of monotonically increasing feature spaces, it is required to perform pruning
in an online manner, which enables the tree to continue learning.

Once the tree has been restructured, decision nodes with little or no
information gain are inserted near the leaf nodes. In some cases, this renders
some subtrees redundant. An extreme case is displayed in Figure In
this case, it is clear that by replacing the subtree with one of its leaves, the
entire tree retains its predictive power while decreasing in size. However,
no general rule can be deducted as to when it is appropriate to replace a
subtree with a leaf, nor which leaf to replace it with. Hence, it is crucial
to apply appropriate rules to the pruning process. If pruned too rigorously,
meaningful split nodes might be dropped, effectively reducing the trees’
predictive power. It must be noted that all statistics in a leaf node are
discarded once it is converted into a decision node, and, in accordance with

Requirement 1, cannot be retrieved again at a later point in time. Therefore,
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Figure 3.5: Tree Restructuring - By pushing Sg, up to the root, the left
subtree does not yield additional information and can be pruned.

dropping split nodes and then reinstalling them later reduces the number of

observations for further tree induction.

On the other hand, if pruned too cautiously, redundant split nodes might
not be detected, and the tree becomes unnecessarily large, or no pruning
takes place at all, hence lessening the interpretability (Requirement 6). As
a result, the restructuring would effectively be rendered useless, and the
resulting tree would not differ from the tree obtained by the baseline VEDT
algorithm.

Pruning aims to identify decision nodes that split on features providing
no information gain, particularly when both children are leaf nodes, and
replace those nodes with leaves. This reduces the tree’s size and complexity
without sacrificing its predictive accuracy.

Pruning is only permitted if both leaves in the subtree predict the same
label. In that case, the replacement leaf adopts that label, ensuring that any
instance arriving at this new leaf receives the same prediction the subtree
would have produced.

To ensure that only those split nodes that are likely not to yield any
information gain are dropped, the Hoeffding bound is again used to reassess
the split nodes’ information gain. It essentially checks whether, given the
current samples, the split node would now be installed. This time, the
bound is applied less strictly, which is achieved in two ways. Firstly, a

higher probability bound p is used. A bigger p in
P(lp=0[>¢) = P(lul > €) <p (3.1.3)

results in a lower €. Secondly, the information gain calculated from the

samples is compared to an information gain of zero, rather than to the
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Algorithm 3.5

Input: T decision tree
) upper limit to probability of choosing the wrong test
Mmin minimum of samples seen in leafs to allow pruning
Output: T pruned decision tree

PRUNE(T, p, Mmin)
1: Obtain Tief, Tright child subtrees from 7T
2: if Tieg is not a leaf then
3t Thett < PRUNE(Teft)
4: end if
5: if Trigne is not a leaf then
6: 7;ight < PRUNE(’];ight)
7. end if
8: if Tier is leaf and Tign is leaf then
9:  if SAMPLECOUNT(Tieft) > Mimin and SAMPLECOUNT(Tright) > Mimin

then
10: € < Hoeffding bound based on p and n
11: Obtain 4 from split decision feature F; from root of 7
12: if LoCALINFORMATIONGAIN([Tiet, Tright])[?] < € then
13: T < MERGELEAVES([Tiett, Tright))
14: end if
15:  end if
16: end if

17: return T

second-best split. It is, therefore, evaluated whether the split node is better
than no split at all. If u < €, the split node is pruned.

Another measure to avoid rigorous pruning is to set a threshold. Only
if both leaves hold more samples than the predefined limit can pruning take
place. This makes sense because low counts in the statistics of the leaves
indicate that the split node has been installed only recently. The older a leaf
node is, the more samples it should have accumulated, and the larger the
volume of data used to decide as to whether or not to drop a split node, the
more reliable the outcome. To prune the entire tree, a recursive approach
that takes this into account is presented in Algorithm A subtree that
is replaced by a leaf may result in a new decision node with two leaves as
children. For this reason, for any decision node, both children are pruned
first, and then the node itself is investigated. If both leaves are children, the

conditions to replace the node are checked. The sample counts of both leaves
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Algorithm 3.6

Input: L array of leaves to be merged

Output: L aggregated leaf node

MERGELEAVES(L)

L + empty leaf

for leaf L in L do
E"ijk A Enz‘jk + Lnijk

end for

return L

have to be above the threshold, and the information gain of the test has to be
below € for the decision node to be replaced. The data instances stored in the
subtree can still be used for further induction. Instead of simply dropping
the whole subtree, a leaf to replace it is generated by calling MERGELEAVES
on the children, which aggregates all samples seen since the initial split
node installation. Algorithm presents the approach to aggregating the
statistics of the leaf nodes. The algorithm takes the array of the two child
nodes as input. Then, a new leaf L, to aggregate the statistics, is initialized
and subsequently filled with the statistics given by the n;;; matrices of the

leaf nodes. This leaf is returned and attached to the tree.

3.1.3 Predicting with DFDT

Predicting with DFDT requires traversing the model built during training.
Given the current structure of the tree, an observation z is fed into the tree
at the root node. The split decision, i.e., the feature-threshold combination,
at the root is then evaluated by comparing the instance’s value against it.
Given the outcome of this comparison, the instance is propagated down the
tree to the next node. This procedure is repeated until the instance reaches
a leaf node. The leaf node can then predict the class. This retraceable
traversal of the decision trees justifies its interpretability, as the decision path

clearly outlines the decisions made by the model that led to the prediction.

3.2 Related Work

The presented approach can be related to two research areas. The first area

is learning with monotonically increasing feature spaces, where no methods,
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especially no interpretable methods, exist that adjust decision tree learn-
ing algorithms to handle an increasing feature space. The second area is
concerned with the pruning of Hoeffding trees; as shown in Section
we utilize pruning to regrow a tree more efficiently based on the Hoeffd-
ing bound. Generally, if we solely restructured the tree without pruning,
there would be no difference in the performance of the tree compared to
the VFDT algorithm. However, an additional advantage is to have more
important features at the top of the tree. This replicates the behavior of
traditional decision trees, which have their splits arranged from highest to
lowest importance, thereby improving interpretability. In the following two
sections, we present some work from the area of learning with monotonically

increasing feature spaces and pruning of Hoeffding trees.

3.2.1 Learning with Monotonically Increasing Feature Spaces

As described earlier, the initial formulation of the problem of monotonically
increasing feature spaces was done in |Zhang et al. [2016]. In their work, they
present a linear model, OLSF, that utilizes a projection onto an L; ball to
promote sparsity and a truncation step to perform feature selection on the
fly. In Beyazit et al.|[2018], they propose a single hidden layer feedforward
network with shortcut connections. If the domain to be learned is complex
and requires non-linearity, the presented approach is capable of identifying
this. The layers in their approach are adjusted to handle the growing feature
space, while applying a weight-based pruning procedure to maintain a low
runtime. The pruning procedure limits the trainable parameters linearly
to the size of the input space. Another approach is presented by [Alagu-
rajah et al. [2020], hereby the focus is on monotonically increasing feature
spaces that have features with arbitrary scaling. Due to the nature of data
streams, it may be impossible to scale features appropriately. Therefore,
they proposed two algorithms based on linear models to handle the prob-
lem. These algorithms track various parameters in the learning process,
such as the cumulative sum of squared gradients and the maximum feature

value encountered, to address the posed problem.

All three approaches share the commonality that they are difficult to
interpret, as is often the case with linear models and neural networks. An-

other downside that can be considered is that the approaches of [Zhang et al.
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[2016] and Beyazit et al. [2018], OLSF, need to track the scaling of features
additionally.

3.2.2 Hoeffding Tree Pruning

In the work of [Yang and Fong [2011a], Moderated-VFDT is presented. The
main contributions of this work are an adaptive tie threshold and an incre-
mental pruning mechanism. The presented pruning method can be consid-
ered a pre-pruning method, as it restricts the tree’s growth by applying one
of two proposed mechanisms: strict pruning and loose pruning. In [Yang
and Fong| [2011b], another pre-pruning method is proposed that limits the
growth of the tree by comparing the number of samples that fall into existing
leaves against those that do not. If more samples fall into existing leaves,
then according to the proposed pruning method, there is no need to update
the tree structure. The approach by Barddal and Enembreck| [2019] can
be loosely classified as a pre-pruning method. They propose to regularize
the growth of the feature by splitting multiple times on the same feature,
leading to a more diverse decision tree.

The pruning method of the presented DFDT algorithm can be consid-
ered more as a post-pruning method. It takes the existing tree structure
and minimizes it in a certain interval of observed instances. It is hard to
say which is more optimal. However, in cases where we have uncertainty
regarding features that emerge later in the process, we argue that it may be

beneficial to first grow the tree and then prune it later on.

3.3 Evaluation

In an experimental evaluation, the behavior of DFDT is analyzed. In a
first step, we describe the synthetic data we generate to evaluate DFDT
in Section [.3.1] We generate three datasets to evaluate the parameters
(Section and three datasets to evaluate the performance of DFDT
(Section . Due to the lack of decision trees built to handle monotoni-
cally increasing feature spaces, and because it is highly related, we modified
the VFDT algorithm Domingos and Hulten [2000] to handle emerging fea-
tures, using it as a baseline for comparison. Essentially, the two approaches

work similarly, except for the pruning, which is exclusively done by DFDT.
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Finally, we present results on the UCI benchmark datasets proposed by
Beyazit et al.| [2019] in Section These UCI datasets are also used in
Chapter [4)as one of the benchmark cases to evaluate our methods for varying

feature spaces.

3.3.1 General Setting

To better understand the algorithm and its advantages and disadvantages,
we use synthetic data in the evaluation. To generate a data set with T
instances, D features, and two classes, first, a T x D matrix with random
entries of 0 and 1 is generated, yielding X. To determine the class, each
column Fj is then multiplied by g(d); for example, this function could be
g(d) = (=1)%xd. The sum of each row is then used to determine the class of
a data instance by using quantiles to split it into two groups of the same size.
Specifically, the bottom quantile is assigned class one, and the top quantile
is assigned class two, which ultimately yields Y. The process of generating
the data gives us dataset (X, Y) of length 7" with D features and a balanced
class distribution.

A monotonously increasing feature space can now be constructed by
extracting data instances one row at a time. Initially, only a limited number
of columns are included, and as the number of data instances increases,
more columns are added to the rows extracted. As presented in Section [2.4
we can simulate the monotonously increasing feature space by {(z¢,v:)}i_y
where x; € RPt with D; < Dy41. At some point, all features D are available.

The datasets used in the synthetic evaluation are shown in Table
The first three datasets are used to identify the impact of the parameters on
both the accuracy and the size of the trees. Datasets four to six were used
for the performance evaluation. In the parameter evaluation, the attributes
emerge according to their index d, so with an increasing importance to
better measure the effects of the parameters, as this represents the best case
for the DFDT. For the performance evaluation, except for the two initial
features, the features emerge randomly with no specific order, which means
that the most important features do not necessarily emerge at the end. The
generation is seeded, and while the impact of each feature may differ in
terms of its contribution to the final class, the features emerge in the same

pattern for datasets four to six.
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Feature Count
Total | Start | End

ParamBvall | 25 | 10 | 20 | 500000 | (—1)i i

ParamEval 2 25 10 20 500000 | (—1)% xlog(d)

ParamEval_3 25 10 20 500000 (—1)% %42
PerfEval 1 50 2 50 2000000 (=1)% %
PerfEval 2 50 2 50 | 2000000 | (—1)"*log(i)
PerfEval 3 | 50 | 2 | 50 | 2000000 | (—1)i %2

Data Set Instances g(1) Class Ratio

R Y e e
_ o e e e e

Table 3.3: Datasets used for evaluation
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Figure 3.6: Effects of varying parameter my,;, on ParamEval_1 as presented
in Schreckenberger et al.[ [2020].

3.3.2 Effects of parameters

In a first step, the effects of varying input parameters are compared for
both the DFDT algorithm and the VFDT algorithm. This is performed on
three of the synthetically generated datasets as described. The restructure
interval m,;, sets the number of samples that have to be fed into the tree as
a whole before the tree is restructured again. This is combined with pruning,
so the tree may be smaller after this operation. Doing this very often results
in more nodes being dropped; therefore, there is a clear correlation between
low values for m,,;, and low tree size.

Again, there seems to be a limit from which point a varying my,, still
results in the same tree (Figure . This may be explained by the fact
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Figure 3.7: Effects of varying parameter p on ParamEval_2 as presented in
Schreckenberger et al.| [2020].

that values below that limit all restructure at any given points at which the
operation changes the tree. This is clearly equivalent to m,,;, being one,
and after each data instance is seen, the tree is restructured.

Restructuring at a very high frequency increases the likelihood of pruning
too harshly, which could ultimately result in dropping important decision
nodes. This, in turn, would then lead to lower accuracy. On the other
hand, a very high restructure interval might miss the opportunity to prune
unnecessary nodes early on, resulting in bigger trees. Once the parameter
exceeds the number of examples the tree will ever see, restructuring never
takes place, and the algorithm is effectively identical to the VFDT algorithm.
When pruning, the parameter p is used to calculate the Hoeffding bound
and reevaluate a split. In order not to be pruned, a decision node does
not have to yield as high an information gain to be kept as for induction
itself because here, the Hoeffding bound only compares it to a theoretical
information gain of zero. This check is also less strict because, generally,
the values for p are higher than the values for §.

The effect of this parameter on accuracy does not follow a clear rule, as
shown in Figure 3.7 and it appears to be dependent on the dataset. It may
also be dependent on other input parameters; therefore, the parameter is

evaluated with two additional values for § on one dataset. For those values,
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Figure 3.8: Performance of DFDT and VFDT on PerfEval_1 as presented in
Schreckenberger et al.| [2020].

the accuracy increases with a higher p.

In general, higher values for p have an advantage if the other parameters
are chosen appropriately. This statement can be observed better at a later
point. It may be caused by the fact that pruning less harshly is more effective
in combination with more careful splitting, which in turn leads to fewer data
instances being used up by splits that exist only temporarily. The effect on
the size, however, is evident. The lower this parameter, the less likely a
subtree is to be replaced by a leaf, resulting in bigger trees, which can be
observed for all three datasets.

We present a more in-depth analysis of the parameters and their impact

in Appendix

3.3.3 Performance evaluation

To evaluate the algorithm’s performance on emerging features, it is bench-
marked against the VFDT algorithm. The trees are induced, and the accu-
racy is averaged every 1,000 data instances. For each data set, 50 randomly
chosen combinations of parameters are selected for both VDFT and DFDT
algorithms. The possible values for each parameter are given in Table
The results for PerfEval_1, PerfEval 2, and PerfEval 3 are shown in Fig-
ure Figure (3.9 and Figure[3.10|respectively. There is a general tendency
for the DFDT algorithm to create smaller trees than the VFDT algorithm

67



CHAPTER 3. LEARNING FROM MONOTONICALLY INCREASING
FEATURE SPACES

0.675
—— DFDT

0.650 1 — VFDT

0.625 A

0.600 A

b
U
~
5

accuracy

0.550 A

0.525 A

0.500 A

0.00 0.25 0.50 0.75 1.00 125 150 175 2.00
examples le6

Figure 3.9: Performance of DFDT and VFDT on PerfEval 2 as presented in
Schreckenberger et al.| [2020].

Parameter ‘ Values
1) {.001,.01,.05,.1, .5}
Nomin, {100, 200, 500, 1000}
Momin {100, 200, 500, 1000}
) {.01,.05,.1,.5,.9,.95,.99}

Table 3.4: Values to select from randomly for each parameter

does. The reason for this tendency is that once decision nodes become re-
dundant due to new features, the DFDT algorithm can drop them, whereas
the VFDT algorithm cannot. The difference is more substantial later on in
the induction process. Initially, the DFDT algorithm often constructs larger
trees. A combination of § and n,,;, determines the growth of the tree, and
because the DFDT algorithm can cope better with unnecessary splits, these

combinations of the well-performing trees lead to faster growth.

For PerfEval .1 and PerfEval 3 the DFDT algorithm outperforms the
VEDT algorithm significantly. Especially at roughly 500,000 examples,
there is a huge jump in accuracy for the DFDT, which is unmatched by
the VFDT. This can be explained based on the dataset’s characteristics, as
features that emerge have a stronger impact on the class than in PerfEval_2,
where the impact on the class is nearly equal for every emerging feature.

However, even in the case where emerging features are roughly equally im-
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Figure 3.10: Performance of DFDT and VFDT on PerfEval_3 as presented
in Schreckenberger et al.[ [2020].

Dataset Obs. Dim.‘ Dataset Obs. Dim.

wpbc 198 34 svmguided 1,234 21

ionosphere 351 35 spambase 4,601 57

wdbc 569 31 magic04 19,020 10
whbc 699 10 imdb 25,000 7500
german 1,000 24 a8a 32,561 123

Table 3.5: The datasets used in the benchmark cases of the evaluation.

portant as the initial features, there is still an increase in performance for
the DFDT compared to the VFDT, as shown in Figure [3.9. The smaller
performance increase in PerfEval_2 for the DFDT compared to the two other
cases can be explained by fewer opportunities to prune, as mentioned before,
because the chance that a feature is significantly better than another, and

therefore satisfying the constraint of p, is smaller.

3.3.4 UCI Benchmark

For the evaluation, we rely on the datasets used in the evaluation of varying
feature spaces [Beyazit et al) 2019]. However, we omit the imdb dataset
as this dataset is inherently representative of varying feature spaces, and
therefore does not solely represent a monotonically increasing feature space.
The datasets and their characteristics are depicted in Table [3.5]
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Dataset |  OLSF DFDT

german 369 +.010 .300 + .001
ionosphere | .243 +.017 .360 £ .002
spambase | .212+.010 .395+ .000

magic04 | .321 +.003 .352 £ .000
svmguide3d | .308 £.021 .239 £+.001

wbc .054+£.013 .352£.002
wpbc 428 £.027 .234 £ .005
wdbc 221 £.018 .374 £.002
ada 318 +£.004 .204 + .000

Table 3.6: CER made by OLSF and DFDT on simulated data streams with

monotonically increasing feature spaces.

The rival model we are benchmarking against is OLSF [Zhang et al.,
2016]. For each dataset, we have run the experiments 20 times and report on
the CER as well as its standard deviation. We reused the same parameters
as for the synthetic data. The results can be seen in Table

The comparison between OLSF and DFDT (Table indicates that
performance is strongly dataset-dependent. DFDT achieves lower CER on
german, svmguide3, wpbec, and in particular on a8a, where it provides the
largest improvement with a reduction from 0.318 to 0.204. In contrast, OLSF
performs better on ionosphere, spambase, magic04, wbc, and wdbc, with its
strongest advantage on wbe, achieving 0.054 compared to 0.352 for DFDT.
Overall, DFEDT tends to excel on larger, higher-dimensional datasets, while
OLSF remains more effective on smaller datasets. However, it is worth not-
ing that due to the small size of the datasets, excluding a8a, the restructuring
and pruning by the DFDT algorithm did not occur, as it requires a few more
examples to be observed than what some of the datasets provided. Hence,
we argue that these UCI benchmark datasets can be seen as an indicator of
the approach’s validity; however, we caution against overinterpreting these

results.

3.4 Discussion

In the following, we discuss the proposed approach DFDT with respect to

the six requirements presented in Section [1.2
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3.4.1 Requirement 1: Online Processing

The DFDT algorithm is designed for data streams where each instance is
processed immediately upon arrival. This is implemented by processing a
data instance once by aggregating the feature statistics in the n;;; matrix of
the given leaf node. In practice, every observation is propagated through the
tree in a linear fashion that scales with its depth, ensuring that incoming
data are processed without delay and only inspected once. This design
choice guarantees that the model remains responsive in real-time settings

and facilitates Requirement 5.

3.4.2 Requirement 2: Finite Memory

Given that data streams can far exceed available memory, the method em-
phasizes a minimal memory footprint. The design ensures that each new
feature increases the corresponding dimension of the n;;, matrix linearly,
thereby helping to control memory growth. However, because the algo-

2depth jngtances of these matrices at the leaf nodes, there is an

rithm stores
inherent exponential potential that is mitigated by pruning. Especially in
environments where more impactful features emerge, the DFDT algorithm is
capable of reducing the tree size by first restructuring and then pruning the
model. This careful balance between maintaining necessary statistics and
tree structures ensures that the overall model remains feasible in resource-

constrained environments.

3.4.3 Requirement 3: Finite Processing Time

The efficiency of processing each data point in terms of time is critical to the
algorithm’s real-time applicability. Each observation is integrated through
a straightforward, incremental update of the n;;; matrix, with computa-
tion scaling linearly both in terms of the number of features and the tree’s
depth. Additionally, restructuring and pruning operations are designed to
run in linear time relative to the number of nodes. While not currently im-
plemented, in scenarios where the tree grows too large, these maintenance
tasks can be offloaded to run in the background, ensuring that the core
online learning process remains efficient and capable of keeping pace with

rapidly arriving data.
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3.4.4 Requirement 4: Feature Space Adaptations

Adaptability to monotonically increasing feature spaces is central to the
method’s design. With every new feature, the algorithm seamlessly extends
the n;;, matrix, maintaining a linear relationship with the number of fea-
tures. Although this step may seem trivial, it offers opportunities to move
forward. In our case, this allows the model to prioritize more relevant fea-
tures as the feature space expands dynamically. By additionally providing a
method to restructure the tree, thereby allowing for pruning to take place,
we provide the necessary tools to keep the tree smaller and more accurate,

as shown in the evaluation.

3.4.5 Requirement 5: Anytime Predictions

An essential aspect of the DFDT algorithm is its ability to provide predic-
tions at any moment based on the data observed so far. The online nature
of the method, combined with incremental model updates, ensures that the
model does not need to be relearned from scratch with each new observa-
tion. Even during restructuring, which takes place periodically, the model
is designed to deliver immediate predictions. This continuous readiness is a

direct result of the efficient decision tree-based structure.

3.4.6 Requirement 6: Interpretability

Interpretability remains a cornerstone of the approach, vital for user trust
and compliance with regulatory demands [Molnar, 2020]. As motivated,
it is especially important in dynamic environments, where traditional data
inspection methods are challenging to apply. The underlying decision tree
structure, which is continuously minimized by restructuring and pruning,
provides traceable pathways to understand feature importance and decision
outcomes. Although the model may undergo periodic restructuring, which
could potentially erase some historical details, the overall design maintains
a balance between model complexity and interpretability. As the memory
footprint of the model is low, in high-stakes domains, it may be beneficial

to take snapshots of the model to ensure post-hoc analysis.
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Chapter 4

Learning from Varying

Feature Spaces

In this chapter, which is based on our two publications [Schreckenberger
et al. [2022] and [Schreckenberger et al. [2023|, we present two approaches
designed to handle varying feature spaces. The first approach, called Dy-
namic Forest (DynFo), is an incremental learning approach that generates
decision stumps from a buffer of instances and regulates the impact of each
decision stump as well as the ensemble size. The second approach Online
Random Feature Forest for Feature space variabilities (ORF3V) is an online
learning approach that generates a so-called feature forest for each observed
feature from a condensed t-digest data distribution representation and dy-
namically manages the size of the ensemble based on the Hoeffding bound.
Both approaches can be considered a mixture of weighted random forests

and random forests of stumps as introduced in Section [2.3.3

We begin by presenting the crowdsense dataset in Section which was
collected during this thesis and published in [Schreckenberger et al.| [2023].
It can be seen as a real-world example of varying feature spaces and hence
justifies this research. This dataset is later used in the evaluation. We then
proceed to present the first approach DynFo in Section[4.2] and subsequently
the second approach ORF3V in Section Subsequently, we relate both
approaches to the current state-of-the-art in Section [4.4] and provide the
evaluation in Section The evaluation is comprised of the benchmark

evaluation case, as introduced by Beyazit et al|[2019], the crowdsense eval-
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Figure 4.1: Visualization of how the feature space of the crowdsense dataset
varies over 790 days, where each black horizontal line indicates the avail-
ability of a feature, as presented in [Schreckenberger et al.| [2023]

uation, and an experiment on the interpretability of the two approaches.
Finally, we discuss the findings with respect to different perspectives in Sec-
tion

4.1 Crowdsense Dataset

The crowdsense dataset, published in [Schreckenberger et al. [2023], is the
first crowd-based sensor network dataset to represent the problems of vary-
ing feature spaces. We consider this dataset as an additional motivation,
highlighting the need for algorithms that can adapt to a changing feature
space. The dataset was collected during the COVID-19 pandemic. It con-
tains environmental sensors that are labeled with the corresponding gov-
ernment response. The main idea behind this dataset is that governmental
responses, such as the cancellation of public events, school closings, and
lockdowns, had a measurable impact on the environment and, hence, are
detectable by the sensors. In the following, we describe the data collection
process.

The data originate from the SmartCitizen (SC) sensor network Cam-

prodon et al|[2019], which is a crowd-sensing platform. The respective la-
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bels come from the Oxford COVID-19 Government Response Tracker (GRT)
Hale et al. [2021], which categorized the government responses for each coun-
try according to the strictness of the measure, e.g., restrictions of gatherings,
which can be categorized from no restrictions, to a limit on the number
of people that are allowed to gather, to no gatherings allowed. For the
input data, we have selected sensors from two categories: noise pollution
(sound pressure) and air quality (eCO2 level and eTVOC level). Since the
SC project originated in Spain, most of the sensors are located there. We
focused on data from the 56 largest Spanish cities, resulting in 954 data
streams across three sensor types. Hence, the classes we extracted are fo-
cused on the restrictions in Spain. The GRT begins on January 1, 2020, so
we collected data from that date until February 28, 2022, covering 790 days
of measurements. Because the GRT provides daily labels, we computed the
mean of each data stream for each day in this range. Although this proce-
dure would nominally yield 857,940 data points, the actual count is 152,798
due to variations in the feature space, which means that we have a data
availability of approximately 18%.

Figure displays the availability of each feature, illustrating how the
data set’s feature space changes over time. The GRT data are divided into
eight cases, each containing multiple classes that describe the severity of
governmental measures; the first class in each case indicates no response,

and the classes are ordered by increasing stringency.
o casey: School closing (68,480,134, 108)
o casey: Workplace closing (68,144, 517,61)
o casez: Cancel public events (69, 721)
o casey: Restriction of gatherings (69,20, 13,104, 584)
o cases: Close public transport (704, 86)
o caseg: Stay-at-home requirements (253,151, 386)
o caser: Movement restrictions (339,104, 347)

o caseg: International travel (69,132,493, 96)
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4.2 Dynamic Forest

Dynamic Forest was the first approach we introduced to tackle the prob-
lem of varying feature spaces with a method that dynamically adapts and
provides interpretability. It was published in |Schreckenberger et al.| [2022].
The method was developed within the framework of random forests (cf. Sec-
tion , where an ensemble of many weak learners forms a strong predictor
by averaging the results of the weak learners.

We first introduce the notation used in DynFo, and then we proceed to
explain the main parts of the algorithm, as well as the ideas and motivations
behind them. We follow up by introducing the algorithm and its parameters,
describing the main components in a top-down manner. Subsequently, we
describe how the learning process works with regard to the weak learner
used, the update strategy, and the adaptation of weak learners. Finally, we

explain how to predict a given observation with the presented algorithm.

4.2.1 Notation Dynamic Forest

In our notation, £ refers to the ensemble of all weak learners used in the al-
gorithm. It is also used analogously to the function we want to approximate
f. Hence, we can use L(x¢) = ¥ to make a prediction. In our algorithm, we
use decision stumps as weak learners |Iba and Langley| [1992]. For each weak
learner £, € L, we have a corresponding weight of w, € w and an associated
accepted feature space of F, C JF;, where F; are all the features seen so far
by the algorithm at step ¢. The accepted feature space F; of a weak learner
Ly can be considered as bagging (cf. Section , as it selects a subset of
the total feature space seen so far for each weak learner from which they can
be learned. As decision stumps only make one split, we denote the feature

Fy chosen for this split of a decision stump L; as ﬁfd.

4.2.2 Learning with Dynamic Forest

In Algorithm the steps for learning with DynFo are shown. In the
following, we provide an introduction to the parameters and then offer a
high-level explanation of the algorithm’s steps, which we will elaborate on
in more detail in subsequent sections.

The algorithm offers a large set of parameters (Table , enabling it to
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Algorithm 4.1 Learning with DYNAMIC FOREST

1: Initialize ensemble £
2: Initialize r of size M
3: fort=1,2,...,7 do
4:  receive instance (x¢,y¢) and fill buffer W, of size N

5. Wy [(@—N+1 Y—N41)5 - - - (@, )]
6: forb=1,2,...,Bdo

7 Ly < L[b]

8: if Ly is not initialized then

9: Ly + INITDECISIONSTUMP (W)
10: wp 1

11: W[b} — Wy

12: end if

13:  end for

14: L < UPDATEACCEPTEDFEATURESPACE(L, 0, B)

15:  L,w,r, B,y < INCREASEENSEMBLESIZE(L, W, (¢, yt), T, 7, B)
16: W < UPDATEWEIGHTS(L, W, (x4, yt), a, €, B)

17 L, w, B < PRUNEENSEMBLE(L, 61, 02, B)

18: end for

be adaptable to many scenarios. The parameters o and e are used for the
weight update strategy, i.e., updating the weights of each weak learner of
the ensemble. The parameters (3, v, as well as #; and 6s, are used to balance
the number of weak learners used and the relearning of those, i.e., increasing
and decreasing the number of classifiers used and replacing some if needed.
The initial number of weak learners the ensemble starts with is determined
by B. The parameter N defines the instance buffer size, and § serves as a
bagging parameter, determining the fraction of randomly selected features
to consider for each weak learner and thereby forcing a diverse ensemble.

At the beginning, the algorithm sets up an ensemble of weak learners,
L, and allocates a result window r of a fixed size M to keep track of recent
performance. The learning process then unfolds over 1" time steps, one for
each incoming data instance.

Upon receiving a new instance (z¢,y;) at time ¢, the algorithm fills a
buffer W; with the last N instances—this acts as a small reservoir of recent
data. For each weak learner in £, if it has never been initialized, the algo-
rithm creates a decision stump (i.e., a shallow decision tree of depth one) by
calling a dedicated initialization method on the current buffer W;. The new

learner’s weight is initialized with one before being added to the ensemble.

77



CHAPTER 4. LEARNING FROM VARYING FEATURE SPACES

Parameter Description

magnitude of impact on weight update

probability to keep weak learner in ensemble

fraction of features to consider

penalty if split of decision stump is not in the current instance
performance tracking threshold

starting number of weak learners in the ensemble

buffer size of instances

size of result window

0 bounds for the update strategy

Szzm=2 " 2 we

Table 4.1: Overview of input parameters for Algorithm

Next, the system updates the feature space that each weak learner can
use, governed by the parameter 4. This ensures that learners see only the
features they are allowed to train on, creating a bagging-like effect. The
algorithm then checks whether the ensemble’s performance has declined to
a certain degree, requiring the addition of a new weak learner. This happens
in the INCREASEENSEMBLESIZE routine, which reviews recent accuracy and,
if necessary, expands the ensemble size.

After possible expansion, the algorithm updates the weights of all weak
learners based on their performance on the latest instance. Good perfor-
mance leads to an increase in weight, whereas failing to predict correctly
or using a feature that is missing reduces a learner’s weight. Finally, the
PRUNEENSEMBLE procedure reviews each learner’s weight and either re-
tains, retrains, or removes it, aiming to maintain an efficient, up-to-date
collection of weak learners.

This sequence of steps—buffering recent data, initializing new stumps
when needed, adjusting feature availability, optionally adding another learner,
updating weights, and pruning—repeats for each time step ¢ until all T data
points have been processed. By continuously adapting to incoming data and
dynamically managing the ensemble size and feature usage, DynFo remains
flexible in response to changing conditions throughout the entire training

period.

Algorithm Roadmap The proposed approach has three major compo-

nents. The first component is the selection and learning of the weak learners,
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which is described in Section [£.2.2.1] The main idea of DynFo is to dynami-
cally manage the weights associated with each weak learner in the ensemble.
The process of those weight updates is described in Section Gener-
ally, the idea is to increase the weights of good-performing weak learners and
retain them in the ensemble, while decreasing the weight of weak learners
and removing them if they fail to contribute positively. The latter part, i.e.,

managing the membership of the weak learners in the ensemble, is described

in Section 1.2.2.3

4.2.2.1 Weak Learners

The first design choice involved determining how to train the weak learners
and which type to use as the base of the ensemble. We decided on decision
stumps [Iba and Langley} [1992], which are decision trees of depth one, so
each weak learner uses a single feature and a split point. This approach
is straightforward in terms of determining whether a stump can be used,
i.e., whether the necessary split decision is present in the instance’s feature
space. However, since we operate in an online learning setting, decision
stumps are not inherently suited to streaming data. To address this, we
employ a small instance buffer that collects recent data points in a sliding
window. Whenever a new decision stump is learned, it is trained on these
recent instances. This strategy ensures stable, consistent predictions from
each stump as long as it remains part of the ensemble.

Each incoming instance is placed into the instance buffer, which uses
a first-in-first-out policy to retain the last NV instances of the data stream.
When performance degrades or feature availability changes, new stumps can
be learned from the buffer. During the weak learner initialization, we also
decide on the accepted feature space JFp based on the  parameter, which
indicates a portion of all the features observed so far at time t with F;.
Comparing this to the random forest (cf. Algorithm , this corresponds
to line six of the referenced algorithm, where a subset of the available features
is selected. As described, this introduces a form of bagging that increases
ensemble diversity (cf. Section [2.3).

The DynFo algorithm begins with B weak learners, denoted Ly, for b =
1,..., B. Each weak learner is continuously retrained on the current instance

buffer and their accepted feature space F,. Early on, frequent re-training
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Algorithm 4.2

Input: L ensemble with all weak learners
) chance to add feature to the accepted feature space
B size of ensemble

Output: L updated ensemble

UPDATEACCEPTEDFEATURESPACE(L, 0, B)
1: ]:'tnew — F; \ Fi1
2: forb=1,2,...,B do

3: Ly < L[b]

4:  for each Fj contained in F}*** do

5: if RANDOM() < § then

6: Add Fj to accepted feature space Fp, of Ly
7: end if

8: end for

9: ﬁ[b] — Ly

10: end for

11: return L

allows the ensemble to stabilize. Later, retraining can occur less frequently
unless changes in the feature space or performance prompt further updates.

Algorithm introduces the required steps to adjust the accepted fea-
ture space for each weak learner. It begins by determining which features
have appeared since the previous time step, storing them in F/***. Each
weak learner in the ensemble is then examined in turn. For every newly
emerged feature Fy € F**, the algorithm makes a decision with proba-
bility ¢ to include it into the accepted feature space. If the outcome is
favorable, the feature Fy is added to that learner’s accepted feature space,
effectively allowing the learner to use Fy for future splits when relearning.
Once all newly arrived features have been assessed for each learner, the up-
dated ensemble is returned. This process ensures that evolving features have
a chance to be incorporated into the model, thereby preserving flexibility as

the data changes over time.

4.2.2.2 Weight updates

Following the idea of weighted random forests [Winham et al.,[2013] (cf. Sec-
tion [2.3.3)). Each decision stump in the ensemble has an associated weight.

The weight updates are performed in lines eleven and twelve of Algorithm
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respectively. In the following, we will first discuss the weight update

strategy and then elaborate on the need for a penalty.

The following function of I(y; = ¢;) in Equation is used to indicate
if a prediction made by a weak learner was correct or not (as similarly used
in the evaluation, cf. Section . If the weak learner’s prediction is correct,

the function returns a one; otherwise, it returns a zero.

N 1 if y¢ = G
I(ye = 9¢) = (4.2.1)
0 otherwise

The indicator function can then be used to update the weights based
on Equation [£:2:2] This equation updates a weight with respect to a by
multiplying 2« with the indicator function and adding the current weight
wp to it. This is then divided by a + wy. As previously mentioned, the
weight for each weak learner is initialized to one. If the prediction of the
weak learner is correct, it will increase; otherwise, it will decrease. If the
weight of a weak learner is below one, it increases faster and decreases more
slowly. In contrast, a weight above one increases more slowly and decreases

faster for correct and wrong predictions, respectively.

Iy = Upe) * 20 + wp

4.2.2
1+« ( )

Wy =

By increasing the weight of the weak learners with correct predictions and
decreasing the weight of those with incorrect predictions, we can ensure
that impactful weak learners remain in the ensemble and irrelevant ones
are dropped. Due to the update mechanism, the weights will increase more
slowly the higher the current weight of a weak learner is, and vice versa.
This bounding of the weights enables good weak learners to be replaced
more quickly with the proposed algorithm if they start to become obsolete,

i.e., their individual performance deteriorates.

As described, we keep a weight wy, for every weak learner in our ensemble,
which is initialized with a value of one. There is no upper bound on the
weight of a weak learner in the ensemble. So, given the case that a weak
learner made a split on a feature that is scarcely available, this weak learner
would never get replaced based on the proposed update strategy, as this

strategy only updates those weak learners that could make a prediction for
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Algorithm 4.3

Input: L ensemble with all weak learners
w current weights
(e, yt) current instance and class
Q magnitude of weight update
€ penalty
B size of ensemble
Output: w updated weights

UPDATEWEIGHTS(L, W, (24, yt), @, €, B)
1: forb=1,2,...,B do
2: Wy < W[b]

3 Ly < L[b]

4 if £5d ¢ F(z;) then

5 Wy < Wp — €

6: else

7 ot < Lo(xt)

8 I(ye=0p,)*20+wp

9

Wy <= 14+«
end if
10:  w[b] < wp
11: end for

12: return w

the current instance. Consequently, this means that we need to apply a
penalty to the weight of this weak learner so that, in the case it provides
very low to no benefit, another decision stump will eventually replace it with
a more reliable feature. This is done by subtracting a constant penalty e
from the weight of that weak learner as shown in Equation [4.2.3] if the split
of the weak learner is not in the feature space of F(x), i.e. Efd ¢ Flay).

Then, the weight is updated according to
Wy = Wy — €. (4.2.3)

In Algorithm the computation of weight updates is illustrated. The
algorithm iterates over each weak learner in the ensemble, examining its cur-
rent weight and determining how it should be updated based on the newly
arrived instance (xy,y¢). First, if the feature on which a learner splits is
not present in the current instance’s feature set, a penalty € is subtracted
from that learner’s weight. Otherwise, the learner makes a prediction g ¢

for (x¢,y;). If the prediction is correct, the learner’s weight increases, and if
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incorrect, it decreases—both according to a factor controlled by «. Specifi-
cally, the weight is adjusted by forming a fraction whose numerator considers
the correctness term I(y; = 9,+) and whose denominator ensures the update
magnitude remains bounded. After this process, the newly calculated weight

is stored back into the ensemble.

4.2.2.3 Adaptation of Weak Learners

The last part of the learning strategy of DynFo is the dynamic adaptation of
the number of decision stumps used as weak learners, i.e., adding or deleting
weak learners.

As varying feature spaces are highly dynamic, there is a need to increase
the number of weak learners if unknown or new features arise and the pre-
vious number of weak learners is insufficient to deal with the feature space
at hand. Therefore, we added a mechanism to track the error rate over a
sliding window. If the error rate surpasses the threshold ~, we add a new
weak learner to the ensemble and also update v according to the error rate.
This step should detect if performance plummets based on the experienced
performance so far, and then introduce further weak learners if needed.

Algorithm [£.4] introduces the necessary steps to increase the size of the
ensemble. The procedure begins by using the current ensemble £ to predict
a label for the incoming instance (x4, ;). It records whether this prediction
was correct by adding an indicator (1 or 0) to the sliding window r, removing
the oldest entry if necessary to keep r at a fixed size. The mean of r, denoted
e, serves as an estimate of the ensemble’s recent accuracy. If e falls below
the threshold ~, the procedure deems the ensemble’s performance insufficient
and increases the ensemble size B by creating a new weak learner Lp. This
learner is added to £ with an initial weight of 1, and ~ is updated to the
new accuracy level e. If the average accuracy remains above -, no additional
learner is introduced. Finally, the algorithm returns the updated ensemble,
weights, sliding window, ensemble size, and threshold, allowing the model
to adapt if its performance starts to degrade.

On the other hand, we have a strategy in place to relearn as well as drop
weak learners who are performing poorly. Hereby, we utilize two bounds
defined by the parameters #; and 65, where the value range is between zero

and one. The general idea of this approach is that the good decision stumps
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Algorithm 4.4
Input:

ensemble with all weak learners
current weights
s Yt) current instance and class
size of ensemble
sliding window of results
performance tracking threshold
updated ensemble
updated weights
updated result window
new ensemble size
adjusted ~

Output:

2 WP En T wyEn

INCREASEENSEMBLESIZE(L, W, (z¢,4:), B, r, 7)
1: ]j — ﬁ((l)t)
add I(y; = §¢) to r based on FIFO principle
e < MEAN(r)
if e < v then
B+~ B+1
initialize new Lp
ﬁ[B] — ['B
wRp < 1
W[B] <— wWR
v+ e
: end if
: return L, w, r, B, v

= = e

are kept in the ensemble, while the mediocre decision stumps are relearned
by chance, and the worst decision stumps are dropped; hence the feature
space that was chosen by the bagging parameter § for this weak learner is
dropped as well and if the performance plummets based on this decision, we
get the chance to add new weak learners to the ensemble in accordance to
line 15 of the learning algorithm (cf. Algorithm [4.1]).

The algorithm, presented in Algorithm begins by initializing an ar-
ray Igeiete, which is supposed to keep track of the weak learners and their
associated weights that are pruned. Given the current size of the ensemble
B, we iterate for b = 1,..., B over each weak learner and their associated
weight. For each learner £, with weight wy, it compares wy, to two thresholds.
The upper threshold 6- is applied by taking the #s-quantile of all weights.

Learners whose weights meet or exceed this quantile are considered strong
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Algorithm 4.5

Input: L ensemble with all weak learners
B size of ensemble
04 lower bound
0o upper relative bound
Output: L updated ensemble
w updated weights
B new ensemble size

PRUNEENSEMBLE(L, B, 61, 63)

1: initialize I ejete
2: forb=1,2,...,B do

3: Ly, < L[b]

4:  if wp > QUANTILE(f2, w) then
5: keep L in L

6: elseif 6; < wy, < QUANTILE(f2, w) then
7: if RaANpoM() > 3 then

8: RELEARN(Lp)

9: end if

10: else

11: add b to Ij.ete

12 end if

13: end for

14: W < DELETE(W, Lgeiere)
15: L < DELETE(L, Lieiete)
16: B+ B — ’Idelete|
17: return L, w, B

and remain in the ensemble unchanged. If a learner’s weight falls between
the lower bound 6; and the 62-quantile, it has borderline performance. In
such cases, a random check (against a parameter ) determines whether
the learner will be relearned. Finally, learners whose weight is below 6
are marked for removal. Finally, these underperforming learners are pruned
from both the ensemble and the weight vector, and the ensemble size B is
adjusted accordingly. This ensures that only the most relevant or potentially

improvable learners persist, while weaker ones are eliminated.

4.2.2.4 Example

Figure illustrates an example of the algorithm at time ¢t = n. Here, we

have a small ensemble {L1, Lo, L3}, where each learner is a decision stump.
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Fy={Fy, Fi}
) n Ensemble L att =n

Tt = (F1 = 0.2,F2 = 06, F4 = 08, F5 = 03) Yt =cC1 Instance (z:,y:) att =n+1

Update £

Fi={F, F3} Fo={F,, F3, F5} Fs ={Fy, Fs}

Ensemble Latt =n

Figure 4.2: Example of weight updates and accepted feature space, based
on a new data instance at t =n + 1.

Up to this point, four features have emerged, F = {Fy, Fy, F3, F4}. Stump
L1 splits on Fy at 0.5, Lo splits on F3 at 0.8, and L3 splits on Fy at 0.2.
Each stump also maintains a set of accepted features, determined by the §
parameter.

At time t = n + 1, the algorithm receives a new instance that contains
a newly emerged feature Fj but is missing feature F3. This instance is then
used to update the ensemble from ¢t = n. The first step, according to the
algorithm, is to refresh each learner’s feature space. In our example, Fj
is added to Lo as a potential feature. Next, we check the value of v to
determine if a new learner should be added, which does not occur in this
example.

Following the algorithm, any learner splitting on a feature absent in the
current instance space is penalized by €. Assuming € = 0.01, we lower Ls’s
weight accordingly because it splits on F3, which is missing. As £1 and L3

split on features present in the instance space, no penalty applies to them.
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Algorithm 4.6 Predicting with DyNAMIC FOREST

Input: x instance to predict class for

1: Initialize class weights W with @, =0 forc=1,...,C
2: forb=1,2,...,B do

3. if £ ¢ F(z) then

4: continue

5:  end if

6: for c=1,...,C do
7: Pep — Pr,(y=c|x)
8: We <= We + (Pe,p * W)
9: end for

10: end for

11: return argmax w

cey

Nonetheless, we still update their weights according to Eq. With
a = 0.1, £ increases to a weight of 1.5 for making a correct prediction,
whereas L3 drops to 0.94.

In the final step, the algorithm decides, based on 61 and 65, whether to
retain, relearn, or remove any learner. Although this is not depicted, £
would likely remain, Lo might be relearned or dropped depending on the
threshold, and £3 would be relearned in line with S.

4.2.3 Predicting with Dynamic Forest

The idea behind predicting with DynFo is grounded in probability dis-
tribution summation |Clark and Boswell [1991] (cf. Section [2.3.3). Con-
ceptually, each model’s distribution indicates how likely each class label is
for a given instance. By adding up these distributions combined with their
respective weights, we can obtain the final result with Equation

B

= argmaXZ wy * P, (y=c|z) (4.2.4)
cey b=1

In Algorithm we outline the steps taken to compute §j. To predict
the class of a new instance x, the algorithm starts by initializing an array

W of size C, which is the number of classes. Each entry . is set to zero.
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The ensemble of B weak learners is then processed one by one. For each
learner Ly, the algorithm first checks whether the feature it split on is present
in . If that feature is missing, the learner is skipped. Otherwise, the
learner outputs a probability distribution over the C classes, denoted by
pep = Pr,(y=clz).

Next, the algorithm scales each probability p.; by that learner’s weight
wp and adds the result to the corresponding entry .. In other words, it
accumulates each learner’s contribution into a running total per class. By
the end of this loop, @, holds a sum of weighted probabilities for class c,
taken across all learners.

Finally, the algorithm selects the class § that maximizes w.. In doing
so, it leverages summation over probability distributions: each learner pro-
vides a distribution over classes, and these distributions are combined via a

weighted sum.

4.3 Online Random Feature Forests

Online Random Feature Forests for Feature Space Variabilities (ORF3V) is
our second approach, published in |[Schreckenberger et al.|[2023], for handling
varying feature spaces in a dynamically adaptive and interpretable way.
Built on the random forest concept (cf. Section , this method maintains
an ensemble of so-called feature forests, whose collective predictions, which
are obtained by averaging their individual results, form a strong overall
predictor.

We first introduce the notation used in ORF3?V. This is followed by a
high-level description of the learning algorithm, along with the parameters
used in the algorithm. Subsequently, we describe the learning process in
terms of storing feature statistics, generating feature forests, updating the
feature forests themselves, updating weights in the ensemble, and pruning
feature forests. Finally, we describe how to predict a given observation with

a learned model.

4.3.1 Notation ORF3*V

In our notation, £ is used to refer to the ensemble of feature forests L. Fach

feature forest £, corresponds to one observed feature Fy; € F;, where JF; are
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Parameter ‘ Description

N size of feature forest

« magnitude of impact on weight update
Preplace replacement strategy

r replacement interval

A compression for feature statistics ®

1) probability for correct pruning decision

Table 4.2: Overview of input parameters for Algorithm

all the features seen so far by the algorithm at step ¢, with d = 1,..., Dy,
where D, is the dimensionality of F;. For each feature forest L; € L,
we have a corresponding weight of wgy € w. The ensemble L is also used
analogously to the function we want to approximate f . Hence, we can use
L(z) = § to make a prediction. Furthermore, each feature forest can also
be used to make a prediction based on an instance x with L4(z) = §4. As
opposed to the sliding window approach used in the Dynamic Forest, we
use @ to approximate a feature’s distribution, where ®, corresponds to said

distribution of the feature Fy.

4.3.2 Learning with ORF3V

The high-level steps for learning with ORF3V are shown in Algorithm
In the following sections, we provide an introduction to the parameters used
and elaborate on the specific parts of the algorithm in subsequent subsec-
tions.

The algorithm offers six parameters (cf. Table that can be adjusted,
making it flexible and adaptable to the expected data characteristics. The
first parameter is N (N > 0), which determines the number of decision
stumps used in each feature forest. The parameter a determines the impact
on the weight update for each feature forest in the ensemble. The value
range is o € (0; 1], where a lower a resembles a less aggressive weight update
strategy, and a higher o resembles a more aggressive update strategy. Fur-
thermore, the replacement strategy needs to be determined by pyepiace. The
replacement strategy can either be prepiace = oldest or prepiace = random.
The replacement interval r determines the number of instances we must ob-

serve before applying the replacement strategy, with » > 0,7 € N being a
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possible value. The parameter A sets the compression for the data storage,
with A > 0. Finally, § € (0; 1] determines the probability of making a correct
pruning decision. The first step is to loop over all time steps T'. In each time
step t, we start by receiving the labeled instance of the time step (x¢, ;).

The stored feature statistics ® are then updated according to the ob-
served features and their values in x;. It is then checked if some feature
forests L4 in the ensemble need to be pruned according to the pruning
strategy.

Subsequently, we iterate over every feature F,; in the universal feature
space J;. Based on the stored feature stats ®, we then generate a feature
forest L4 containing N decision stumps for each feature Fy. Each new
feature forest L£; is then added to the ensemble £, and a corresponding
weight wg = 1 is initialized and stored in the weights w.

Subsequently, we loop over every feature Fj in x; and use the corre-
sponding feature forest L4 to update the weights. Hereby, we use each
feature forest £; and make a prediction based on the corresponding value.
If the prediction is correct, the respective feature forest L4 gains weight,
and if the prediction is false, it loses weight according to the weight update
strategy.

In the final step, we check whether we have reached the replacement
interval r. If this is the case, we update each feature forest £, present in the
ensemble £, according to the replacement strategy prepiace and the stored
feature stats ®.

The ORF3V approach differs from the DynFo in its reliance on feature-
level statistics instead of instance storage for learning. In the DynFo algo-
rithm, a buffer stores recent instances to support incremental updates and
retraining of weak learners, making it sensitive to memory constraints and
requiring direct access to raw data. In contrast, the ORF3V algorithm ag-
gregates feature values over time into statistical summaries (®4) for each
feature, allowing it to operate without explicitly storing instances. This ap-
proach reduces memory usage and simplifies adaptation to evolving feature
spaces, as decisions are driven by feature-level approximations rather than

raw instance data.

Algorithm Roadmap The ORF?V approach has five core components.

In the following, we will start by elaborating on the storage of the feature
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Algorithm 4.7 Learning with ORF3V

1: fort=1,2,..7 do
2:  receive instance (x¢,yt)

3:  ® < UPDATEFEATURESTATISTICS(®, (z¢,y:), )
4. for each d of feature F, contained in F(x;) do
5: if CHECKPRUNE(Ly4, d) then

6: L+ L\{Laq}
7.

8

9

end if
end for
. for each feature Fy observed in J; with sufficient instances do

10 L4 < GENERATEFEATUREFOREST(®,)
11: L+ LU{Ly}
12: wq 1
13: W[d] — Wy
14:  end for
15:  for each featue F; contained in F(z;) do
16: w <— UPDATEWEIGHTS(L, W, «, (x¢,Yt))
17:  end for
18:  if t mod r == 0 then

19: L < REPLACE(L, preplace; P)
20: end if
21: end for

statistics in Section Subsequently, we explain how feature forests
are generated from the stored feature statistics in Section After
generating the feature forests, it is necessary to update them periodically;
this procedure is explained in Section In Section we explain
the weight updates for each of the feature forests in the ensemble. Finally,
in Sectionfd.3.2.5] we showcase how the ensemble employs pruning of feature

forests to promote sparseness.

4.3.2.1 Storage of Feature Statistics

To efficiently store the feature values, we choose t-digest [Dunning and Ertl
[2019]. The t-digest algorithm is a data structure that enables online updates
by estimating the cumulative distribution function (CDF) of the data seen
so far, which can then be used to estimate rank statistics. According to
Dunning) [2021], t-digest can provide them with orders of magnitude better
accuracy than previous algorithms. The size and the accuracy of the quantile

estimation of a t-digest are determined by the compression for each ¢-digest.
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Algorithm 4.8

Input: P feature statistics

(ze,yt) labeled instance

A compression for feature statistics
Output: P updated feature statistics

UPDATEFEATURESTATISTICS (P, (4, Yt), A)

1: for each d of feature Fy contained in F(z;) do

2: ¢ < obtain class from y;

(I)c,d — (I)[C, d]

if ®. 4, is not initialized then
O, g < INITT-DIGEST()

end if

Ut d < x¢]d]

O, 4 < INSERT(Pc g, Ve d, Yt)

9: <I>[c, d] — (I)c,d

10: end for

11: return @

In line 3 of Algorithm we update the statistics for the features in
the current instance z;. Hereby, we use one t-digest for each class seen in a
feature. The t-digests are updated with the observed value for each feature-
class combination. Storing the data in this manner also has the advantage
that the algorithm can easily handle multi-class learning problems, as it only
needs to initialize a new t-digest for each observed class. Furthermore, this
also allows dealing with classes that are not known beforehand, as t-digest
can be generated and updated on the fly.

Algorithm updates the feature-level statistical summaries ® by in-
corporating information from a new labeled instance (z¢,y:). It ensures
that feature distributions are maintained separately for each class label c,
supporting class-conditional analysis.

For each feature Fj present in the instance’s feature set F(x¢), the al-
gorithm identifies the class ¢ carried by the instance in y;. It retrieves the
current statistical summary ®.4 for feature F; under class ¢ from ®. If
no summary exists for this combination, the algorithm initializes it using a

t-Digest structure configured with the compression parameter \.

The algorithm then extracts the value v, 4 of feature Fy from the instance
x¢. This value, along with the label y;, is inserted into the summary ®. 4,

updating the class-conditional statistics for the feature. Once updated, the
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Algorithm 4.9

Input: D, feature statistics for feature Fy
N ensemble size
Output: Ly feature forest for feature Fy

GENERATEFEATUREFOREST(®, N)

initialize S as array
Uminy Umaz < main(®q), maz(Py)
fori=1,...,2N do
0; < RANDOM (Vpmin,VUmaz)
Ta,0, < INITDECISIONSTUMP(6;)
S[i] <= (Tae,, AGI(Tayp,))
end for
Ly < GETTOPN(S)
return L

modified summary is stored back into ®[c, d]. After processing all features

in F(x), the algorithm returns the updated ®.

4.3.2.2 Generation of Feature Forests

Based on the stored feature statistics, ORF?V randomly generates multiple
decision stumps, in total N, for each feature, which together form a feature
forest. In the following, we elaborate on the generation of a single feature
forest.

The generation of the feature forests is executed in line ten of Algo-
rithm [4.7] Hereby, we generate a feature forest for every new feature after
having seen sufficient instances for the observed features at time step ¢ (cf.
Algorithm [4.9).

In the algorithm, 2N decision stumps are generated randomly based on
the stored feature statistics and temporarily stored in the array S. The
splits for each decision stump in the feature forest are randomly generated
in the interval of the minimum and maximum value seen for a feature. The
N best decision stumps are retrieved from S according to the approximate
Gini impurity. The Gini impurity for a decision stump can be approximated
based on the statistics stored in the respective t-digests of the feature, as
described below.

Let Tg¢ denote a decision stump thresholding feature F; at value 6. Let

N, denote the number of instances of class ¢ observed so far, and let N =
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Zle N, be the overall number of observed instances. The approximated
Gini impurity (AGI) is computed as the weighted Gini impurity of both

branches of the decision stump:

(4.3.1)

Np Ny
N N '

AGI(Tag) =1— < 98 + == 94

Here, Ng and N4 are the estimated number of samples where the values
of feature F,; are below or above the threshold 6, respectively. For online
learning, the training samples are not present as a batch, and thus, these
counts cannot be directly measured. Instead, they can be computed as the

expectation of the number of samples below (or above) the threshold 6:

C

Ng=)» Pw<0]c)N,, (4.3.2)
c=1
C ~

Ny = ZP(U >0 c)N.,. (4.3.3)
c=1

Here, P(v < 6 | ¢) and P(v > 0 | ¢) express the estimated probability
that values of feature Fy are above (or below) a threshold 6, given that the
sample belongs to class c¢. The probabilities can be estimated based on the
cumulative distribution functions, which are given by the online data storage
t-digest. Hereby, ®.4(f) = P(v < 0 | ¢) and 1 — ®.4(0) = P(v > 6 | ¢),
where the distribution ®(), gives us the probability of values v in a feature
below a threshold 6. This approximation of the probability allows us to

compute N and N 4.

The Gini impurity gp of one of the branches of the decision stump is

computed as follows (similar computations apply for g4):

C
g => Plc| Fy<0)?, (4.3.4)

c=1

where P(c | Fy < 0) is the class posterior for samples where Fy is below
the threshold 6 of decision stump 74, and can be computed using Bayes’

theorem:
P(Fy<0]c)N,

P(C|Fd<9): Np

(4.3.5)
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4.3.2.3 Update of Feature Forests

Since the algorithm is designed to operate in a dynamic environment where
new data emerge constantly, there is a need to update the feature forests.
As more data becomes available, more accurate decision stumps can be gen-
erated. The feature forests are updated in line 19 of Algorithm [.7] by using
the specified replacement strategy prepiace and the stored feature statistics
®. The update is only executed every r-th time step. This should be set
according to the environment’s characteristics. More dynamics require more
frequent updates. To update a feature forest, we propose two replacement

strategies (preplace)s i-€., replace random and replace oldest.

In the first strategy, prepiace = random, we propose to replace each
decision stump in the feature forest based on a random chance. Hereby, we
iterate over all decision stumps in the feature forest and replace them by
chance. For each replacement, we only generate one new decision stump

with a new random splitting point.

The second strategy, preplace = oldest, aims to replace the oldest decision
stump in the feature forest. This also requires keeping track of the age of
each decision stump. When the oldest decision stump is determined, we
reuse the N parameter to generate a pool of N decision stumps and then
follow a similar procedure as in the generation step by picking the single best
of the NV generated decision stumps in the pool according to the approximate
Gini gain.

An in-depth description of the first strategy in the update mechanism is
given in Algorithm The process begins by checking the replacement
strategy specified by preplace- The algorithm iterates over all features d =
1,...,D. For each feature Fy, the algorithm retrieves its corresponding
feature forest £ and computes the minimum (vpyi,) and maximum (vmax)
values from the feature statistics ®;. These values define the range for
generating the splitting point.

Within the feature forest L4, the algorithm iterates over each decision
stump ¢ = 1,...,N. For learners flagged for replacement, a new splitting
point 6; is randomly sampled from the range [Umin, Umax|- A new decision
stump is initialized with this splitting point (74,) and replaces the corre-

sponding decision stump in the feature forest £4]i].

Once all replacements for a feature forest are complete, the updated
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Algorithm 4.10

Input: L ensemble of feature forests
Preplace replacement strategy
P feature statistics
N ensemble size

Output: w updated weights

UPDATE(ﬁ, Preplaces (I)a N)

L if preplace = random then
22 ford=1,...,D do
Lg [,[d]
Umins Umaz < min(Pq), max(Py)
fori=1,...,N do
if RANDOMREPLACE() then
0; < RANDOM (Unmin,VUmaz)
Ta,0, < INITDECISIONSTUMP(6;)
Lali] + Tap,
10: end if
11: end for
12: L[d] < Lg4
13:  end for
14: else
15: ... // Preplace = oldest
16: end if
17: return L

feature forest L4 overwrites the old feature forest in the ensemble £. Finally,
the algorithm returns the updated ensemble L, reflecting the adjustments

made based on the chosen replacement strategy.

4.3.2.4 Weight updates of the ensemble

The weight updates are performed in line 16 of Algorithm A detailed
description is given in Algorithm For each feature forest £;, we have a
respective weight wy in the ensemble, which is initialized with a value of one.
The indicator function of I(y;, §4+) is used to indicate if a prediction made
by the d-th feature forest was correct or not. The indicator function can
then be used to update the weights based on Equation This equation
updates a weight with respect to o by multiplying 2« with the indicator
function and adding the current weight wy to it. This is then divided by
14 «. Similarly to DynFo, if the prediction of the feature forest is correct, it
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Algorithm 4.11

Input: L ensemble of feature forests
w current weights
(e, yt) current instance and class
« magnitude of weight update
Output: w updated weights

UPDATEWEIGHTS (L, W, (T4, Yt), @)
1: ford=1,...,D do
2: Wq W[d]

3 Ly < L[d]

4 G 4 Loy(r)

5 wy H(yt:ydl,:_):;?a+wd

6:  w[d] + wq

7: end for

8 return w

will increase; otherwise, it will decrease. If a weight is below one, it increases
faster and decreases slower and vice versa for weights above one, for correct
and wrong predictions, respectively.

Iyt = Jat) * 20 + wg

— 4.3.6
Wd 1+« ( )

Furthermore, the weight update function is bounded, restricting feature
forests that were formed on features that emerged earlier than other fea-
tures from gaining too much impact on the final prediction. This allows
feature forests for features that emerge later, which are potentially bene-
ficial, to catch up in terms of impact on the final prediction, as well as

highlighting the importance of these features.

4.3.2.5 Pruning of Feature Forests

While one characteristic of data streams with varying feature spaces is that
new data streams may emerge, another characteristic is that these data
streams may also vanish. However, sometimes these data streams may pro-
duce missing data and provide additional values at a later point in time.
To decide if a feature vanished completely, we propose to use the Hoeffding
bound while tracking the general missing ratio of a feature as well as the

ratio of missing values over the last m instances seen by the algorithm. This
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has the advantage that we have a dynamic threshold for each feature, given
that some may produce more sparseness than others.

The Hoeffding bound Hoeffding [1994] states that, with probability at
least 1 — 9, the true mean p of a random variable v, bounded in range R,
satisfies

_ R21n(1/9)

©>v—¢€, where €=4{/————.
2n

Here, v is the empirical mean over the last m observations. In our case, v is
a binary variable indicating the availability of a given feature Fy: it is 1 if
the feature is present in an instance, and 0 otherwise. Accordingly, we set
R=1.

Let Q(F;) denote the average availability of feature Fy across all observed
instances, and let Qwindow(Fd) denote the average availability computed over

a recent sliding window of size m. Define the deviation

AQ = Q(Fd) - Qwindow(Fd)'

Under the assumption that the availability of Fy is stationary, the Hoeffd-
ing bound guarantees that AQ < e with probability at least 1 —4. Therefore,
if AQ > e, this indicates that the feature has recently become less available
than expected based on its historical presence. In such cases, we consider
the feature as vanished and remove the corresponding feature forest L4 from

the ensemble L, along with its associated statistics stored in ®.

4.3.3 Predicting with ORF?*V

Essentially, we follow the same idea as introduced by the DynFo for pre-
dicting with the ORF3V (cf. Section. The approach has its theoretical
grounding in the summation of probability distributions |Clark and Boswell
[1991] (cf. Section [2.3.3)). Conceptually, each feature forest’s distribution
indicates how likely each class label is for a given instance. By adding up
these distributions combined with their respective weights, we can obtain
the final result with Equation

D

§ = argmax Z wag* Pr,(y=c|x) (4.3.7)
CEJ/ d=1
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Algorithm 4.12 Predicting with ORF3V

Input: x instance to predict class for

1: Initialize class weights W with @, =0 forc=1,...,C
2: ford=1,2,...,D do

3. if Fy ¢ F(x) then

4: continue

5. end if

6: for c=1,...,C do

7 Ped — Pr,(y=c|x)
8: We — We + (pc,d * wd)
9: end for

10: end for

11: return argmax W

cey

The ORF?V prediction algorithm, as given in Algorithm deter-
mines the class label for an input instance x by aggregating predictions
from individual feature forests. It begins by initializing a set of class weights
W = {1, W2, ...,Wc} to zero, where each W, corresponds to a class c.

For each feature F in the total feature space F, the algorithm first checks
whether Fj is present in the input instance x. If Fj; is missing, it skips the
corresponding feature forest L£4. Otherwise, the feature forest L4 provides
a probability distribution Pz, (y = ¢ | z) over the classes. For each class c,
the algorithm calculates a weighted contribution to w. by multiplying the
probability p. ¢ with the forest’s weight wy. This value is then added to .,
accumulating evidence for class c across all feature forests.

Once all relevant feature forests have contributed to the class weights,
the algorithm selects the class ¢ with the highest @, as the final prediction.
This process effectively combines probabilistic predictions from individual

feature forests, weighted by their importance, to make a decision.

4.4 Related Work

The two approaches, DynFo and ORF?V, are closely related to two distinct
areas of research. The first area addresses feature space variability, which
both methods are designed to handle by adapting to evolving feature sets

in dynamic environments. The second area focuses on the model class,
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specifically tree-based and tree-ensemble approaches in an online learning
setting. At the time these approaches were published, no other methods
leveraging this model class had been introduced to address the challenges of

feature space variability in online learning scenarios.

4.4.1 Online Learning in Varying Feature Spaces

In online learning, a learning algorithm incrementally builds a prediction
model from sequentially arriving data instances. Online learning algorithms
are generally categorized into first-order and second-order approaches [Zhang
et al., 2016]. First-order algorithms rely on first-order information, such
as gradients, to update the model parameters. Examples include the Per-
ceptron algorithm |Rosenblatt, [1958| |Freund and Schapire, 1999] and On-
line Gradient Descent [Zinkevich, 2003]. In contrast, second-order algo-
rithms leverage the underlying structure between features, incorporating
additional information, such as feature correlations, to guide the learning
process |Zhang et al. 2014].

However, traditional online learning methods are not equipped to handle
varying feature spaces, as they assume the feature space remains constant
throughout the learning process. To address this limitation, early studies
focused on scenarios with a monotonically increasing feature space [Gomes
et al., [2013] |Zhang et al.l |2015] 2016]. The key challenge in this setting was
to initialize the learning weights of emerged features in a way that provides
an informed starting point, allowing the online learner to achieve faster
convergence compared to random initialization.

Subsequent research further generalized this setting to account for open
feature spaces |[Hou et al., [2017, Hou and Zhou, 2017, [Beyazit et al., 2019}
He et al., 2019b, Zhang et al., [2020, Hou et al., 2021alb, He et al., [2021b].
In these scenarios, new features can emerge dynamically, while previously
observed features may disappear at any time. Some of these studies include
further constraints on the evolution of the feature space. The core idea of
these approaches is to establish relationships among features, enabling the
learner to reconstruct missing features and leverage their previously learned
weights. This reconstruction allows the learner to maintain predictive per-
formance, even when some features are no longer observable. Unfortunately,

all these methods prescribed linear classifiers and hence tend to yield inferior
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performance when linearity does not hold.

To handle data streams with more complex patterns, more recent stud-
ies [He et al., 2021a, |Liu et al., 2022b| Lian et al., 2022] have proposed meth-
ods that capture non-linear feature interactions within a low-dimensional
latent space. While effective at modeling intricate relationships, these ap-
proaches inherently compromise the interpretability of the resulting models.
This is because each latent variable represents a combination of multiple
original features, making it difficult to trace the contributions of individual
features. Consequently, these methods are unsuitable for sensitive domains

where model interpretability is essential for trust and accountability.

4.4.2 Online Learning with Trees and Tree-Ensembles

Single-tree and tree-ensemble models strike a reasonable balance between
interpretability and predictive performance. Single-tree models, such as
ID.3 [Quinlan, 1986] and C4.5 [Quinlan| [1993], are highly interpretable as
they provide clear, rule-based decision paths. However, they typically under-
perform compared to ensemble methods, such as Random Forests [Breiman,
2001] and XGBoost |[Chen and Guestrin, 2016|, which leverage the power
of multiple trees to achieve higher accuracy. Despite their strengths, nei-
ther single tree models nor tree ensembles are inherently designed for online
learning settings.

To address the challenges of streaming data, early research introduced
the Hoeffding Tree [Domingos and Hulten, |2000]. Building on this founda-
tion, ensemble methods such as Ensembles of Restricted Hoeffding Trees |Bifet
et al., 2012, Adaptive Random Forests [Gomes et al., 2017], and Dynamic
Streaming Random Forest |[Abdulsalam et al., [2008] were developed to in-
crease learning capacity.

However, these ensemble approaches come with significant drawbacks.
Their interpretability diminishes as they rely on multiple deep trees devel-
oped in a bagging fashion, making it difficult to track the impact of individ-
ual features on predictions. Additionally, the Hoeffding Tree and its variants
are memory-intensive, as they require storing observed data for each feature
until an optimal split decision is reached. This makes them inapplicable
for scenarios involving varying feature spaces, as none of these methods are

equipped to deal with this dynamic.
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Our approaches improve upon these online tree and tree ensemble models
in the sense that they are interpretable at any time and manage memory
overhead, as pruning is applied in both ORF3V and DynFo, ensuring the

model size remains contained.

4.5 Evaluation

In the following, we present the empirical evaluation of the DynFo and
ORF3V algorithms by illustrating their performance in three different sce-
narios. The first scenario is a reproduction of the benchmark as used in
Beyazit et al.|[2019]. Hereby, three cases are evaluated: a simulation of vary-
ing feature spaces, a simulation of monotonically increasing feature spaces,
and an experiment on a real-world dataset of varying feature spaces. The
second scenario is an evaluation based on the real-world dataset crowd-
sense, as presented in our work [Schreckenberger et al.| [2023]. Hereby, we
evaluate the performance of OLVF [Beyazit et al., [2019], OVFM [He et al.,
2021b|, DynFo and ORF3V. Finally, we also present an experiment on the
interpretability of DynFo and ORF3V based on a non-linear additive dataset
from [Ahmed M. Alaa/[2019]. In the following, we provide a brief description
of the rival models used in the evaluation, along with their corresponding
parameters. With the best set of parameters, we repeat the experiments 20
times. The scores are then reported as the cumulative error rate of the 20

runs with the respective standard deviation.

Other Models We compare with the state-of-the-art online learners tai-
lored for MIFS and VFS, as follows.

o OLSF |Zhang et all) [2016] was the first method for monotonically
increasing feature spaces, using a linear classifier that initializes new

feature coefficients through margin-based optimization.

o OLVF [Beyazit et al., 2019] extends the MIFS setting to VFS by in-
troducing a feature-space classifier that leverages the co-occurrence
patterns of unobserved and newly emerging features to enhance dis-

criminative power.

o« OVFM [He et al.,2021b] extends OLVF by leveraging feature correla-

tions, allowing new features to be initialized with a best guess (similar
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to OLSF) and enabling the reconstruction of missing features.

DynFo Parameters For the N values, i.e. the buffer size, we used for
all datasets, except the magic0/ and the a8a dataset, a value of ten percent
of the instances to avoid learning from the whole dataset towards the end
of the simulated data stream, as some datasets are rather small. The N
values for the magic04 and the a8a dataset were both set to 500, which is
less than 10% of the instances. The two bounding parameters theta were set
to 6:=0.05, and 0,=0.75, while the rest of the parameters were determined

from a random grid search.

ORF3V Parameters The parameters of the ORF?V are tuned by run-
ning each possible combination of the following parameters N = {1, 3,5, 10},
a = {0.01,0.1,0.3,0.5,0.9}, rs = {?oldest”, "random”}. Furthermore, we
fixed some parameters as their impact is rather small on these datasets:
6 = 0.01 and A = 1000. The replacement interval was adjusted according to
the dataset size, for the smaller datasets we used » = 1 and for the larger

datasets 7 = 50 (more than 10,000 instances).

Rival models parameters For the OLVF algorithm, as well as the OLSF
[Zhang et al.,[2016] algorithm, we use the parameters as presented by Beyazit
et al. [2019]. For OVFM [He et al., 2021b|, we use the parameters as pre-
sented by them.

4.5.1 Benchmark

According to Beyazit et al.| [2019], three benchmark cases are presented to
evaluate their algorithm. The first case are experiments on varying feature
spaces on nine UCI ML repository dautasetsﬂ7 the second case are experi-
ments on monotonically increasing feature spaces with the same datasets
(cf. Section [2.4.1)), and the third case is an evaluation on the real-world
case of the imdb dataset [Maas et al.| 2011]. The characteristics, in terms
of features and instances for each dataset, are shown in Table They
are identical to the datasets used for the monotonically increasing feature
spaces (Chapter with the addition of the imdb dataset.

Thttps://archive.ics.uci.edu/ml/index.php
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4.5.1.1 Experiment with Varying Feature Spaces

In the first benchmark case of |Beyazit et al.|[2019], varying feature spaces are
simulated by randomly removing a portion of the features for each instance
in the respective datasets. The removing ratios (Rem.) are set to 0.25, 0.50,
and 0.75. The results for this benchmark case are reported in Table

Overall, DynFo emerges as the most frequent winner, achieving the low-
est cumulative error rate in 12 cases, followed closely by ORF?V, which wins
in 11 cases. OLVF, while competitive in specific scenarios, is the weakest
overall, securing the lowest error rate only 6 times.

When analyzing performance by dataset, we see that DynFo dominates
in ionosphere, magic04, wbc, and wdbc, whereas ORF3V consistently out-
performs the other methods in german, svmguide3, wpbc, and a8a. OLVF
shows some strength in spambase, but it does not dominate in any of
the other datasets. This suggests that DynFo and ORF3V excel in varied
datasets with complex patterns.

Examining performance trends across different removal ratios, DynFo
performs best at Rem. = 0.25 and Rem. = (.5, securing the lowest error rate
in four and five datasets, respectively. However, at Rem. = 0.75, ORF3V
takes the lead, emerging as the best performer in five datasets, showing that
it maintains greater stability as more data is removed. OLVF performs well
only at lower Rem. wvalues but quickly deteriorates as the removal ratio
increases.

Examining consistency across removal ratios within the same dataset,
ORF3V is the most stable, consistently maintaining the best performance
across increasing removal ratios. DynFo, while strong, sometimes sees per-
formance degradation at Rem. = 0.75, making it slightly less consistent
than ORF3V. On the other hand, OLVF struggles with consistency in its

performance, particularly in terms of volatility.

4.5.1.2 Experiment with Monotonically Increasing Feature Spaces

As a second evaluation case, the benchmark also encompasses experiments
on monotonically increasing feature spaces. Hereby, we not only benchmark
the ORF?V against OLVF, but also against OLSF, an algorithm specifi-
cally for monotonically increasing feature spaces. As in the previous case,

we follow the evaluation setup provided by Beyazit et al| [2019]. In this
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Dataset | Rem. |  OLVF DynFo ORF?*V

0.25 | .333+£.009 .302+.004 .304+.002
german 0.5 | 350.9+.008 .307+.007 .305+.003
0.75 | .365£.004 .325+£.017 .309 +.002

0.25 | .220+£.020 .191+.015 .226+£.001
ionosphere | 0.5 226 +£.021  .216 £.016  .246 + .001
0.75 | .227£.018 .293+.021  .287 £.028

0.25 | .143 £.003 .192+.013 .265+.004
spambase 0.5 188 +.004 .204+.008  .264 +.003
0.75 | .299£.005 .244+.007 .277£.005

0.25 | .323£.003 .275+.005 .280=+.003
magic04 0.5 .356 £.001 .278 £.004 .289 £+ .003
0.75 | .375£.000 .298+.003 .341 +.003

0.25 | .280£.009 .232+£.007 .227+.004
svmguide3 | 0.5 298 £.009 .239£.009 .234 £.006
0.75 | .301£.009 .261+.018 .244 +.004

0.25 | .036 £.002 .060+.008 .093 £ .008
wbc 0.5 .087 £.008 .077£.009 .096 £+ .005
0.75 | 176 £.005 .133+.013 .175+.012

0.25 | .447+£.029 278 £.021 .265+.005
wpbc 0.5 456 £.026  .306,+.034 .268 +.008
0.75 | .544£.039 .360+£.036 .269 +.006

0.25 | .071£.006 .089+.008 .1184.007
wdbc 0.5 .097 £.009 .097 £.009 122+ .011
0.75 | .357£.013 .137+.012 .148+.015

0.25 | .276£.001 .241+£.000 .233 +.001

a8a 05 | .294+.002 .240+.001 .236 +.001
0.75 | .382+.002 .237+.002 .239 +.001
imdb | - | .3924+.003 .341+.023 .286+.003

Table 4.3: CER made by OLVF, DynFo, and ORF?V on simulated data
streams with varying feature spaces with removing ratios (Rem.) of 0.25,
0.5, and 0.75.
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Dataset |  OLSF OLVF DynFo ORF3V

german 369 £.010  .356 £.009 .303£.012 .303 +.006
ionosphere | .243 +.017 .166 +.010 .201 +.015 .230 4+ .013
spambase | .212+.010 .253+.003 .2354+.010 .269 £.010
magic04 321 £.003 337 +£.004 .276 £.004 .283 £+ .007
svmguided | .308 £.021  .3554+.026  .246 £.018 .237 +.005

wbc 0564+ .013 .045+.003 .071+.009 .110+.011
wpbc 428 +£.027 445+ .056 270+ .028 .267 £ .005
wdbc 221£.018  131+.018 .123+£.009 .123£.016
a8a 318 £.004 .354+.004 241 +£.000 .231+.003

Table 4.4: CER made by OLSF, OLVF, DynFo, and ORF?V on simulated

monotonically increasing feature spaces.

setup, monotonically increasing feature spaces are simulated by splitting
the dataset into ten chunks, where for each chunk, the feature space is in-
creased by ten percent (cf. Section . The results are presented in
Table [4.4]

Overall, the best-performing method is ORF3V, which achieves the low-
est error rates in four datasets. DynFo achieves the best performance in
german, magic04, wdbc, while ORF?V closely matches DynFo in german,
magic04, and wdbc. OLVF performs well in ionosphere and wbc, while
OLSF is the weakest in most cases but wins in spambase.

Overall, our methods not only match but often surpass the performance
of OLSF and OLVF across a majority of the datasets. This stability and con-
sistency highlight the adaptability and effectiveness of DynFo and ORF3V

in handling monotonically increasing feature spaces.

4.5.1.3 Experiment with Real-World Varying Feature Spaces

As their real-world evaluation task, they included the imdb movie reviews
dataset Maas et al. [2011], where the goal is to perform a sentiment analy-
sis. The reviews are represented as bag-of-words, leading to every instance
of the dataset having its own representation. We feed the dataset row by
row to the two learning algorithms, which simulates online learning from
data streams. Due to each instance having its own feature set, we have data

streams with varying feature spaces. Furthermore, the problem can also be
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considered a monotonically increasing feature space, where we assume that
non-existing features are missing; that is why the OLSF algorithm is also
applied. The size of the feature space per instance is roughly 100. For the
best performing parameter combination, we performed 10 runs, shuffling the
instances within each run.

The results are shown in the bottom line of Table Hereby, we can
see that ORF?V outperforms OLVF and DynFo. The best settings for the
ORF3V algorithm were N = 1, = 0.1,7s = oldest. The parameter set-
tings are consistent with the results of the first evaluation case. For larger
datasets, it seems to be beneficial to use a smaller o and, therefore, a less
aggressive update strategy for the weights in the ensemble. For DynFo we
fixed N = 1000, the rest of the parameters as determined are: o« = 0.5,
8 =0.3,6 =0.01, e =0.001, vy = 0.7, 6, = 0.05, 63 = 0.6 and M = 1000.
An interesting observation that can be made is that DynFo is using more
aggressive weight updates with a higher o compared to ORF?V on this

dataset.

4.5.2 Experiments on the crowdsense dataset

The results for the crowdsense dataset, as introduced in Section [£.I] are
shown in Table They reveal clear trends across different experimental
settings, including binary classification with original data order (BC/O),
binary classification with shuffled data order (BC/S), and multiclass classi-
fication with both original (MC/O) and shuffled (MC/S) data orders. We
shuffle the data order to generate additional evaluation cases while priori-
tizing the results from the original data order since they accurately reflect

the actual dynamics of the feature space.

In binary classification (BC/O and BC/S), ORF3V outperforms all other
methods in eleven out of 16 cases. This is particularly evident in casep
(0.022), cases (0.022), cases (0.018), and caseg (0.019), where it significantly
outperforms competitors with original data order. DynFo shows competi-
tive performance in BC settings and wins in some of the shuffled binary
classification cases. OVFM performs moderately well, frequently achieving
lower error rates than OLVF but still failing to match ORF3V’s and DynFo’s
performance. Meanwhile, OLVF struggles significantly by consistently pro-

ducing the highest error rates, making it the least reliable method.
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Figure 4.3: Interpretability experiment for DynFo and ORF?V indicating
feature importance.

For multiclass classification (MC/O and MC/S), the results show a dif-
ferent trend. ORF3V remains dominant in MC /O, achieving the lowest error
rates in casey (0.070), cases (0.096), casey (0.085), caseg (0.093), and caseg
(0.056). However, DynFo performs poorly in multiclass classification, often
exhibiting significantly high error rates, such as 0.915 in caseg and 0.819
in casey, making it unsuitable for MC tasks. OVFM, on the other hand,
shows its strength in MC/S, where it frequently outperforms ORF3V, par-
ticularly in cases (0.111), cases (0.127), caseg (0.220), and caseg (0.287).
This suggests that OVFM is better adapted to shuffled multiclass settings,
while ORF?V remains superior in multiclass classification with original data,
order.

In conclusion, ORF3V is the best overall method for binary classification
and multiclass classification. DynFo is a reliable choice for binary classifica-
tion but struggles in MC settings, where OVFM proves to be an alternative.

OLVF generally underperforms across all settings.

4.5.3 Interpretability experiment

To assess the interpretability of the proposed approach, we generated a non-
linear additive dataset |[Ahmed M. Alaa, [2019]. With this data, we learned an

interpretable model (a decision tree) and observed the feature importance,
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crowdsense ‘ Setting ‘ OLVF OVFM DynFo ORF3V
BC/O 318 252 044 022
BC/S | 2714+.016 .309+.011 .041+.006 .083+.001
“aser | Me/o - 261 813 070
MC/S - 3154+ .008 .331+.045 .302+.007
BC/O 318 191 053 022
. BC/S | 5234 .017 .106+.001 .043+.007 .084 % .002
“asez | Me/o - 212 737 .096
MC/S - 1114.001 350 +.029 221 +.008
BC/O 318 100 037 018
BC/S | 5224 .015 .159+.004 .039+.005 .083+.001
cases MC/O j j j j
MC/S - . - .
BC/O 318 098 035 022
e BC/S | 5224 .015 .101+.001 .039+.008 .083 +.001
4 MC/O - 109 819 085
MC/S - 127 4.003 458+ 211 227+ .004
BC/O 272 193 144 039
BC/S | .3894+.022 .214+.007 .1194.012 .117+.001
cases MC/O j j j j
MC/S - - - -
BC/O 202 165 210 061
‘ BC/S | 4064+ .011 .299+.004 .190+.028 .166 +.007
cases MC/O - 180 624 093
MC/S - 220+.009 407+ .025 283 +.004
BC/O 202 211 190 058
, BC/S | 3794+.16 .138+.014 2334+ .052 .136+.010
caser 1 Me/o - 065 510 215
MC/S - 2024 011 .3374+.062 .182+.011
BC/O 318 298 034 019
- BC/S | 5224+ .015 .264+.005 .0394.004 .084+.001
cases | Me/o - 215 915 056
MC/S - 287+ .010 .896+.018 .315+.006

Table 4.5: CER made by OLVF, OVFM, DynFo, and ORF3V on the crowd
sense dataset.
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which we compared to our approaches DynFo and ORF3V. Both methods
are learned on the complete data (no varying feature space) and simulated
VFS data with removal ratios of 0.25, 0.5, and 0.75, respectively, as shown
in Figure

In ORF3V, weights close to 1 are to be interpreted as having a low impor-
tance. It can be observed that the weights of the models behave analogously
to the feature importance of the decision tree for both the complete data
scenario and the varying feature space scenarios. For DynFo the feature im-
portance can be calculated by the normalized amount a feature was chosen
for a split in a decision stump, scaled by the weight of the decision stump
in the ensemble. We can then infer the feature importances of DynFo inher-
ently. The figure shows that DynFo rightfully indicates the first feature of
the dataset as the most important one. Hence, we can conclude that both
approaches are capable of depicting feature importances and are, therefore,

interpretable.

4.6 Discussion

In the following, we discuss the proposed approaches ORF?V and DynFo
with respect to the six requirements presented in Section

4.6.1 Requirement 1: Online Processing

Online processing dictates that each incoming instance is to be handled
immediately upon arrival, without requiring multiple passes. In ORF3V,
feature statistics are aggregated efficiently so that each example is processed
exactly once. In contrast, DynFo employs a sliding window mechanism.
While this allows for the incorporation of new examples to update decision
stumps, it may result in some instances being revisited during the formation
of the ensemble. Thus, ORF?V more strictly adheres to the inspect-once
policy, whereas DynFo ’s design, although still online in nature, circumvents
the requirement slightly by buffering data in the sliding window. Depending
on whether the environments allow for relaxation of this requirement, it may

therefore be infeasible to use DynFo.
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4.6.2 Requirement 2: Finite Memory

Since data streams can be massive, minimizing memory usage is crucial.
ORF3V leverages a compact data structure by initializing a new t-digest
for each emerging feature, ensuring that memory consumption increases lin-
early as features are added. This controlled expansion allows ORF3V to
operate efficiently even under strict memory constraints, such as in edge
computing environments. Furthermore, ORF?V employs a mechanism to
prune vanished features based on the Hoeffding bound. On the other hand,
DynFo relies on a sliding window, which means that the buffer size must be
carefully managed. The window’s capacity directly affects memory usage,
and a larger window, which is necessary for more reliable statistics, may
risk higher memory consumption. The model size is managed dynamically,
allowing for decision stumps to be initialized or pruned. However, we argue

that for memory-constrained applications, ORF3V has an advantage.

4.6.3 Requirement 3: Finite Processing Time

Both methods are designed with linear scaling in mind. ORF?V aggregates
feature statistics in a single online pass, ensuring that processing time per
instance is minimal. Its use of ¢-digest supports rapid updates without com-
promising runtime. DynFo also scales linearly with the feature space and the
number of parameters. However, the additional overhead incurred by the
sliding window buffer may introduce slight delays in processing, particularly
when instances are repeatedly examined for decision stump generation. Em-
pirical runtime tests are suggested to quantify this difference, though both

approaches maintain overall scalability.

4.6.4 Requirement 4: Feature Space Adaptations

Varying feature spaces, where features appear and vanish, are handled dif-
ferently by the two models. ORF3V employs the Hoeffding bound to detect
and phase out vanished features. Once a feature is deemed obsolete, its as-
sociated feature forest is dropped immediately. In contrast, DynFo does not
explicitly remove decision stumps when features vanish. Instead, it gradu-
ally phases out such features as they leave the sliding window and ignores

decision stumps based on outdated features during prediction. For new fea-
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tures, DynFo incorporates new instances into the window, while ORF3V
initializes a new t-digest to integrate the feature into the model quickly.
Both models, therefore, meet the requirement for feature space adaptation

but via different mechanisms.

4.6.5 Requirement 5: Anytime Predictions

Anytime predictions require that the model can generate an output at any
moment, even if only a subset of features is present. ORF3V ’s true on-
line aggregation facilitates rapid updates to the model as new data arrive.
DynFo, although capable of dynamic updates, may exhibit minor delays due
to its sliding window and periodic processing. Nevertheless, both approaches
update their ensembles incrementally to avoid full retraining whenever an

observation arrives, thereby supporting real-time predictions.

4.6.6 Requirement 6: Interpretability

As for monotonically increasing feature spaces, interpretability is also criti-
cal in varying feature spaces for building user trust and ensuring compliance
with regulatory standards [Molnar} 2020]. Both ORF?V and DynFo provide
mechanisms for extracting feature importance. ORF3V ’s use of weights as-
signed to each feature forest yields transparent insights into which features
drive predictions. DynFo, while also offering interpretability through its de-
cision stumps, may be slightly less clear, as we may have multiple decision
stumps with respective weights for a given feature. Despite this, both ap-
proaches strike a balance between predictive performance and transparency.
This makes them suitable for being employed in critical yet highly dynamic

environments.
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Chapter 5

Open Challenges and Future

Directions

In this chapter, we explore five areas that indicate open challenges and future
directions for learning in open feature spaces, as presented in our survey
([He et al.; 2023]). We begin by examining issues related to label imbalance,
scarcity, and noise—factors that compromise the quality of data and the
accuracy of predictions. We then address the problem of concept drift,
where shifting data distributions necessitate continuous model adaptation.
The chapter also explores the open-world crisis, highlighting the challenges
of managing unknown classes as new data emerges. Finally, we address
concerns regarding security, privacy, and algorithmic fairness, which are

crucial for protecting sensitive information and ensuring unbiased decisions.

5.1 Robustness in the Face of Label Imbalance,

Scarcity, and Noise

Learning from open feature spaces is based mainly on the assumption that
we have perfectly labeled data, but in the real world, we often encounter
more complex scenarios. Key challenges include label imbalance, scarcity, or
noise [He et al. 2019a]. In many practical applications, the overwhelming
majority of data belongs to a single class, while minority classes remain

underrepresented. This imbalance leads to models that are overly confident
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in predicting the majority class, with traditional metrics like accuracy failing
to capture the nuances of the minority data. Moreover, the labeling process
can be both expensive and labor-intensive. Relying on human annotators
not only drives up costs but also introduces errors. Human labelers are
inherently fallible, which can result in noisy labels that further skew model
performance [Snow et al., 2008]|.

The difficulty increases when the feature space itself is changing. With
unlabeled data often arriving in streams, there is little opportunity for su-
pervised correction. Robust learning, therefore, must focus on extracting
meaningful relationships from sparse, imbalanced, and sometimes erroneous
data. Instead of relying on models that require complete and accurate la-
bels, innovative approaches are needed. Techniques such as semi-supervised
or active learning could be combined with noise-tolerant methods to build
decision boundaries that remain resilient even when the majority of inputs
are either unlabeled or imprecisely annotated. Additionally, extending these
methods to regression tasks poses further challenges, requiring the learning
algorithm to handle a continuous prediction target. Addressing these issues
is critical for advancing this field of research to real-world applications where

data imperfection is the norm.

5.2 Adapting to Concept Drift in Open Feature

Spaces

Concept drift refers to the phenomenon where the statistical properties of
data evolve over time, even though the set of features remains unchanged. In
many applications, the conditional distributions shift gradually or abruptly
due to changes in user behavior, external environmental factors, or tech-
nological advancements. This drift can render established decision bound-
aries obsolete, resulting in a degradation of model performance [Lu et al.,
2018]. Approaches for learning from open feature spaces generally assume
a non-shifting environment. While some methods periodically refresh their
parameters, they are not explicitly designed to cope with the complexities
introduced by drift.

The challenge increases with the reliance on parametric estimators that

assume a fixed feature set. When new features emerge or the relationships
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among existing features evolve, these estimators, such as Bayesian density
estimators, may fail and provide incorrect probability estimates. Address-
ing concept drift in open feature space learning, therefore, requires adaptive
mechanisms capable of dynamically recalibrating the model. This may in-
volve employing non-parametric drift detection methods, adaptive learning
rates, or continuous re-training schedules [Webb et al., 2017]. A robust so-
lution must balance quick adaptations with the stability of predictions to
ensure that the model retains good quality despite the inherent uncertainty

in evolving data streams.

5.3 Open World Crisis

The open-world crisis in online learning emerges when models must simul-
taneously contend with both known and unknown classes, as well as an
evolving feature space. Traditional systems rely on static test sets and fixed
output spaces, but in dynamic environments, new classes can appear un-
expectedly during the learning process. Open-world learning (OWL), as
coined by Jafarzadeh et al. [2020], extends the paradigm of learning from
open feature spaces by addressing not only the variability in input features
but also the potential expansion of the output label space. This dual chal-
lenge requires systems to robustly manage imbalanced and noisy data while
also detecting and accommodating the emergence of new classes |Zhu et al.|
2024].

A central difficulty in open-world learning is delineating the boundary
between known and novel classes. Many current approaches attempt to
gauge the volume of the region spanned by each known class so that any
sample falling outside can be flagged as belonging to a new category [Zhu
et al., 2024]. However, these methods are inherently tied to the assumption
of a fixed feature space, and once that space begins to evolve, the notion
of a static volume becomes untenable. Moreover, misclassifying a novel
instance as a mere outlier can have severe consequences in critical applica-
tions. To overcome these challenges, advanced outlier detection techniques
and adaptive boundary definitions are required [Zhu et al. 2024]. Mod-
els should be capable of incorporating new class information incrementally
without requiring complete retraining, ensuring a seamless transition as the

environment changes. Ultimately, integrating learning from open feature
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spaces with OWL could provide a highly flexible system that can manage

the uncertainty of both feature space variability and output.

5.4 Security & Privacy

The rise of online learning in data-intensive applications brings significant
security and privacy challenges. Conventional open feature space learn-
ing methods centralize data from different sources, e.g., from sensors, for
processing on a single server. This inherently creates the risk of sensi-
tive data leaks, as data ownership is transferred to a single responsible in-
stance [Mothukuri et all 2021]. In sectors such as healthcare, the exposure
of sensitive data can lead to catastrophic breaches. Distributed methods
dealing with open feature spaces, inspired by federated learning approaches,
could offer a promising alternative by partitioning the data processing task
among multiple parties, allowing each party to retain its own data. This
decentralization mitigates the risk associated with a single point of failure
while providing a more resilient framework [Mothukuri et al. 2021].
Despite its advantages, federated open feature space learning introduces
new complexities, particularly when the feature sets across different par-
ties are not aligned. In scenarios similar to vertical federated learning |Liu
et al., 2022a], distinct data sources might capture various aspects of the
same phenomenon, hence complicating the integration process. Moreover,
maintaining data privacy during interparty communications is essential. Se-
curity measures should be implemented to prevent any possibility of recon-
structing original data from shared updates. Even when the protocols are
robust, the inherent risk of data leakage through indirect inference remains
a challenge Liu et al.| [2022a]. Thus, designing secure and privacy-preserving
distributed open feature space learning methods requires additional thought
and attention in future research. While the current application areas used to
benchmark the methods are less critical, this will certainly gain importance

when this learning paradigm finds application in sensitive areas.

5.5 Algorithmic Fairness and Mitigating Bias

When online learning systems are deployed in increasingly critical contexts,

ensuring algorithmic fairness becomes essential. Bias can inadvertently seep
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into models through correlations between target labels and sensitive features
such as gender, ethnicity, or socioeconomic status |[Barocas et all [2023].
Another risk can originate from missing features. In applications such as
crowd sensing, the lack of access to modern technology (e.g., smartphones
or sensors) may serve as an indirect marker of socioeconomic disadvantage,
resulting in skewed predictions that perpetuate systemic inequalities [Hino
et al., 2018|.

In open feature spaces, fairness can be negatively impacted, as even mi-
nor discrepancies in feature representation can compound over time as the
model continuously updates its parameters [Barocas et al., [2023]. Static
fairness metrics, designed for fixed datasets, may fail to capture the dy-
namic nature of bias in online learning environments. Therefore, it would
be beneficial to develop adaptive fairness evaluation frameworks that assess
both immediate and long-term impacts on disadvantaged groups. Measures
should address both the presence and especially the absence of key features,
ensuring that superficial correlations or missing data do not lead to unfair
outcomes. Robust, fair, and transparent models are crucial for mitigating
bias and promoting equitable outcomes in a rapidly evolving and transparent

data landscape.
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Chapter 6

Conclusion

In conclusion, this thesis addresses the challenge of online learning in open
feature spaces by establishing a robust framework that requires stringent
real-time processing requirements, finite memory constraints, interpretabil-
ity, and anytime prediction. Initially, the work outlines the core motivation,
problem statement, and a detailed set of requirements that pave the way for
the subsequent contributions in Chapter [ Subsequently, the foundations
are introduced in Chapter The novel methods targeted at solving the
outlined issues are introduced in Chapter [3] and Chapter [ which target
monotonically increasing feature spaces and varying feature spaces, respec-
tively. Finally, the outlook in Chapter [5| identifies several open challenges
and future directions. Therefore, the work advances the technical state of
online learning in open feature spaces and presents a path for future research
in this field.

In the following, we summarize the contributions of this thesis and pro-

vide some final thoughts regarding the open challenges and future directions.

6.1 Summary of Contributions

The thesis makes a significant contribution by addressing the challenging
problem of online learning in environments where feature spaces are not
static but continuously evolving. The research is structured around two
main contributions that together enhance the applicability and efficiency of

decision tree-based models in open feature space settings.
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The first significant contribution is the development of the Dynamic Fast
Decision Tree. Decision tree methods for learning from data streams assume
a fixed set of features, which limits their effectiveness in real-world scenarios
characterized by the constant addition of new features. To overcome this
limitation, the Dynamic Fast Decision Tree incorporates novel techniques
for managing a monotonically increasing feature space. This is achieved
by dynamically restructuring the tree and implementing a pruning strat-
egy to ensure that the model remains efficient despite continuous growth
in feature dimensions. We demonstrate that the approach meets essential
requirements, such as online processing, finite memory usage, and bounded
processing time, while also providing interpretable, anytime predictions.

The second contribution extends these ideas to more complex scenarios
involving varying feature spaces, where the feature space not only grows but
may also potentially shrink. We address this by introducing two ensemble-
based approaches: the Dynamic Forest and the ORF?V algorithm. The
Dynamic Forest employs an ensemble of decision stumps. The ORF3V al-
gorithm, conversely, offers an alternative ensemble strategy in which feature
forests are formed around a single feature’s data stream. Both approaches
have been evaluated through extensive experiments, with results indicating
that they are competitive while maintaining interpretability in the complex
field of varying feature spaces.

In summary, by advancing both single-tree and ensemble-based method-
ologies, this thesis contributes methods for online learning in open feature
spaces. These contributions bridge significant gaps in online machine learn-

ing and motivate future research.

6.2 Final Thoughts

We want to dedicate our final thoughts to reflecting on the open challenges
that remain. It is clear that, while significant progress has been made in
this thesis and other research in this field, the landscape of online learning in
open feature spaces still presents many opportunities for further exploration
and innovation.

One of the primary challenges is achieving robust performance in the face
of label adversity. As data streams grow, ensuring that models maintain high

accuracy without being overly sensitive to imperfect data is a concern that
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future work should address. The notion of an “open world crisis” connects
to this by emphasizing the unpredictable nature of data stream learning.
Generally, it is advisable that systems, which are supposed to operate in
this area, should be capable of incorporating the unknown unknowns.

The challenges of handling concept drift are already established in the
general field of online learning. However, it has not yet received attention in
open feature space learning research. This calls for the further development
of methods that can transition between different states of feature spaces
and different data distributions within the features to ensure reliability in
ever-changing environments.

Security and privacy are becoming increasingly critical as more sensi-
tive data is processed in real-time. Future research directed towards this
topic could integrate security measures and privacy-preserving techniques.
Inspirations from adjacent fields provide a good starting point to propel this
stream of research in open feature space learning. Alongside these techni-
cal challenges, the ethical dimensions of algorithmic fairness should not be
overlooked. As society becomes increasingly dependent on machine learning,
considering the resulting models are becoming more and more interwoven
into decision-making processes, it is essential to develop methods that mit-
igate bias and promote fairness across all demographics.

The future directions highlighted by this work can pave the way for
enabling online learning to be not only adaptive and efficient but preferably
also secure, fair, and resilient. Addressing these challenges will be key to

advancing the theory and practice of open feature space machine learning.
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Appendix A

Additional Insights

A.1 Dynamic Fast Decision Tree

In a first step, the effects of varying input parameters are compared for
both the DFDT algorithm, and the VFDT algorithm. This is performed on
four data sets, three of which are generated synthetically as described. An
overview for the characteristics of the datasets used is given in Table

Feature Count
Data Set Data Instances f@) Class Ratio
Total ‘ Start ‘ End
ParamEval 1 | 25 | 10 | 20 500000 (=1)i*i 1:1
ParamEval 2 || 25 10 20 500000 (—=1)" % ilog(i) 1:1
ParamEval_3 25 10 20 500000 (1) 42 1:1

Table A.1: Datasets used for evaluation of parameters

The different input parameters are evaluated by keeping all other pa-
rameters constant and inducing multiple trees for a wide range of different
values of the target parameter. For parameters that are not specific to the
DFDT algorithm, the same is done for the VFDT algorithm. The perfor-
mance and size of the trees are measured after all examples are seen and
the results then give an idea of how the different parameters influence the
tree. The size of a decision tree refers to the number of leaf nodes and the
performance is measured by accuracy, depending on the data set.

To limit the probability of choosing not the best test, J is used to calcu-
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Figure A.1: Effects of varying parameter § on ParamEval;

late the Hoeffding bound. An increasing ¢ clearly results in larger trees for
either algorithm (Figure . It allows splits to occur earlier on, resulting
in fewer data instances required per split, and at the same time, more data
instances available for future splits. The effect on the accuracy, however, is
not as clear. A low value for § stops the tree from installing helpful tests,
resulting in less accurate trees, whereas a high value may result in an over-
fitted tree. The wrong choice of this parameter can easily lead to overfitting

or underfitting.

For all data sets, once a certain limit is reached, accuracy and size stay
constant for any other value of § above that limit. Such high ¢ result in such
low values for e that the split requirement is instantly satisfied. Therefore,
each leaf turns into a decision node after n,,;, data instances are seen.
Because all splits are the same, resulting trees are identical as well. The
DFDT algorithms can cope better with this situation because it can undo
unnecessarily induced splits.

To avoid recalculation of the information gains every time a new sample
is seen in a leaf, only after n,.;, samples seen, it is recalculated. As stated
before, this parameter increase should have similar effects as a lower § would
have, and indeed, there is a clear decrease in size as n,;, increases (Figure
until eventually the tree size is one. This happens if less than 7,
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Figure A.2: Effects of varying parameter n,,;, on ParamEval;

data instances are accumulated in the root node. There is an area where the
DFDT algorithm can particularly benefit from a higher n,,;,; however, at
some point, the accuracy gradually declines as the trees become excessively
small. Besides the effects on accuracy, a higher value for n,,;, with the same
accuracy is preferable due to computational advantages. The parameter 7
determines if and when a tie is reached, so a test is installed even though
the difference between the best and second-best test is smaller than e.

In theory, there is a threshold for 7 below which the choice of it does not
matter. In practice, it might not be determinable, but the constant lines for
size and accuracy do suggest a value for that limit - at least for the splits
made within these trees so far (Figure [A.3). A 7 this low results in fewer
splits, because it may take a lot of examples to determine the better of two
tests. That in turn leads to smaller trees and possibly underfitting.

Similarly, there exists an upper limit above which the actual value of the
parameter results in the same tree. Such 7 results in a split as soon as it is
evaluated, that is, when n,,;, data instances arrived at the leaf. The best
test based on the current data is then installed.

DFDT seems to be coping slightly better with a higher 7. The reason
for this may be that it can benefit from early splits based on relatively few

data instances, provided they improve performance. At the same time, if

A3



APPENDIX A. ADDITIONAL INSIGHTS

6=.01, nmin =200, Mmjn =1000, p=.95

0.76 A

0.74 1

accuracy

0.72 A1

103'5

size

102'5

1074 1072 1-1071 1-1073

N|—=

Figure A.3: Effects of varying parameter 7 on ParamFEval;

some decision nodes turn out not to be helpful, they can be eliminated later
on. What can be observed for both algorithms is that a high value for this
parameter results in earlier splits and bigger trees, similar to high values of
6. The restructure interval m,,;, sets the number of samples that have to
be fed into the tree as a whole, before the tree is restructured again. This is
combined with pruning so that the tree may be smaller after this operation.
Doing this very often results in more nodes being dropped; therefore, there
is a clear correlation between low values for m,,;, and low tree size.

Again, there seems to be a limit from which point a varying m,;, still
results in the same tree (Figure . This may be explained by the fact
that values below that limit all restructure at any given points at which the
operation changes the tree. This is clearly the same as m,,;, being one, and
after each data instance seen, the tree is restructured.

Restructuring at a very high frequency increases the probability of prun-
ing too harshly, which eventually would also result in dropping important
decision nodes. This, in turn, would lead to lower accuracy. On the other
hand, a very high restructure interval might miss the opportunity to prune
unnecessary nodes early on, resulting in bigger trees. Once the parameter is
higher than the number of examples the tree would ever see, restructuring

never takes place, and the algorithm is effectively identical to the VEDT
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Figure A.4: Effects of varying parameter m,,;, on ParamEval;

algorithm. The relatively low accuracy of all datasets once this point is
reached should not be used to conclude that the DFDT algorithm is supe-
rior, because different parameters would be chosen for the VFDT algorithm,
possibly leading to a different accuracy.

When pruning, the parameter p is used to calculate the Hoeffding bound
and reevaluate a split. In order not to be pruned, a decision node does not
have to yield as high of an information gain to be kept as for induction itself,
because here, the Hoeffding bound only compares it to an information gain
of zero. This check is also less strict, because generally, the values for p are
higher than the values for 9.

The effect of this parameter on the accuracy does not follow a clear rule
(Figure , and it seems to be dependent on the data set. It may also be
dependent on the other input parameters, so additionally, the parameter is
evaluated with another two values for § on one dataset. For those values,
the accuracy increases with a higher p.

In general, higher values for p have an advantage if the other parameters
are chosen appropriately. This statement can be observed better at a later
point. It may be caused by the fact that pruning less harshly is better in
combination with more careful splitting, which in turn leads to less data

instances to be used up by splits that exist only temporarily.
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The effect on the size, however, is very clear. The lower this parameter
the less likely a subtree is to be replaced by a leaf resulting in bigger trees

which can be observed for all four datasets.

A.2 Dynamic Forest

In this section, we present experiments and an analysis of the various pa-
rameters used in the DynFo algorithm. Hereby, we evaluate the impact of
the parameters «, 8, and . The impact of the parameters is analyzed on the
german dataset by simulating varying feature spaces with a removal ratio
of 0.25. We report on the relearning operations, which are counted every
time we reach line 8 of Algorithm and the total error for the respective
values of the inspected parameter. The relearning can be considered the
most expensive operation in our proposed algorithm and should therefore

be minimized while managing the trade-off with the errors.

A.2.1 Weight impacts of alpha

The o parameter impacts the weight updates for the respective weak clas-

sifiers. In the experiments with different values of « it showed that for a
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lower « value of 0.1, we have less relearns than for a high « value of 1.0.
However, while the change in the number of relearns is consistent, the im-
pact is relatively small. For the lowest « value, we had 1494 relearning
operations, while we had 1323 operations for the highest a value. In terms
of performance, it shows that a lower « value is beneficial over a higher «

value.

A.2.2 Relearning with beta
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Figure A.6: Influence of the value of S on the total errors and the number
of relearns on the german dataset with a removal ratio of 0.25.

The parameter [ is the probability of keeping a weak learner despite not
being in the top bracket of the weights. The impact of 5 on the error rate and
the amount of relearning operations for a simulated varying feature space
with a removal ratio of 0.25 is shown in Figure It can be seen that with
an increasing value for 3, the error number increases as well. However, the
additional performance comes at the cost of roughly 4000 relearns for a low
5 value, which can be decreased to about 500 relearns for a § value of 0.9.
Further experiments have shown that the impact of § for higher removal
ratios, i.e., varying feature spaces that have a higher sparsity, is not as
significant as for the presented removal ratio of 0.25. Therefore, depending
on the sparsity, we recommend a lower 3 value for dense data streams and a
higher 5 value for sparser data streams. Setting 5 to one means no relearning

operations are performed; the algorithm’s dynamic would then only come
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from the dropping and the addition of new learners based on ~ and 65.

A.2.3 Feature diversity for delta

The § parameter determines the accepted feature space for a weak learner.
Hence, it serves as a bagging parameter. We evaluated the parameter § with
respect to the feature diversity it introduces as well as the relearns it forces.
We can observe that with an increasing value of §, the number of relearns
increases. While the impact is not as big as it is for 5, it increased from
1271 to 2389 for § = 0.1 and § = 1.0 respectively. While for § = 0.1, all
features of the dataset were used in the final ensemble, for § = 1.0, only
a small subset of four features were actually used in the final ensemble.
This means that § can be considered to impact the feature diversity of the
model. Considering that in varying feature spaces, not every feature is
always present at a given time step, it is desirable to increase the diversity
with a rather low value for 6. The actual value that should be used depends
on the expected feature space, which is usually not known beforehand in the

setting of varying feature spaces.

A.3 ORF*V

We present the high-level calculations for the space and time complexity of
the proposed ORF3V algorithm.

A.3.1 Space Complexity

The ORF?V algorithm allocates space for two main components: the feature
forests and the t-digests. At any time step ¢, let |F;| denote the number of
features encountered so far. Since there is one feature forest per feature and
each forest contains N decision stumps, the space required for the feature
forests is O(|F;| - N). Because N is a small constant, this space complexity
is effectively linear in |F|.

The second component, the t-digests, stores feature statistics. Each ¢-
digest is bounded by the parameter A, yielding a constant space requirement
of O(A) per digest. Since ORF3V maintains one ¢-digest for every combina-
tion of feature and class, and if C represents the number of classes observed
by time step ¢, then the total space needed for all t-digests is O(|F| - C - \).
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With both A and C being small constants in most scenarios, the overall

space complexity for storing the ¢-digests is also linear in |Fy|.

A.3.2 Time Complexity

The time complexity of the ORF3V algorithm is influenced by five key
components, all executed sequentially (c.f. Algorithm : updating fea-
ture statistics, pruning feature forests, generating feature forests, updating
weights, and replacing decision stumps.

First, updating the feature statistics involves iterating over all features
present in the instance z; and updating the corresponding ¢-digests. Since
each instance belongs to one class, a single pass over its feature space suffices,
resulting in a complexity of O(|F(x¢)]).

Next, pruning feature forests is performed by checking each forest in £
to determine if a feature has vanished. Given that the number of forests at
time ¢ is at most |F;|, the pruning step has a complexity of O(|F;]).

Generating new feature forests for each new feature Fy € F; similarly
incurs a complexity of O(|F]).

For weight updates, a prediction is computed for every feature forest
corresponding to a value in x4, which again results in a complexity of O(|z¢|).

Lastly, updating the feature forests (executed every r-th step) also de-
pends on the number of features, yielding a complexity of O(|F;|).

Combining these, the overall time complexity is
O(|Fe| + |Fe| + [ Fe| 4+ | F(xe)| + [ Fe])-

Since |Fi| > |F ()|, this simplifies to O(5 - |F;|), which is equivalent to
O(|F¢]). Therefore, the learning process scales linearly with the number of

observed features at time step t.

A.4 Additional Results

The results depicted in Table [A72] and Table [A73] show the results of the
benchmark evaluation data set as introduced in Instead of displaying

the cumulative error rate, the total errors made per dataset are shown here.

A9



APPENDIX A. ADDITIONAL INSIGHTS

Dataset | Rem. | OLVF DynFo ORF*V
0.25 | 3334£9.7  302.0+3.6 3044£1.5
german | 0.5 | 350.9+7.8 307.1£7.3 305.4 + 3.0
0.75 | 365+3.6 325.5+£17.2  309.2+2.0
025 | 772+£7.1 67.145.2 79.6 £ 2.4
ionosphere | 0.5 79.5+74 759+ 5.6 86.4 + 2.1
0.75 | 79.7£5.9 102.9 £ 7.2 100.8 £9.7
0.25 | 659.8 £14.5 885.4+£61.4  1220.+20.7
spambase | 0.5 | 8644206  939.6 £ 36.1 1216 £ 14.6
0.75 | 1375+21.5 1120.8+30.6 1275.4+24.3
0.25 | 6152.4+54.7 5229.6+90.7 5323.8+62.3
magic04 | 0.5 | 6775+£274 529524805 5505.6 4 53.4
0.75 | 7136 +£2.7 5674.7+559 6489+ 51.4
0.25 | 346+11.6 286.1 £ 8.9 2804+ 5.5
svmguide3 | 0.5 | 367.2+11.9  295.7+£11.3  288.2+7.0
0.75 | 371+11.7  3221+223  300.6+4.8
0.25 | 25.3+1.4 425 +5.6 65.2 £ 5.9
whc 0.5 60.6 £ 5.3 53.6 6.6 67.2 + 3.6
0.75 | 123.1+3.6 92.8 +9.0 1222 +£8.4
0.25 | 88.5+£5.8 55.4 £ 4.2 52.5+ 1.0
wpbc 0.5 90.2 £ 5.1 60.6,+6.7 52.6 + 1.6
0.75 | 107.7£7.7 71.2+7.2 53.2+1.1
0.25 | 40.8+3.5 50.6 4.7 67.6 + 4.2
wdbc 0.5 55.2 5.4 55.1+4.9 69.8 + 6.8
0.75 | 20285+£75  78.0%7.0 84.4 8.4
0.25 | 8993.8 £40.3 7834.4+14.3 7585.6 +28.5
a8a 0.5 | 9585.8 £53.8 7805.15+=22.3 7683 +24.3
0.75 | 12453 £74.4 7709.6£58.9 7781.2+184
imdb - | 9804.24+65.9 8535.6+584.9 7144.1+70.0

Table A.2: Cumulative error by OLVF, DynFo, and ORF?V on simulated
data streams with varying feature spaces with removing ratios (Rem.) of
0.25, 0.5, and 0.75.
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Dataset ‘ OLSF OLVF ORF3V
german 369.0 +£10.9 356.3 £ 9.1 303.1 +12.2 303.4+6.1
ionosphere 85.3 £ 5.8 58.3+34 80.8 + 4.6
spambase 977.6 +47.4 1163.5 +14.9 1080.0 +=44.5 1237 +44.2
magic04 6109.5 £+ 62.1 6408.5 + 78.0 5242.6 £ 68.4 5390.8 +£134.1
svmguide3 379.8 £ 26.0 438.3 £ 31.8 303.1 £21.6 292.0+5.7
wbc 37.9+9.1 31.6 +2.2 774+7.8
wpbc 84.84+ 5.4 88.14+11.0 52.84+0.9
wdbc 125.5 + 10.1 74.4 +10.5 70.2+ 5.2 70.2+9.3
ala 10356.4 +140.1 11522.3 +£119.6 7852.6 +£10.2 7534.4+90.6

Table A.3: Average number of errors made by OLSF, OLVF, and ORF3V in
the simulated trapezoidal data streams, and on the real-world IMDB dataset

A1l



APPENDIX A. ADDITIONAL INSIGHTS

A12



APPENDIX B. DISCLOSURES

Appendix B

Disclosures

B.1



APPENDIX B. DISCLOSURES

B.1 Contributions

Publication My Contributions

Restructuring of - Developed research question

Hoeffding trees - Supervised thesis/Guided development of approach
for trapezoidal - Reimplemented code in GoLang for performance
data streams. - Ran additional experiments

- Wrote manuscript based on thesis

Dynamic forest - Developed research question

for learning from - Developed approach

data streams - Implemented code in Python

with varying - Ran experiments

feature spaces. - Wrote manuscript

Online random - Developed research question

feature forests for - Idea and Collection of crowdsense data
learning in - Developed approach

varying feature - Implemented code in GoLang

spaces - Ran experiments

- Wrote draft
- Finalized manuscript based on feedback of

co-authors
Towards - Initiated literature review project
utilitarian online - Conducted the literature search
learning—a review - Collaboration on research questions
of online - Gathered and prepared datasets
algorithms in - Ran some of the experiments
open feature - Contributed to draft
space - Contributed to the final manuscript

Table B.1: Summary of contributions to publications.
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B.2 Tool Disclosures

Generative Al-based tools were used to support the preparation of this dis-
sertation. ChatGPT (Model 40 and Model 5) was utilized for drafting, lan-
guage refinement (clarity), and stylistic suggestions, while Grammarly was
employed in a final pass to correct grammatical errors and further refine

language.
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